Name Profile Action Override Direction Program Local

Address Remote Address Protocol Local Port Remote Port Authorized

Users Authorized Computers Authorized Local Principals Local User Owner
Application Package Group Status

@FirewallAPI.d11,-80201 All Allow No Inbound
C:\Windows\system32\svchost.exe Any Local subnet TCP 554,

8554-8558 Any Any Any Any Any Any @FirewallAPI.d11,-80200
OK

@FirewallAPI.d11,-80206 All Allow No Inbound
C:\Windows\system32\svchost.exe Any Local subnet UDP

5000-5020 Any Any Any Any Any Any @FirewallAPI.d11, -
80200 OK

Connect All Allow No Inbound Any Any Any Any Any Any
Any Any Any DESKTOP-EVNOTGB\Amine
microsoft.ppiprojection cwbnlhZ2txyewy Connect OK

Core Networking - Destination Unreachable (ICMPv6-1In) All Allow No
Inbound System Any Any ICMPv6 Any Any Any Any

Any Any Any Core Networking OK
Core Networking - Destination Unreachable Fragmentation Needed (ICMPv4-

In) All Allow No Inbound System Any Any ICMPv4 Any
Any Any Any Any Any Any Core Networking OK

Core Networking - Dynamic Host Configuration Protocol (DHCP-In) All
Allow No Inbound C:\Windows\system32\svchost.exe Any  Any
UDP 68 67 Any Any Any Any Any Core Networking OK

Core Networking - Dynamic Host Configuration Protocol for IPv6 (DHCPV6-In)

All Allow No Inbound C:\Windows\system32\svchost.exe Any
Any UDP 546 547 Any Any Any Any Any Core Networking
OK

Core Networking - Internet Group Management Protocol (IGMP-In) All
Allow No Inbound System Any Any IGMP Any Any Any
Any Any Any Any Core Networking OK

Core Networking - IPv6 (IPv6-In) All Allow No Inbound System

Any Any IPv6 Any Any Any Any Any Any Any Core
Networking OK

Core Networking - Multicast Listener Done (ICMPv6-1In) All Allow No
Inbound System Any Local subnet ICMPv6 Any Any
Any Any Any Any Any Core Networking OK

Core Networking - Multicast Listener Query (ICMPv6-In) All Allow No
Inbound System Any Local subnet ICMPv6 Any Any

Any Any Any Any Any Core Networking OK
Core Networking - Multicast Listener Report (ICMPv6-In) All Allow No

Inbound System Any Local subnet ICMPv6 Any Any
Any Any Any Any Any Core Networking OK

Core Networking - Multicast Listener Report v2 (ICMPv6-In) All
Allow No Inbound System Any Local subnet ICMPv6

Any Any Any Any Any Any Any Core Networking OK

Core Networking - Neighbor Discovery Advertisement (ICMPv6-In) All
Allow No Inbound System Any Any ICMPv6 Any Any
Any Any Any Any Any Core Networking OK

Core Networking - Neighbor Discovery Solicitation (ICMPv6-In) All
Allow No Inbound System Any Any ICMPv6 Any Any
Any Any Any Any Any Core Networking OK



Core Networking - Packet Too Big (ICMPv6-In) All Allow No Inbound
System Any Any ICMPvG6 Any Any Any Any Any Any
Any Core Networking OK

Core Networking - Parameter Problem (ICMPv6-In) All Allow No
Inbound System Any Any ICMPv6 Any Any Any Any
Any Any Any Core Networking OK

Core Networking - Router Advertisement (ICMPv6-In) All Allow No
Inbound System Any fe80::/64 ICMPv6 Any Any Any
Any Any Any Any Core Networking OK

Core Networking - Router Solicitation (ICMPv6-In) All Allow No
Inbound System Any Any ICMPvo6 Any Any Any Any
Any Any Any Core Networking OK

Core Networking - Time Exceeded (ICMPv6-In) All Allow No Inbound
System Any Any ICMPvo6 Any Any Any Any Any Any
Any Core Networking OK

Delivery Optimization (TCP-In) All Allow No Inbound
C:\Windows\system32\svchost.exe Any Any TCP 7680 Any Any
Any Any Any Any Delivery Optimization OK

Delivery Optimization (UDP-In) All Allow No Inbound
C:\Windows\system32\svchost.exe Any Any UDP 7680 Any Any
Any Any Any Any Delivery Optimization OK

Desktop App Web Viewer All Allow No Inbound Any Any Any Any
Any Any Any Any Any DESKTOP-EVNOTGB\Amine
microsoft.win32webviewhost cwbnlhZtxyewy Desktop App Web

Viewer OK

Google Chrome (mDNS-In) All Allow No Inbound C:\Program Files

(x86) \Google\Chrome\Application\chrome.exe Any Any UDP 5353 Any
Any Any Any Any Any Google Chrome OK

Mail and CalendarAll Allow No Inbound Any Any Any Any Any
Any Any Any Any DESKTOP-EVNOTGB\Amine
microsoft.windowscommunicationsapps 8wekyb3d8bbwe Mail and

Calendar OK

mDNS (UDP-1In) Public Allow No Inbound
C:\Windows\system32\svchost.exe Any Local subnet UDP 5353
Any Any Any Any Any Any mDNS OK

Microsoft Messaging All Allow No Inbound Any Any Any Any
Any Any Any Any Any DESKTOP-EVNOTGB\Amine
Microsoft.Messaging 8wekyb3d8bbwe Microsoft Messaging OK

Microsoft Office Outlook Public Allow No Inbound C:\Program

Files\Microsoft Officel\root\Officel6\outlook.exe Any Any UDP 6004
Any Any Any Any Any Any OK

Microsoft Photos All Allow No Inbound Any Any Any Any Any
Any Any Any Any DESKTOP-EVNOTGB\Amine
Microsoft.Windows.Photos 8wekyb3d8bbwe Microsoft Photos OK

Microsoft Store All Allow No Inbound Any Any Any Any Any
Any Any Any Any DESKTOP-EVNOTGB\Amine
Microsoft.WindowsStore 8wekyb3d8bbwe Microsoft Store OK

WED ASP Coordination Protocol (UDP-In) All Allow No Inbound
C:\Windows\system32\svchost.exe Any Local subnet UDP 7235

7235 Any Any Any Any Any

Services Platform Coordination Protocol (Uses UDP) OK
Wireless Display Infrastructure Back Channel (TCP-In)
Inbound C:\Windows\system32\CastSrv.exe Any

Any Any Any Any Any Any

All
Any

Wireless Display OK

WLAN Service - WFD Application

Allow No
TCP 7250



Xbox Console Companion All Allow No Inbound Any Any Any Any
Any Any Any Any Any DESKTOP-EVNOTGB\Amine
Microsoft.XboxApp 8wekyb3d8bbwe Xbox Console Companion OK

Xbox Game Bar All Allow No Inbound Any Any Any Any Any
Any Any Any Any DESKTOP-EVNOTGB\Amine
Microsoft.XboxGamingOverlay 8wekyb3d8bbwe Xbox Game Bar OK



