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What is Volatility?
Volatility is a command line memory analysis and forensics tool for extracting artifacts
from memory dumps.

is an open-source memory forensics framework for incident response and malware
analysis.



Cridex Malware

In this presentation, I will do analysis against Cridex malware.



Image Information.
Before we start the analysis we need to know the profile of the image by running the command 
bellow:

>its clear now , we can see the profile of the image. 



Pslist command.
Now let run the pslist command.

Pslist command is : Print all runnig processes by following the EPROCESS lists.



Pslist command.
According to the screenshot in the previous slide we can tell that :

reader_sl.exe looks suspicious and need further analysis.

>explorer.exe has run reader_sl.exe 



Active connections.
Lets run the command bellow to check for open connections.

Connections command is :Print list of open connections.

Now its clear , there is an active connections holding PID : 1484.



Active connections.
When we take the IP that we found it in previous slide and run it on virustotal we found it
suspicious.



Finding malware.
Now , we going to use malfind command.

malfind command is : Find hidden and injected code.

Again the command found those process as a suspicious.



Dumping Processes & Memory 
Now we are going to dump the processes and run it in virustotal or any threat intelligence tool.



Virustotal.
Finally, we took the dump process .exe and run it on Virustotal.
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Thank You 


