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WHAT IS MONERO ?

Monero is a secure, private,
untraceable currency that is open-
source and freely available to all.

You are your own bank, you control and are
responsible for your funds, and nobody can trace
your transfers

Want to find out more? An overview of Monero's
main features are below, and if you'd like to try
Monero for yourself the Getting Started section is
an excellent launching point
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ﬂg—:{ THE LATEST NEWS

O [Hune 29 - Monero Missives for the Week of 2015-06-29]
A warm welcome back, and a report from Riccarda's trip to Europe

(> [March 30 - External Projects for the Week of 2015-03-30]
An interview with Jojatekok, creator of the Monerox GUI

O [March 23 - Dev Diaries for the Week of 2015-03-23]
Detail on the structure of the new blockchain conversion and
import utilities
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SECURE

Using the power of a distributed peer-to-peer

O sUs network every transaction is
cryptographically secured. Individual accounts
have a 25 word mnemonic seed displayed when
created, and can be written down to backup the
account. Account files are encrypted with a
passphrase to ensure they are useless if stolen.
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&5 PRIVATE

Monero uses a cryptographically sound system
to allow you to send and receive funds without
your transactions being easily revealed on the

blockchain (the distributed ledger of

tranaau tions). This ensures that your purchases,
receipts, and all transfers remain absolutely
private by default.
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&% UNTRACEABLE

By taking advantage of ring signatures, a
special property of certain types of
cryptography, Monero is able to ensure that
transactions are not only untraceable, but have
an optional measure of ambiguity that ensures
that transactions cannot easily be tied back to
an individual user or computer.
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HOW DO |

The fastest way to start using Monero is by using a
web account manager such as MyMonera.

Alternatively, if you would like to run a full Monero
node you can download the client and a kick-starter
blockchain (to bring your local client up to speed)
using the download link on the right.
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& WHERE CAN |

DOWNLOAD MONERO ?

Latest © Download

Monero for Windows © Download

Need it for a different operating system?
View all available downloads here
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Section 2: Getting started—How to choose a Monero client.

https://getmonero.org/getting-started/choose

[Headers and footers can be found in Section 1: Homepage translation.]

]/—,_l__lr—'__] HOW TO CHOOSE A MONERO CLIENT
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Mobile, Web, and Lightweight Clients

The clients below are ideal if you are using Monero for the first time. They are also useful if you are on a device that cannot run a full Monero node
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MyMonero.com is easy-to-use and works in your browser without you needing to install anything
It can be used with some measure of safety, as MyMonero are unable to spend your funds on your behalf
It is owned and operated by Riccardo Spagni, one of the Monero Core Team members
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Full Monero Client

If you are able to spare the bandwidth and disk space required to run a full node, doing so helps keep the network stable and robust, and also affords you the maximum
privacy Monero has to offer.

() MONERO

You can read our guide on running & Monero node, and the Monero core software can be downloaded from the downloads page.
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Third-Party Clients

There are also several third-party clients that interact with the official Monero core daemon, and are able to provide their own additional functionality.

Moneroi

MoneroX is a GUI for Monero written in _MET and available for Windows, Mac, and Linux. It is written and maintained by Jojatekok.

Current Version: 1.0.0
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Windows Linux Source Code Forum Thread
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lightWallet is a simple and slim client written in Python, and should run on most operating systems. It is written and maintained by jwinterm.

current Version: 0.0.2-alpha
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Current Version: 1.0.0
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lightWallet is a simple and slim client written in Python, and should run on most operating systems. It is written and maintained by jwinterm

Current Version: 0.0.2-alpha
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Section 3 Getting started—How to run a Monero node

https://getmonero.org/getting-started/running

[Headers and footers can be found in the translated main page.]

¢N) How TO RUN A

Why Run a Full Node?

Because of the decentralized and peer-to-peer nature of the Monero network it becomes more robust and resilient as it becomes larger. We encourage all users to run
a full node, if they are able to

Running a Monero node does not require a huge amount of processing power, but it does require a few gigabytes worth of disk space to store the blockchain, and there
will be some impact on your bandwidth especially from connected nodes that are catching up on the blockchain

The easiest way to run a Monero node, without affecting your home bandwidth, is to purchase a VPS (Virtual Private Server). We strongly recommend InterServer.net
using the 'MONERO' coupon code to get a discount over and above their already cheap $6/month VPS. Using this coupon code and/or our affiliate link will also assist in
the ongoing funding of Monero development

Monero will run on most hardware, including ARM and 32-bit systems. In order to prepare to run the node download the Monero binaries from the downloads page

Running the Node
Once you have the files downloaded and unpacked you don't need fo do anything beyond running the Monero daemon

« On Windows: locate bitmonerod.exe in Windows Explorer and double-click on it. If it opens and then closes, or crashes after starting, then you may want to start it
from within Command Prompt in order to see what errors arise

« On OS X locate bitmonerod in Finder and double-click on it. As with Windows, if it opens and then closes, or crashes after starting, then you can start it from
within Terminal

= On Linux: dependent on whether you are running it on a desktop or server operating system, you will want to start bitmonerod either in a screen session orin a
console window of its own
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Ensuring Your Node is Rurmmg Correctly

When starting Monero for the first time yo

2015-Feb-18 @
2015-Feb-13 @
2015-Feb-13 @
2015-Feb-18 @
2815-Feb-13 @
2015-Feb-18 @
2015-Feb-13 @

.699184 Core initialized OK

.780143 Starting core RPC server.

.788229 Run net_service loop( 2 thread Ya.

.788472 [SRV_MAIN]Core RPC server started 1k

.788543 [SRV_MAIN]Starting P2P net loop...

.781866 [SRV_MAIN]Run net_service loop( 18 threads)...

:46.702787 [P2P1]
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2@15-Feb-18 @9:89:54.923818 [P2P6][5.9.25.183:28080 OUT]Sync data returned unknown top block: 228593 -»> 2286089 [16 blocks (@ days) behind]

SYNCHRONIZATION started
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[The screenshot is not translated, since the program is not translated yet.]
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Section 4: Getting started—donating and sponsorships

https://getmonero.org/getting-started/donate/

[Headers and footers can be found in the translated main page.]

DONATING AND

How this Project is Funded

Ongoing development of the Monero Project is solely supported by donations and sponsors. At this time the project is vastly underfunded. and thus donations are
greatly appreciated

Donating and Sponsoring

If you would like to make a donation you can do so by using any of the methods below

SN

IEI B 23RS ZEBNIE ?

12 M (Monero ) MENFSARTEEMTSENANBNS - Bl - ZIMBLTAEE

Z e - HIE - N2 MERS A E TR RIBE -

BIEAZEEN

MREBRIER—DNHE - JLEBS MET—MTGH -


https://getmonero.org/getting-started/donate/

« Donating in Monero: you can send XMR donations to donate.getmonero.org, or directly to our Monero donation address -
46BeWrHpwXmHDpDEUmMZBWZfoQpdcEHaERCNmyx1 pEYL2rAc uwufPNIrXHHyUA4QVyBEgeF QknesfKBaHYjA3k301Bv16em

« Donating in Bitcoin: you can also send BTC donations to donate getmonero.org, or directly to our Bitcoin address: 1FhnVJi2V1kdMgXm2nHoERYSLV7FPai7bb

= To donate via credit card, wire transfer, or PayPal, please email the core team at dev@getmonero.org

Sponsorships are also greatly appreciated, including those companies that give us free or reduced-cost access to development hardware, hosting and other services
and software licenses. If you would like to sponsor Monero development in some form. please email the core team at dev@getmonero.org

Current Sponsors

Current sponsors include several mining pools that contribute a portion of their fees to development. You can find a list of these pools in the first post on the Monero
thread on Bitcointalk. Over and above that, our sponsors include
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The Monero Community Hall of Fame

All donators to Monero development are also eligible to be listed in the Community Hall of Fame. Members of the most prestigious level of donators, 8th Dan, are also
listed below. The full Hall of Fame can be viewed at this link.

ArticMine, with a donation of 7206.8 XMR [history]

Everyone has the right to freedom of opinion and expression; this right includes freedom to hold opinions without interference and

to seek, receive and impart information and ideas through any media and regardless of frontiers.
— Article 19, The Universal Declaration of Human Rights

rpietila, with a donation of 7200 XMR [history]

We hold these truths to be self-evident, that all men are created equal, that they are endowed by their Creator with certain
unalienable Rights, that among these are Life, Liberty and the pursuit of Happiness.—That to secure these rights, Governments are
instituted among Men, deriving their just powers from the consent of the governed, ~That whenever any Form of Government
becomes destructive of these ends, it is the Right of the People to alter or to abolish it, and to institute new Government—it is their
right, it is their duty, to throw off such Government.

— Declaration of Independence
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Section 5 Getting started—AIl monero downloads

https://getmonero.org/downloads/

[Headers and footers can be found in the translated main page.]

ALL MONERO DOWNLOADS

Monero Core

Monero Core consists of several applications, including bitmonerod (the daemon used if running a full node, as it maintains the connection to the Monero network) and
simplewallet (a Monero account manager application), as well as several other helper applications.

If you are using Monero Core for the first time you may want to download a blockchain bootstrap to get you started. A link to download the blockchain bootstrap is
included in the listings below.

« Place Windows 64-bit blockchain in %AppData%/bitmonero
« Place OS X 64-bit blockchain in ~/.bitmonero
« Place Linux 64-bit blockchain in ~/_bitmonero

Mote: the SHA hashes are listed by the downloads for convenience, but a GPG-signed list of the hashes is at geimonero.org/downloads/hashes.txt and should be
treated as canonical, with the signature checked against the appropriate GPG key in the source code (in /utils/gpg_keys).
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GPG B - IERRE -

B Windows, 64-bit

Current Version: 0.8.8.6

SHA Hash: facbeb2ed408cfab%a46534363ebal61dbb047654

Optional: Download the Blockchain Bootstrap

" Mac OS X, 64-bit

Current Version: 0.5.5.6
SHA Hash: 7069de92083fh7831b063cc 152283550861 bf

Optional: Download the Blockchain Bootstrap

‘ FreeBSD, 64-bit

Current Version: 0.8.8.6
SHA Hash: 9fd0005b697e146a26a0bf9e3cd0c89097817bd

Optional: Download the Blockchain Bootstrap

o Source Code

Current Version: Bleeding edge (possibly unstable)

Optional: Download a Blockchain Bootstrap from this page

Windows -+ 64 fiI
HETAEA : 0.8.8.6

B Vindows, 32-bit

Coming Soon

& Linux, 64-bit

Current Version: 0.8.8.6
SHA Hash: 29bc436c51cc2c9d571a0bfbf1 2fddab2e75a10b

Optional: Download the Blockchain Bootstrap

ARM Raspberry Pi/ ARM

Coming Soon

SHA #%3Il : facbeb2e408cf8b9a46534363ebal6ldbb047654

ok . NEREEXRSIS

Windows, 32 fiI
B3

Mac OS X, 64 fiI
HBETARA : 0.8.8.6

SHA #13l : 7069de92083fb7831b063cc152e8f35508ff61bf

o3k . NEREIEXRSIS

Linux - 64 fiI
HBETAEA : 0.8.8.6

SHA 313 :  29bc436¢51cc2c9d571a0bfbfl2fddab2e75a10b

o3k . NEREEXRSIS



FreeBSD, 64 fiI

ZHIARA : 0.8.8.6
SHA &%l : 9fd0005b697e146a26a0bf9e3cd0c89b978f7fbd
ok . FEBEXRSIS

ARM Raspberry Pi/ARM
Bk L

RS

HHIARA : Bleeding Edge ( BEBEAREM )
gt . MNATT FEHBIEXRS|S

*  MIgN resoinon ana veclor copies or e Monero 10go can pe aownoaaea at mis nnk.

Other Downloads

« For blockehain bootstraps please use the link for your current platform from the list above.
« For Monero Research Lab publications please visit the Monero Research Lab section of this site.
« High resolution and vector copies of the Monero logo can be downloaded at this link.
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Section 6 Getting started—Accepting Monero Payments

https://getmonero.org/getting-started/accepting

[Headers and footers can be found in the translated main page.]

©"  ACCEPTING MONERO

The Basics

IMonero works a

customed to from other cryptocurrencies. In the case of a digital currency like Bitcoin and its many
i address f Or U

each payment or user, and a single account address can

n SEECTSEEEETOTORT

e merchant. An example of a payment ID is: 666c75666679706

Checkmg for a Payment in S|mp|e\va|\et

to check for a payment using plewallet you can use the "payments" command followed by the payment

65737420706F6e792065766572
height unlock time
441942 ]

fyou need to check for payments programmatically, then details follow the next section

Receiving a Payment Step by-Step

L Generate
Ly Communic
Ly Check for

al wha is making payment
command in simplewallet
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666C75666679706f6e7920697320746865206265737420706f6€792065766572

M simplewallet EEX SicH#

gAEA simplewallet EEERFICH - MolLlER "2 v LEB@NMNHN—PEZ MI SR

S WA :

[Screenshot]

MEAREEELHNRZICR - BUARTEFES -
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2

o FENERM—N1INIER 64 MNEFHFRTSE - DUBIRER ;

o SHRARMIRRSHI T MES ML ;

7.8.8.1:18588/json_rpc -d "{"jsonrpc”:"2.@","method":"get_bulk_payments”,"id":"test", “params”:{"payment_ids": ["666C75666679706T679286
97328746865206265737428706T66792065766572" 11} -H "content-Type: application/json"

"payments"”:

“amount” :

"block_| H .

"paymen "666C75666679706T6E7928697320746865206265737428706T 6792065766572,
bascds18c9b4@968698494581 81€98e18b64 74abe6415deaTaccF7abl162fdf",
]
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[Screenshot]
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Section 7 Getting started--Merchants and services directory

https://getmonero.org/getting-started/merchants

[Headers and footers can be found in the translated main page.]

1
|.= MONERO MERCHANTS AND SERVICES DIRECTORY
r

Exchanges Block Explorers Tools
(oTC) « ChainRadar « ForkGuard Network Monitoring + #monero-oic
» MoneroBlocks » MoneroBase Price Charts and Tools - Bittrex
« MoneroPric.es Price Converter + Bter
« MoneroPrice.com Price Converter « HitBTC
0TC) « MoneroClub (
+ Poloniex
1stant) « Shapeshift (ir
Services Goods
« CryptoEscrow Escrow Service « Cryptonic Physical Monero & Bitcoin coins
« CryptoName OpenAlias Registry
« MyMonero Web-based Wallet
« Pradeep Atluri, Psychiatrist, New York
-« XMR.link OpenAlias Registry Entertainment
+ XMR.to Monero to Bitcoin Payment Service .
y = Crypto Kingdom (MMO)
+ SafeDice (gambling)
are organised alphabetically. If there are any merchants that no longer provide Monero services, or a merchant that wishes to be added, please open All of the merchants

)site's Github repository to alert us. an issue on this wek
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Section 8 Knowledge base--About Monero

https://getmonero.org/knowledge-base/about

[Headers and footers can be found in the translated main page.]

@ ABOUT MONERO

Work in Progress
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Section 9 Knowledge base--The people behind Monero

https://getmonero.org/knowledge-base/people

[Headers and footers can be found in the translated main page.]

e00
‘@ THE PEOPLE BEHIND MONERO

The Monero Core Team

Monero is not governed by any foundation or central body, but ongoing development, maintenance, and research is primarily directed and often funded by a core team of
seven individuals.

Five members of the Core Team prefer to stay pseudonymous for the moment, but two of them are more public and have revealed their real identities. For ease of
reference those two members (Riccardo and David) are at the top of the list below, but beyond that the list is presented in no particular order:

+ Riccardo "fluffypony” Spagni (ric@getmonero.org): Based out of South Africa, Riccardo brings a strong business acumen and a deep understanding of
cryptocurrency, software development, and cryptography to the table. He has been involved with cryptocurrency-related projects since 2012

« David Latapie (david@getmonero.org): David Latapie is a French publisher, transhumanist, and crypto enthusiast who has worked on various cryptocurrencies. He
focuses on the societal changes brought about by cryptos and the blockchain technology.

« smooth (smooth@getmonero.org): A software developer, entrepreneur, and investor, smooth has been involved in several cryptocurrency projects since 2011,

including development of the first multicurrency exchange (initially supporting Bitcoin and Namecoin). By virtue of his long-standing involvement in the

cryptocurrency community, he is well known and trusted by many.

othe (othe @getmonero.org): Based in Germany, othe has been interested in cryptocurrency since early 2011. Currently he works as an independent consultant for

various cryptocurrency-related businesses. He is known for his previous work as a core Vertcoin developer

« tacolime (tacotime@getmonero.org): A bicinformatics enthusiast and software developer from Toronto, tacotime has been involved in cryptocurrency since 2011,
He is well known for his work on MC2, a hybrid PoS/Pow cryptocurrency, and his contributions to various Conformal projects such as bted.

« NoodleDoodle (noodledoodle @getmonero.org): A former Silicon Valley engineer, NoodleDoodle is a seasoned hardware and software developer. He started his
involvement with cryptocurrencies in 2012 and currently spends his time working on "cool aerospace stuff” for a university

« eizh (eizh@getmonero.org): An American researcher and academic who focuses on physics and scientific computing by day, eizh holds an academic interest in
cryptocurrencies, especially serious alternatives to Bitcoin.
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Development Contributors
There have been many individuals that have contributed to Monero code; a complete list of which can be found on our Github Contributors page.

Some that have made outstanding contributions include: Thomas Winget, mikezackles, oranjuice, warptangent, rfree, moneromooo, jakoblind, and tomerkon

The Monero Research Lab

The Core Team forms an integral part of the Monero Research Lab, but the researchers, scientists, and academics that are primarily focused on Monero research are
listed below. They have chosen to remain pseudonymous for the moment. They are:

- Surae Noether: Lead researcher for the Monero Research Lab, Surae holds a PhD in Mathematical Sciences and brings a rich understanding of cryptography and
homological algebra to the mix

- Sarang Noether: Having completed his Masters in Mathematical Sciences, Sarang is currently completing his doctoral degree in Physics, while devoting time on the
side to the advancement of Monero research.

+ Shen Noether: A graduate student focused on algebraic geometry, it is Shen's command and knowledge of cryptography that lends itself so well to his involvement
in the Monero Research Lab.

Other Contributors

There have been massive contributions to Menereo from its inception from so many people, including: zone117x, LucaseJones, wolf’, Professor David Andersen, Atrides.
wallet42, Neozaru, Gingeropoulos, cAPSLOCK, and many, many others
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Section 10 Knowledge base--Moneropedia

https://getmonero.org/knowledge-base/moneropedia/

[Headers and footers can be found in the translated main page.]
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If there is an entry you'd like to medify or be added, please open an issue on this website’s Github repository or submit changes via pull request.
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Section 10.1 Knowledge base—Moneropedia—Account

https://getmonero.org/knowledge-base/moneropedia/account

[Headers and footers can be found in the translated main page.]

ﬁ ACCOUNT -

The Basics

Those familiar with Monero's predecessors will be more familiar with the term wabet to describe this. In Monero we call this an account, and itis a
private account owned and operated by a Monero user.

Your account contains all of the Monero transac tions you have sent and received. Your account balance is a sum of all the Monero you've
received, less the Monero you've sent. When using Monero you may notice that your account has two balances, a locked and an unlocked
balance. The unloc ked balance contains funds that can be spent immediately, and the locked balance contains funds that you can't spend right
now. Y'ou may receive a transaction that has an unlock time set, or you may have sent some Monero and are waiting for the change to come
back to your wallet, both situations that could lead to those funds being locked for a time.

A key difference between traditional electronic currency and Menero is that your account resides only under your contrel, normally on your
computer, and cannot be accessed by anyone else if you practice good security.

Multiple Accounts
There are no costs attached to creating a Monero account, and there are no fees charged except for individual transaction fees that go to miners.

This means that individuals can easily create a Monero account for themselves as well as a joint account to share with their partner, and individual
accounts for their children. Similarly, a business could create separate accounts for each division or group. Since Monero's transac tion fees are
quite low, moving funds between accounts is not an expensive exercise.

Cryptographic Keys

Monero relies heavily on a cryptography principle known as public/private key crypfography or asymmetric cryptography, which is thoroughly
detailed in this Wikipedia article.

Wour account is based on two keys, a spend key and a view key. The spend key is special in that it is the single key reguired to spend your
Monerc funds, whereas the view key allows you to reveal your transactions to a third party, for example for auditing or accounting purposes.
These keys in your account also play an important role in Monerc's transaction-privacy .

The private keys for both of these must be pretected by you in order to retain your account privacy. On the other hand, the public keys are
obvicusly public (they are part of your Monero account address). For normal public /private key cryptography someone could send you a private
message by encrypling it with either of your public keys, and you would then be the only cne able to decrypt it with your private keys.
Backing Up Your Account

Because ne body holds your Monere on your behalf, you are responsible for your account. Thankfully, Menere makes it very easy to backup
your account. When creating 2 Monero atcount for the first time you will be given a unigque mnemonic seed for your account that consists of 13 or
25 words in the language of your choosing. This seed is the only thing you need to backup for your account, and so it is imperative that it is
written down.
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List of available lanpuages for your wallet's seed:
@ : English

1 : Spanish

2 : Portuguese

3 : Japanese

Enter the number corresponding to the language of your choice: @

Generated new wallet: 4B15ZjveuttEaTmfZjLvioPvw7bfsSmRLpSEB33CIbuCeBoGEZrugaTDANhZEWDEXOFDGZS5bEZisTIONVE1ShSABSa47TYU
view key: 4138fa26463d9451781771a8baasdebeegsc47caseacefe4746babagf1d15903
FEFXEFEFEIEFEFEEFEFF XXX FFIXIEF IR IEFEEIEFFEXXFFIRXIFFEEEEFXE ISR N R REHE

Your wallet has been generated.

To start synchronizing with the daemon use "refresh™ command.

use "help” command to see the list of available commands.

Always use "exit" command when closing simplewallet to save

current session's state. Otherwise, you will possibly need to synchronize

your wallet again. Your wallet key is NOT under risk anyway.

aunt knuckle italics moisture hawk thorn iris abort

chlorine smog uphill glass aptitude nowhere sewage plywood

dual relic fierce divers anvil nodes bubble cabin abort
FEFXEFEFEIEFEFEEFEFF XXX FFIXIEF IR IEFEEIEFFEXXFFIRXIFFEEEEFXE ISR N R REHE

[wallet 4B157Zj]:

Leaving Your Account to Next of Kin

[Screenshot]
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Section 10.2 Knowledge base—Moneropedia—Address

https://getmonero.org/knowledge-base/moneropedia/address

[Headers and footers can be found in the translated main page.]

E ADDRESS -

The Basics

When you send Monero to someone you only need one piece of information, and tha
with a 4. The Monero donation address, for instance, is 46BeWrHpwXmHDpDEUmMZB
A3jk301BviGem

r Monero address. A raw Monero address is a set ¢
pdcEHaERCNmMx1pEYL2rAcuwufPNIrXHHty UA4Q

aracters starting
FQknBsfKBaHY]

Because those addresses are long and complex you will often encounter an OpenAlias address instead. For example, Monero donations can be sent to donate@getmo
nero.org or donate.getmonero.org

fyou would like to get an OpenAlias address of your own then there is some information on the OpenAlias page
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Section 10.3 Knowledge base—Moneropedia—blocks

https://getmonero.org/knowledge-base/moneropedia/block

[Headers and footers can be found in the translated main page.]

ﬁ BLOCK -

The Basics
A block is a coniainer of transactions, with a new block being added to the blockchain once every 60 seconds, on average
Blocks also contain a special type of transaction, the coinbase transaction, which add newly created Monero to the network

Blocks are created through the process of mining, and the node thal successiully mines the block then broadcasts it fo each of the nodes connected 1o it, who
subsequently re-broadcast the block until the entire Monero network has received it

Fake or bad blocks generally cannot be created, as nodes that receive blocks always verify the transactions they contain against a set of consensus rules that all nodes
adhere to, including validating the cryptographic signatures on each transaction.
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Section 10.4 Knowledge base—Moneropedia—blockchain

https://getmonero.org/knowledge-base/moneropedia/blockchain

[Headers and footers can be found in the translated main page.]

E BLOCKCHAIN -

The Basics

A distributed ledger of all transactions both past and present, without revealing who the funds came from or went to.
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https://getmonero.org/knowledge-base/moneropedia/blockchain

Section 10.5 Knowledge base—Moneropedia—change

https://getmonero.org/knowledge-base/moneropedia/change

[Headers and footers can be found in the translated main page.]

E CHANGE -

The Basics

Monero sent as part of a transaction, but unique in that returns to your account instead of going to a recipient.
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https://getmonero.org/knowledge-base/moneropedia/change

Section 10.6 Knowledge base—Moneropedia—coinbase transaction

https://getmonero.org/knowledge-base/moneropedia/coinbase

[Headers and footers can be found in the translated main page.]

I ? COINBASE TRANSACTION -

The Basics

A special type of transaction included in each block, which contains a small amount of monero sent to the miner as a reward for their mining work
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https://getmonero.org/knowledge-base/moneropedia/coinbase

Section 10.7 Knowledge base—Moneropedia—consensus

https://getmonero.org/knowledge-base/moneropedia/consensus

[Headers and footers can be found in the translated main page.]

E CONSENSUS -

The Basics

Consensus describes a property of distributed networks like monero where most of the participants follow the rules, and thus reject bad participants.
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https://getmonero.org/knowledge-base/moneropedia/consensus

Section 10.8 Knowledge base—Moneropedia—cryptocurrency

https://getmonero.org/knowledge-base/moneropedia/cryptocurrency

[Headers and footers can be found in the translated main page.]

E CRYPTOCURRENCY -

The Basics

Digital currencies that do not have a central point of control, operating in a distributed peer-to-peer network.
mEzEm—
ELfit

SBEPIEINBET T - IS TR AR MEPIET -


https://getmonero.org/knowledge-base/moneropedia/cryptocurrency

Section 10.9 Knowledge base—Moneropedia—Cryptocgraphic signature

https://getmonero.org/knowledge-base/moneropedia/signature

[Headers and footers can be found in the translated main page.]

E CRYPTOGRAPHIC SIGNATURE -

The Basics

A cryptographic method for proving ownership of a piece of information, as well as proving that the information has not been modified after being signed

mELZ—
Bt

—HMRATILANERNMABENRNMNESZ - ANtIRAEREEERERZENL -


https://getmonero.org/knowledge-base/moneropedia/signature

Section 10.10 Knowledge base—Moneropedia—Mining

https://getmonero.org/knowledge-base/moneropedia/miners

[Headers and footers can be found in the translated main page.]

E MINING -

The Basics

The process of cryptographically computing a mathematical proof for a block, containing a number of transactions, which is then added to the blockchain
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https://getmonero.org/knowledge-base/moneropedia/miners

Section 10.11 Knowledge base—Moneropedia—Mnemonic seed

https://getmonero.org/knowledge-base/moneropedia/mnemonicseed

[Headers and footers can be found in the translated main page.]

I ? MNEMONIC SEED -

The Basics

A 13 or 25 word phrase used to backup a monero account, available in a number of languages.
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https://getmonero.org/knowledge-base/moneropedia/mnemonicseed

Section 10.12 Knowledge base—Moneropedia—Node

https://getmonero.org/knowledge-base/moneropedia/node

[Headers and footers can be found in the translated main page.]

E NODE -

The Basics

A device on the internet running the monero software, with a full copy of the monero blockchain, actively assisting the monero network
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https://getmonero.org/knowledge-base/moneropedia/node

Section 10.13 Knowledge base—Moneropedia—OpenAlias

https://getmonero.org/knowledge-base/moneropedia/openalias

[Headers and footers can be found in the translated main page.]

E OPENALIAS -

A standard that allows you to use an email or domain syntax to pay someone instead of an address, eg. donate@getmonero.org or donate getmonero.org

IMore information can be found on the OpenAlias page or on the OpenAlias website
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https://getmonero.org/knowledge-base/moneropedia/openalias

Section 10.14 Knowledge base—Moneropedia—Payment ID

https://getmonero.org/knowledge-base/moneropedia/paymentid

[Headers and footers can be found in the translated main page.]

E PAYMENTID -

The Basics

Payment ID is an arbitrary and optional transaction attachment that consists of 32 bytes (64 hexadecimal characters)

tis usually used to identify transactions to merchants and exchanges: Given the intrinsic privacy features built into Monero, where a single public address is usually

used for incoming transactions, the Payment ID is especially useful to tie incoming payments with user accounts

Creating a Payment ID
One can create a Payment ID quickly from the command line using OpenSSL.

# openssl rand 32 -hex
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(Picture) # openssl rand 32 —hex
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Section 10.15 Knowledge base—Moneropedia—Ring signature

https://getmonero.org/knowledge-base/moneropedia/ringsignatures

[Headers and footers can be found in the translated main page.]

I ? RING SIGNATURE -

The Basics

A group of cryptographic signatures with at least one real participant, but no way to tell which in the group is the real one as they all appear valid
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https://getmonero.org/knowledge-base/moneropedia/ringsignatures

Section 10.16 Knowledge base—Moneropedia—Spend key

https://getmonero.org/knowledge-base/moneropedia/spendkey

[Headers and footers can be found in the translated main page.]

E SPEND KEY -

The Basics

One of two sets of private and public cryptographic keys that each account has, with the private spend key required to spend any funds in the account
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https://getmonero.org/knowledge-base/moneropedia/spendkey

Section 10.17 Knowledge base—Moneropedia—Stealth address

https://getmonero.org/knowledge-base/moneropedia/stealthaddress

[Headers and footers can be found in the translated main page.]

E STEALTH ADDRESS -

The Basics

A special property of monero addresses that makes it impossible to see which address a transaction went to or came from.
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https://getmonero.org/knowledge-base/moneropedia/stealthaddress

Section 10.18 Knowledge base—Moneropedia—Transaction unlock time

https://getmonero.org/knowledge-base/moneropedia/unlocktime

[Headers and footers can be found in the translated main page.]

E TRANSACTION UNLOCK TIME -

The Basics

A special tfransaction where the recipient can only spend the funds after a future date, as set by the sender.
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https://getmonero.org/knowledge-base/moneropedia/unlocktime

Section 10.19 Knowledge base—Moneropedia—Transaction

https://getmonero.org/knowledge-base/moneropedia/transaction

[Headers and footers can be found in the translated main page.]

E TRANSACTIONS -

The Basics
A cryptographically signed container that details the transfer of monero to a recipient (or recipients)

A transaction's parameters are one or more recipient addresses with the corresponding amounts of funds to send to them, and a mixin_count parameter that
specifies the amount of outputs the transaction will have mixed in_ Higher amounts of mixin_count offer more anonymity, but that comes with a cost, since the
transaction gets larger and therefore the transaction fees get higher as well

A transaction is uniquely identified by a Transaction ID, which is usually represented as a 32-byte string (64 hexadecimal characters)

In-depth Information

Every transaction involves two keys: a public spend key, and a public view key. The destination for an output in a transaction is actually a one-time public key computed
from these two keys

When the wallet is scanning for incoming transactions, every transaction is actually scanned to see if it is for "you". This only requires your private view key and your
public spend key, and this check is immutable and cannot be faked. You cannot receive {ransactions and identify them without the corresponding private view key.

In order to spend the funds you have to compute a one-time private spend key for that output
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https://getmonero.org/knowledge-base/moneropedia/transaction
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Section 10.20 Knowledge base—Moneropedia—View key

https://getmonero.org/knowledge-base/moneropedia/viewkey

[Headers and footers can be found in the translated main page.]

E VIEW KEY -

The Basics

One of two sets of private and public cryptographic keys that each account has, with the private view key required to view all transactions related to the account
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https://getmonero.org/knowledge-base/moneropedia/viewkey

Section 11 Knowledge base—User Guides

https://getmonero.org/knowledge-base/user-guides/

[Headers and footers can be found in the translated main page.]
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:‘E USER GUIDES
Work in Progress
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https://getmonero.org/knowledge-base/user-guides/

Section 12 Knowledge base—Developer Guides

https://getmonero.org/knowledge-base/developer-guides/

[Headers and footers can be found in the translated main page.]

| d}ﬁl DEVELOPER GUIDES

Work in Progress
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https://getmonero.org/knowledge-base/developer-guides/

Section 13 Knowledge base—Design & Development goals

https://getmonero.org/design-goals/

[Headers and footers can be found in the translated main page.]

i DESIGN AND DEVELOPMENT GOALS
oAQ

Development Goals

Currently in Development

* LMDB embedded database implementation
* Daemonize (proper background forking)
* Interprocess RPC replaced with IPC

using ZeroMQ

* Client-side hondling of unconfirmed transactions
* Smart mining (intelligent, always-on
bockground mining)

Next Steps

* SSL/TLS and authentication for RPC (using
net_skeleton)

* Completely optional per-1x auto-donation
to development

* BerkleyDB fall-back DB implementation

* 32-bit and ARM support

* Libraryize (core/account/consensus/RPC)

GUI and Other Work

* Address ond 1x signing, key export

* Mini-chain / download-once sync speed-up
* EdDSA speed optimisations

* Wallet storage moved to embhedded DB

* Core GUI finalised and released

Merchant Additions

* Walletnotify / blocknotify functionality

* i2p integration (i2p-only, i2p/IP bridged, IP only)

* Watchdog stub for doemon and RPC client
* New RPC APl implementation

* Bitcoin-compatible RPC API

* Network layer proxy support
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Section 14 Knowledge base— Monero research lab

https://getmonero.org/research-lab/

[Headers and footers can be found in the translated main page.]

THE MONERO RESEARCH LAB

Work in Progress

For current Monero Research Lab publications please visit: hitps:Jlab.getmonero.org!
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Section 15 Knowledge base— the OpenAlias project

https://getmonero.org/knowledge-base/openalias

[Headers and footers can be found in the translated main page.]

G‘D THE OPENALIAS PROJECT

Work in Progress
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Section 16 Knowledge base— external project

https://getmonero.org/knowledge-base/projects

[Headers and footers can be found in the translated main page.]

&\ EXTERNAL
-

Work in Progress
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