Sean’s (also known as FreeMoneyHub) Casefile

[ Disclaimer: Before viewing the contents of this
document, please be warned that the document
contains graphic depictions of, but not limited to:
racism, sexual harassment, threats of violence,
hacking, and insults. ]
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Section I: An Explanation

FreeMoneyHub and Sean are the same person, the names will be used interchangeably
throughout the story.

Lachskatze’s Perspective:

The adventure began when a small group of three friends noticed Sean/Freemoneyhub spamming on
Hypixel, claiming to provide free coins through a program which you download--immediately, we
knew this to be a classic scam. We joined his server, Hypixel Giveaways/coingen, and became angry at
the sheer amount of people he was getting, along with the fact that they were relatively harmless
children. Rightfully, we wanted to dox this person in order to make them stop. That's where this began.

We went to work, decompiling the RAT (Random Access Trojan) Freemoneyhub had advertised.
Basically, it did everything that a rat would usually do. As far as getting to him with this information,
we found ourselves at a hurdle. This was mainly due to the fact that the rat was connected to a mullvad
VPN with an open passthrough port.

Not letting this hinder us, we decided to continue to be in his discord server, waiting for any slip up or
new post that can lead us to new information. This, however, came sooner than we expected. A post
was made to raid a discord server, and when scrolling up in said server, we found a post by someone
with the same profile picture as the one running coingen. This led us to connect the creator (simp202)
to Freemoneyhub/Sean (his main account). On this account, there were 3 things linked: A YouTube, a
Reddit, and a Github. The most important of which was the YouTube channel, which in the "About
Me" tab contained an email address. Using this email address we attempted to do password recovery on
his google and paypal account, finding the last 4 digits of his number, and the first digit of his number.

The number started with a 2, leading us to have 28 possible locations for him to be in. We continued to
look through his YouTube videos, and noticed in one video, he had the new Windows 10 update, which
contained a weather widget in the taskbar. Using the time and date as well as the weather, we looked at
historical weather data of the 28 possible locations, cutting it down to less than 3. Feeling tired, we
began to give up for the night, but not before looking one last time through his videos. We found an old
video where he's playing browser games, and you can hear his parents in the background. We laughed
about it and moved on, until one of us realized, you could see an ad in the corner which was for an
event in Dallas, Texas area. This allowed us to get the first 3 digits of the phone number, as Dallas was
one of the 3 possible locations, which only left us with 999 possibilities for the 3 middle digits.

While we were in the process of this, Freemoneyhub had changed his method of getting accounts and
stealing items. He changed from using a traditional RAT to an infected Minecraft Forge mod that would
grab tokens. He did this with help of bunyjp, a skid (a script kiddy, someone who doesn't know how to
code and pretends to). They replaced the .exe with this .jar. With this, they stole an estimated amount of
6-8 billion coins. Bunyjp would soon go on to ghost Sean. This is where we saw our chance.

Freemoneyhub posted an announcement asking for a new dev, and seeing my chance, I joined
immediately. I criticized his bot to gain his trust and provided the service of my friend (who will be



called the 3rd), Tres, and I. Within the first hour, he sent me his personal email and password for nearly
everything (including his YouTube)

"We pretended to be his friend and made programs that would steal the session token/uuid of a person
given that they ran our plugin, which we programmed ourself--it was quite abundantly clear that his
previous programmer friends were absolute dogshit at programming, as the source code was so fucking
horrible and *I* had to rewrite so much of the spaghetti code. Doing this (which wasn't even fucking
hard, like at all), we became one of his best friends easily. What's worse is that we insulted him on
other accounts with our real voices, and he did not remember our voices at all; he is that dumb!"- Tres
[sic]

In doing this, we were allowed access to his inner sanctum of 13 year old shit for brains. We quickly
began compiling all the information we could, as he just left all the doxes and other such illegal activity
right out in the open.

Freemoneyhub, after only one day of knowing us, became the clingiest desperate kid I've ever known.
He'd call me at all hours of the day, dm me, and just generally annoy me about every little thing. He
deluded himself into believing he was basically a god and we should prostrate in front of him
constantly. Even telling him I was busy or driving or outside would be met with more calls 20 minutes
later. This led us to realize that Sean is an incredibly lonely kid, with nobody to talk to or at least
nobody who'd put up with his egotistical bullshit.

Freemoneyhub would make little mistakes, as he'd constantly stream over discord every single thing he
did, with absolutely no regard for what we saw. We'd be fed little things one by one by this, as he'd
accidentally reveal an email here or there, or his SSID (wireless internet name)

The biggest and final mistake, which led us to here, was when he foolishly began to announce he was
signing into his school gradebook portal, and did so for us to see. His full name and mother's full name
was displayed for us to see, and that's when our final plan commenced.

We bought a whitepages premium account, searched up his mother's name, and were able to get his
address, and all phone numbers associated to her, as well as the father's name. And you can clearly see
what happened next.

BELOW ARE ASSORTED SCREENSHOTS PROVING FREEMONEYHUB WAS INVOLVED IN
ILLEGAL AND UNETHICAL ACTIVITY, AS WELL AS OTHER ASSORTMENTS OF PHOTOS
RELATED TO SEAN.

Tres’ Perspective:

The adventure began when a small group of friends noticed Sean spamming on Hypixel, claiming to
provide free coins through a program which you download--immediately, we knew this to be a classic
scam. We joined his server and became angry at the sheer amount of people he was getting, along with
the fact that they were relatively harmless children. Rightfully, we wanted to dox this person in order to
make them stop, but he seemed out of reach: elusive and so close, yet so far.



Naturally, we decided to use OS-int (open source informational research) to get him, which did prove
to be somewhat useful in our mission to stop the mysterious person known as FreeMoneyHub. Sean
made some blunders:
* Using a VPN (a VPN from Dallas, TX), in an attempt to conceal his IP address, that is
close to his actual location.

* Having a video on his YouTube channel depicting an advertisement of an event in the
Dallas-Fort Worth area.

* Having his E-Mail publicly visible, which we used to get his area code (214) through by
password resets.

* Having Sean easily shown throughout his videos and his various instances of sharing his
screen.

Unfortunately, we could not easily find a lead using the information widely available online, so we took
it upon ourselves to get it directly: from Sean himself! We pretended to be his friend and made
programs that would steal the session token/uuid of a person given that they ran our plugin, which we
programmed ourself--it was quite abundantly clear that his previous programmer friends were absolute
dogshit at programming, as the source code was so fucking horrible and *I* had to rewrite so much of
the spaghetti code. Doing this (which wasn't even fucking hard, like at all), we became one of his best
friends easily. What's worse is that we insulted him on other accounts with our real voices, and he did
not remember our voices at all; he is that dumb!

We were having a conversation about our teachers and Sean, being the gullible and lonely retard that he
is, willingly showed us his school page, which contained his and his mother's name, along with the fact
that he went to [REDACTED]--also, he is failing geometry, not even in the first month of school (what
a dumb ass, geometry is so fucking easy); I find it difficult to believe that Sean has any minute amount
of independent thought: why in the world would you share personal information with people you
believe to be hackers? I hope Sean has trust issues in the future because of this, because he caused all
of those kids to have trust issues due to his antics! Anyways, using this information, we merely used
WhitePages to get the rest of the information we needed; it was pretty easy!

In short, Sean is a dumbass.



Section II: Evidence of Hacking
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Figure 5: More passwords
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Figure 8: FMH's rat client, DcRat, with several victims.
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F igure 10: FMH having a list of people's passwords.
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Section III: Evidence of Racism, Threats, and Profanity
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Section 1V: Evidence of Sexual Harassment

25/17 fps, C: 32, £: 8+2, U: 4
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Figure 19: Sexual harassment

24s15 fps, C: 29, E: 243, U: 8
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Figure 20: Sexual harassment




+ soulstealer9966 logge
=> mel uwill u have esex with me if we
get to know eachother
= RUIN log
[me -> il l_-jDU r‘eallg think someone uill like
you by sexually harassing them? try again.
] u make me hardf

=)
E_ KII.II TATEANATEDR logg

] you're disgusting.
= KILII pad logg
(i => mel i just want to be with you

The items will be removed in 28 seconds!
[Me => 1 please get a life.

The itens will beyrenmewedinlB seconds!
\“Swear/ID UNSET! LegendOffiib¥r nadick s out of
my pants rn keep taklng
C = 1rmy *****ig gut of my_pants rn
keep taking
+ _riley_Jay_4567 logg

'I;l?e |tems Ulll be removed in 3 seconds!

Figure 21: Sexual harassment



Section V: Consequences

Not to leave you on a cliff hanger, but not all of the consequences have come to fruition yet. We will
have a dedicated document detailing the consequences which have arisen out of these developments.
Many people are responsible for the consequences that Sean has experienced (and not learned from!).
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