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Create / Edit CA

Descriptive name pfsense_client

Mathod Create anin rtificate Authority *
Key length (bits) 2048 r
Digest Algorithm -

1 when possible

Lifetime (days)

Country Code ER bl
State or Province PARANA
City

Organization firewa

Organizational Unit 2.g. My Department Na

Email Address

Common Name
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System - Interfaces -

Firewall ~
COMMUNITY EDITION

VPN - Status ~

Diagno Gold -

System / Certificate Manager/ CAs

CAs Certificates Certificate Revocation

Certificate Authorities
Name

Internal  Issuer Certificates  Distinguished Name

Actions
pfsense_client «*

self-signed O emailAddress=www.teste@teste.com, ST=PARANA, O=firewall, L=CURITIBA, CN=ca-interno, C=BR k12|
Valid From: Fri, 30 Dec 2016 16:08:47 -0200

Valid Until: Mon, 28 Dec 2026 16:08:47 -0200
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Add & New Certificate

Method “roake an Infemal Comfer "

Descrptve name E

Internal Certificate

Ceriiflcaic aethority phapnso_riloed "y
Kiw length frdi P T

Digest Algorkhm sral5i E

Cartificate Typi B oot Ceriificaic x

Lidcthme (days)
Ciowaniry Codo ER =
Stabe or Prowvince FaRAMNE
Clity URITIEA
Dvganization
Orgamsizational Lni
Ernail A0 s T
Corremnon Mama IR

Alternatlve Mames FOON ar
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COMMUNITY EDITION

System / Certificate Manager / Certificates (7]

CAs Certificates Certificate Revocation

Name

webConfigurator
default
(585d6b6baB04a)
Server Certificate
CA: No, Server: Yes

webConhgurator
default
(5866983068d5e)
Server Certificate
CA: No, Server: Yes

pfsense_server
Server Certificate
CA: No, Server: Yes

Issuer

self-signed

self-signed

pfsense_client

Distinguished Name In Use Actions
emailAddress=admin@pfSense . localdomain, 5T=5tate, O=pfSense webConfigurator Self- #$C. E1
Signed Certificate, L=Locality, CN=pfSense-585d6béhaf0da, C=US
Valid From: Fri, 23 Dec 2016 16:22:36 -0200
Walid Until: Wed, 15 Jun 2022 15:22:36 -0300
emailAddress=admin@FW_NISSTORRES.intranet.nt, ST=State, O=pfSense webConfigurator R B
webConhgurator Self-Signed Certificate, L=Locality, CN=FW_NISSTORRES-
5866083068d5e, C=US
alid From: Fri, 30 Dec 2016 15:24:01 -0200
Walid Until: Wed, 22 Jun 2022 14:24:01 -0300
emailAddress=www.teste@teste.com, ST=PARANA, O=firewall, L=CURITIBA, CN=sv- e 18 - i

interno, C=BR
Walid From: Fri, 30 Dec 2016 16:14:54 -0200
Walid Until: Mon, 28 Dec 2026 16:14:54 -0200

= Add
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10.0.5.254:10000/

system_usermanager.phpfact=new

Dofined &y L=ER

Disabded g b canniot kg

Usemami tasio
e e [
Full nam usuAno Teste

Expiration date

f T nocount she

Custom Scttings Use irdivioual customized GLE options and dzshboard lavous for
Group membership R i &
-
-
Mot membae o PSRN
Certificate ® Okck to creato @ user cestificatn
Create Certificate for User
Descriptive name
Certificate asthority .

Koy lengh 2045 bits

Lietime 3050

Autharized S5H Koys

Psec Pro-Shared Koy
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@sen e System - Services Status ~ Diagne

COMMUNITY EDITION

Wizard / OpenVPN Remote Access Server Setup / 2]

OpenVPN Remote Access Server Setup

This wizard will provide guidance through an OpenVPN Remote Access Server Setup .

The wizard may be stopped at any time by clicking the logo image at the top of the screen.

Select an Authentication Backend Type

Type of Server Local User Access ’

NOTE: If unsure, leave this set to "Local User Access.



G2 PW_NISSTORRES.intrans X [EJ

= C | A b#S://10.0.5.254:10000/wizard. php?xml=openvpn_wizard.xmi

Systemn - Interfaces ~ Firewall = Services - VPN - Status - Diagnostics -

COMMUNITY EDITION

Wizard / OpenVPN Remote Access Server Setup / Certificate Authority Selection 7]

Certificate Authority Selection

OpenVPN Remote Access Server Setup Wizard

Choose a Certificate Authority (CA)

Certificate Authorify p{sense_cjient L

» Add new CA
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Firewall ~ Services VPN ~ Status ~ Diagnostics - Gold ~ Help -

COMMUNITY EDITION

Wizard / OpenVPN Remote Access Server Setup / Server Certificate Selection 2]

Server Certificate Selection

OpenVPN Remote Access Server Setup Wizard

Choose a Server Certificate

Certificate pfzense_server hé

®» Add new Certificate
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Wizard / OpenVPN Remote Access Server Setup/ Server Setup ')

Dipen'WPH Rem CEss Sarv

wWizord

General Open¥PN Server Information

it ord o AN

Pratacal LOF E
Local Por
Description Acpzsn Ron

TLS Authentication * Enahle au aicationn of TLS packets
Generabe TLS Key Birinmaticalty o T a sharnd TLS authesticatio

TLE Shared Koy

OH Parameters Length 42 kit
Encryption Akgarihm AES-256-CBC (256bit
Auth Digesi Algarkhm SHA

Hardware Crypo Mo Hardwam Crimin Acosl ek T
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Hardware Crypto

‘desired.
Mo Hardware Crypto Acceleration *

The hardware cryptographic accelerator 1o use for this VPN connection, if any.

Tunnel Settings

Tunnel Network

Redirect Gateway

Local Network

Concurrent Connections

Type-of-Service

Inter-Client
Communication

Duplicate Connections

10.0.8.0/24

This iz the virtual network used for private communications between this server and cliemt hosts expressed using CIDR notation {eg. 10.0.8.0/24). The
first network address will be assigned to the server virtual interface. The remaining network addresses can optionally be assigned to connecting
cliems. (see Address Pool)

Force all client generated traffic through the tunnel.

10.0.5.0/24

This is the network that will be accessible from the remote endpoint, expressed as a CIDR range. This may be left blank if not adding a route to the
Iocal network through this tunnel on the remate machine, This is generally set to the LAN network.

2

Specify the maximum number of clients allowed to concurrently connect to this server.

Mo Preference .

Compress tunnel packets using the LZ0 algorthm. Adaptive compression &
detects that the data in the packets is not being compressed efficiently.

dynamically disable compression for a peried of time if Open'VPN

Set the TOS IP header value of tunnel packets to match the encapsulated packet's TOS value.

Allow communication between cliems connected to this server.

Allow multiple concurrent connections from clients using the same Common Mame.
NOTE: This is not generally recommended, but may be needed for some scenarios.

Dynamic IP * Allow connected clieris to retain their connections if their IP address changes.

Address Pool ™ Provide a virtual adapter IF address to clients (see Tunnel Network).
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Topadegy | Suhnet - One P addness perclient In 2 camman subnet |

Specifies the metod used to sepely o virual adaprer (P address o dlesas when esing ton mode oo [Pl
‘Some clienss may requine This e sef o ssboai” aven for IPvi, 2ich 2 SpenVPN Connect (05 Android],
Dioef versinns of OpanFR (oeforn 20,9} or chants such as Yealnk phons may equns nat30°

DS Diefaul Domaln | |
Prowide o dedatalt domaim name wo clienis

DME Serar 1 | |
D84S sorear P R0 provice 10 DOanacting chans.
DHE Berver 2 | |
DIE server P 0o provids 1o connectisg chams.
DMIS Senver 3 | |
D84S sorwer 1P 00 prowice 10 oonnieacting chams
DHE Servir 4| |
D84S serwer IP 50 provice 10 Donnacting chents.
NTF Semver | |
Noteni Time Protocol sevar fo provcs 1o connecting ciems
NTF Server 2 | |

HNotennk Timie Projoeo] Sovaer o prodias 10 connectng clams

MEABIDS Opions ¥ Enable MetBS over TCRAR
B ihes option 15 nist 528 2 MesSI05 -mver TCORYIP opbions Gnokesing WS wik ba s o,

MOBIOS Mode Type | none r|

Possibln cprons: b-node (Brnadcasisl. ponode [poent-oo podmt namne querins oo WIS sever), menode (oenadcast thes querny name sorsr], and Brnoda |
(guary name Sare, then boadoast)

HetBlOS Scope @ | |

A NeiE0S Ecope 1D provides an extended raming sarvico for HelBROE over TORYR Tha MafBR0S scope (D isclohes MatERDS raihc on o sisgin mabwnrk
To-only thase Fodes Wikh B same NeBEIE scope D

WINE Server 1 | |
A 'Eindoras noomet Nama Servios (WINS) servar 1P 10 prodde 10 connoscing of ests. Not desirbie m misst ol modorn mebwanks.
WINE Serverd | |
A 'Windost Nemet Nama Sordos [WINES | servar [P 10 primide 50 connecang chests. Wot gesimbke & mest all modorn nedsnmks.
Advareced

£

Enr oy acdationat options to add 10 the Dpen'FH servir conficlirstion kene, Scharated by o samiccion. EXAMPLE: push noste 10,000
265 I55355.0'
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@sen e System ~ Interfaces ~ Firewall = Services ~ VPN - Status ~ Diagnostics Gold ~ Help -

COMMUNITY EDITION

Wizard / OpenVPN Remote Access Server Setup / Firewall Rule Configuration 7

Firewall Rule Configuration

OpenVPN Remote Access Server Setup Wizard

Firewall Rule Configuration

Firewall rules control what netwark traffic is permitted. Rules must bhe added to allow traffic to the OpenVPN server's IP and port, as well as allowing
traffic from connected clients through the tunnel. These rules can be automatically added here, or configured manually after completing the wizard.

Traffic from clients to server

Firewall Rule ™ Add a rule to permit connections to this OpenVPN server process from clients anywhere on the Internet.

Traffic from clients through VPN

OpenVPN rule ¥ Add a rule to allow all traffic from connected clients to pass inside the VPN tunnel.
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OpenVPN / Client Export Utility

Sarver Client Client Specific Overndes

Shared Key Export

OpenVPN Server

Remote Access Server

Client Connection Behaviar

Host Name Resolution

Verify Server CN

ronad e
s-Termole i an Ol

Block Outside DNS VPN while connected, forcing clients to use only VPN DNS servers

5 prone 1

ve 10 iz p

1
=]
w
Y
W
i

Use Rendom Local Port # Llse a random locaf source port {lport) for traffic from the client. Without this set, two clients may not run concurrently.

Certificate Export Options

PKCS#11 Certificate
Storage

Microsoft Certificate
Storage

Password Protect
Certificate

Use a paesword 1o protect the pkes12 file contents or key in Viscosity bundle.
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Proxy Options

Use A Proxy Use prooty to communicate with the OpenVPN sarver.
Management Interface
Management Interface Usze the OpenVPMManager Management Interface.

OpenVPM can be used by inistrator u .This iz also useful for

o the 05

elevated permissions are needed to add rout

WOTE: This is not currently compatible with the 84-bit DpenVPM in

Additional configuration
options

afler. It will work with the 32-bit installer on 8 84-bit system

s
figuration hes

Enter any additional optio the OpenVPHN client ex

o

EXAMPLE: remote-random;
Save as default

Search term

Enter a search string or *nix regular expression to seanch

OpenV¥PN Clients
User Certificate Name Expaort

teste vpn_tesie - Standard Configurations

k. config Criy

- Inline Configurations

] ()
I

- Windows Installers (2.3

- Viscosity (Mac 05 ¥ and Windows):

& viscosity B




