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.

PREFACE

Computers are generaj-purpose clectronic device to help in data
storage,'processing and communication of information. Modern
© computers can process ‘nformation not only in text form but also
*in graphic, audio or video form. Today, they have found their
. way into applicafion areas that were not feasible twenty years
" ago. Revolutionary changes have occurred in the ficld of
information technology during this period. | D
This first edition of the Operating has been written according to
the new syllabus for D.T-l. It presents an introduction to
Operating it also includes a practical introduction to Operating
System.. - S - - -
" [ hope this book will-not only benefit the students but also the
reachers and all other users in: 2 better way for lcarning about
computers and other fields of information technology.

M. Khalid Khan.
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: Part-1/ First Semester | Bip}i}ma i_n'informatianTeclmolog}'

OPERATIONG SYSTEM!
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fotal TRMks 50 .=~ TotatPr.Mks 100

. OBJECTIVES
o Understanding Desktop Operating Systern and Server
 Operating System. T
e - Understanding the role of Operating Systent in
~ computing envirement.
e Hands on practice on Windows 7, Windews 2008 Server
~ and Linux. - | -- -
e Networking Features in Operating Systen.
COURSE CONTENTS | |

General

‘What 15 an Opcratiilg_ System and its role in the Computing
 epvironment? Major parts of Operating $ystem.Classification of

~ Operating Systeni. o L (1-6)
s Desktop Vs Server base Operating System. - 6-7
. Scheduling Deadlock sl
 Windows7 o _j
- Instailing Wi,t.ldow,\-fs'? - " _ 13

o Configure disks, Partitions, volumes, and device driver 18 26474
Configure filc access and printers on a Windows 7 client
computer. - 22

o Configure network connectivity on & windows 7 client -
. . 15 -



For download the full DIT books and Notes visit books4success.blogspot.com or contact # 0314 9626474
phone: 0945 872029

Page Jv . Operating System contents

«  Configure wireless network connectivity on 2 windows 7

client computer. ( Bluetooth, Wi F1) 37

* Secure Windows 7 client desktop computers, 40

* Optimize and maintain the performance and reliability of
a windows 7 client. computer | 45

¢ Remote access setting for a windows 7 client computer.51
Windows Server ~ = . o L

~» Installing Windows Server 2008 52
Introduction to Administrative Tasks in Windows Server
2008 Environment e

‘®  Managing Server Roles and Features.

® Ovewiew'of Action Directory. )

* Using Windows Server 2008 Administrative Tools,
Creating Action Directory Domain Services User Computer.

Objects S N2
e Managing User Accounts. . o 69_- .
* Creating Computer Accounts. -~ 89

- Creating Gr_-ﬂups and’_ Organizational Units_

“* Introduction to Groups . -
‘e Managing Groups .
* Creating Organizational Units,

Creating and Configuring Groups Policy - 9%

* Overview of Groups Policy. - - |

* Configuring the Scope of Groups policy Objects, . 95 -

* Managing Groups policy Objects. -~ | oo

* Delegating Administrative Control of Group Policy.1G

* - Configuring Group policy setting, o B |
Conﬁgurin‘g Security Policies. : | 120 . 26474
Configuring an Audit Pclicy. - Sons
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s Managing and Troubleshooting DNS.
Munaging Windows Server 2008 Backup and Restore 124
o Backups with windows Server 2008. :
. Plann_ing Backups Policy on windows Server 2008,
 »  Planning a Server Restore Policy. -

Linux | | - T 131
Installing Linux ( Red Hat ). | | - 140
File System Management. o | 145
Creating user accounts - | 146

- .

Installing application softwarc’s in Linux.
~ Configuring device drivers. - o |
Executing basic commands in Tgeminai . - 149
‘Reference Books / Helping M aterial |
1. DIT-1 by Mohammad Khaligs® |
. 2. Operating System concept by William stalling.
S Opcr'a_ting' System by Andrew S.Tanenbaunm.
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Q) WHAT IS OPERATING SYSTEM? . 2 |
Aus: Operating System is a group of program that controls all the
opcration of computer system and its components. An operating
system is an integrated set of specialized programs that is used to -
manage the resources and overal operation of a computer, A
computer ¢an’ do nothing with out operating system. Operating
' System must be installed on every computer. User interacts with .
computer 1hrough'0perati‘ng System. When computer is turned
- on, the operating system runs and checks that all parts of the
computer are functioning properly. Operating system manages al)
~operation on computer after loading. - S
Some 'popular ~operating system is IBM. PC?DOS,-'MS-DOS,
UNIX, XENIX, LINUX, WINDOWS-98, WINDOWS-2000,
OS8/2, and WINDOWS-XP, - S
- TYPES OF OPERATING SYSTEM. |
‘Opérating system s classified according ‘to the following
criteria’s. R R
1-Single User Operating System .2- Multi User Operating
& SINGLE USER OPERA TING SYSTEM, | |
‘Single User Operating system allows only one user to use the
System. I'or Micro-computer single user operating System offer
the following function. S - o
I- Initialization of System in which the OS must have initial
loader program to initialize the system properly I
2- File Management An op_erating system co_ntafns file
management programs that control the creation, deletion, and .
access of files of data and program -
~ 3-Memory management. |n type of operating system, - this
- memory management |s simple, as only one application ig 26474
- executed at one time, If there is anther application to be run the
I - previous is remove from the memory. - | '
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. 4- Input Qutput management: [/O management in this type of
0.8 is more simpler as compare to other because one 1/O device
is madc active at a ime. - | B SR
i, MULTI USER OPERATING SYSTEM. .
Multi . User Operating sysiem allow more then onc,uscr at a
time o use the system. | | S
The function provide by OS are:-
1- Initialization. . | -
Initialization is more complex than single user operating -
. system because it is possible that more than one computer be
initialized by server. ; ' '
2- File Managemcnt. B
° File Management is more complex in this case because a
file 'maybe-acc'ess or shared by more than one uset. If a user is
using currently a file and another user also trying to access this
file than it is duty of operating system to lock the file for other
user and also set Security (permissions) on file also share a file
to available it on Network ) |
3. Memory management
available memory of server is divided among different
.user the rest of meémory management is the same as the single
0S. Tt also uses a technique called paging to allow-your computer
to run more programs than its physical memory by storing
memory pages not. currently in use on a mass storage device
called virtual memory | ' '
) -4-'Input- Qutput Management. : . -
It is also complex because more than one devices manage by OS
~ 3-Resource Managemeﬁt o . R
Resources (Printér, CD Drive, Floppy Drive etc are available 10
all user on network)these Device can he share to access from

other computer.. .
| ) 26474
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6- Process Management.  In  multi- -user Operating system
more then one application are exec uted at a time this capability is
called multltasl\mg '
7- Processor Management, In multi-user operating system
more then one user connected to the system. Hence the
processing speed must be fast to manage all user requests. For
this reason a system must have more the one processor. multi-
user system has capability to manage all thesc processors.

8- Communiecation Management

In multi-user operating system one computer is connected with
more then one systems. Hence it has capabliﬁ} to create new
user, groups and assign Passwords, and permlssmns :

- TIME —SHARED SYSTEM - :
It usually consists of a2 “dump” type terminal connected by data’

lines to a centralized Micro- Computer based system that
controls all Operatlons

Q) EXPLAIN DIFFF ERENT FUN CTION OoF OPERATING

SYSTEM FUNCTIONS
An OS performs the following basnc functions in the operatxon of

cnmputer qy%tcm

Boohng : ' :

oting is a process of starting the computer Operatmg system
/?1(2- computer to work: It checks the computer and makes it ready-
‘to work. There are two type of boa‘tmn

¢ Cold Boot: When computer is turned on by on/off buttm_

it is called cold boot, : .
* Warm Boot: When compu&.r i5 resmrted it is called
arm b()Ot ' : , _ _ 26474
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The User Interface. User interface is used to interact with
computer. User interface controls how you enter data and
instructions and how information is displayed on the screen.
" Three main types of userinterfaces -~ I

¢ Command-driven:- In command-lne user interface the
user enter data and instructions by typing keyword oi

~ pressing special keys on keyboard. | '

» Menu-Driven interface: In menu-driven interface, the
user enter data and instruction by using menu. It is easier
touse. | | -

e Graphical User Interface: graphical user interface 1s a
visual cnviromﬁcnt- that is used by the wuser to
communicale with computer. It uses windows, icon,,

| menu and other graphical abjects Lo issuc commands.

‘The trend towards i casy-to-use graphical user nterface (GU),
~ which uses icon, bars, button, boxes and images. GUI applics by

the pointing devices like the elecironic mouse €te.

~_ Resource Management. An operaling system Uscs a variety of

' p@source management programs .10 manage the hardwarc and

“ networking resources of a computer system, including its CPU,

memory, sccondary storagé' ~devices, telecommunications

processors - and “input/output - ‘peripherals.  For . example,

. management programs keep track of where data and programs
o are stored. R o

Memory Management: Memory management is a pfoc_esé of
optimizihg the use of main memory. RAM is used to store data
and imstructions temporarily during execution. Operating system
allocates memory arca to dificrent. programs. The allocated
memory area is de-allocated when the program finishes. -~ 26474
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File. Management. Anp operating  system  containg  file
- Management programs that. control the creation, deletion, and
aceess of files of data and program. File management aiso
keeping track of the physical location of files on magnetic disks

and-other sccondary storage devices. | '

Task management/Job scheduling, The task mamagement
programs of an opcrating system manage the completion of the
job of end users. They give each task a slice of a CPU’s time and-
interrupt the CPU operations to substitute other tasks, Task
management may invelve a multitasking capability where severa]
computing tasks can occur at the same fime. S
New microcomputer operating system and most minicomputer
and  mainframe operating  systems provide a multitasking |
capability. With multitasking, enc user can do two or more -
operation (e. keyboard and printing) or use of application (e.p
Ms-Word, Excel) concurrently, that is at the same time.
A singie CPU can run a number of programs at the same time.
The numbers of program that can be run concurrently depend on
the amount of memory that is available and the' amount of
‘processing each job demands. That js because a microprocessor
(or CPU) can become overloaded with too many jobs and provide
~unacceptably - slow response. Multitasking allow end  user to
easily switch from one application to another. L :
Monitoring Performance _ L : :
‘Operating system also morij tors the performance of the computer. ;
A performance monitor IS'a program that checks and reports
information about different systems resources and devices. For
example it monitors the processor, disk, memory, and network.

26474
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“tnternet Service Providers. Some operating system provides the
mcilities of Web browser and email program. -

Administering Security . |

Operating syslem Mmanages {he security of computer system as

well as data and program stored on it . Security 1s normally

maintained by using UserlD and passwords. '

Device Controlling

Opc:ruling_ system controls a1l devices attached to the computer.
The hardware devices, are controlled with the help of small
software called device drivers. |

- Q) EXPLAIN POPULAR OPERATING SYSTEM -

" Ans:- Earlicr, many operating syslem were device-dependent. A
type of software that runs only on a specific type computer is
called device-dependent. . o | B
There are generally two categories of operating systems.

1- Stand-alone operating systcms -

An operating  system  that works on desktop or notebook
computer is called stand-alone operating system. Some example -
of stand alone operating system are DOS, Windows 95, Windows
NT Workstation, Windows Me and Windows XP Home Edition

- el : \ ' : :

DOS stand for Disk operating System. It was develop by

Microsoft in carly 1980s for personal computers. It is a single-

user, singie-tasking operating system. - S

Windows 95, 98, Me | -

In 1995 Microsoft introduce Windows 95 operating SYS€m, 26474
inctudes the feature of Graphical User Iizerface. Windows 95 are
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multitasking, networking, multimedia, and many other
~capabilities operating system. Microsoft introduced an enhanced -

Windows 98 version during 1998, Windows Me (millennium
- [dition) in 2000 | o ' |

Windows XpP - |
Windows XP is a product of Microsoft Corporation. Ii was
released in 2001, XTI stand for experience. It is fastest and most
reltable operating systerh. Three versions of Windows XP are
Windows XP Home Edition, Windows XP Professional and
Windows XP Server. - - - ' T
MAC . 3 | -
Macintosh operating system is a product of Apple. It was one of
the first successful GUIL 1t was release with Macintosh computer
~ in 1984, The latest version of this operating system is called Mac
OS X. - - -
. 2-NETWORK OPERATING SYSTEM. - - 3
An operating System that supports network is called network
operating system.. It normally works on a server. Some example
of network operaling system are Windows NT Server, Windom{s
2000 Server, Netware, Unix, Linux and Solaris, :

NETWARE | | S
Novell’s Netware is network operating systems. It is-designed for
client/server networks. . . '

WINDOWS NT SERVER - o |
'Microsoft”_ézatrod_uced s Windows NT (New Technology)
operating system in 1995, .' _ o "

I It 1s " designed for client/server ‘networks. The server in the
network uses Windows NT Server. The client computer use
~ Windows NT Workstation. L

26474
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UNIX _ o | |

UNIX is multitasking, network operating system. It was
developed in early 19705 at bell laboratories. Many version of
this operating systcm. arc available. Tt uses command driven
interfacce. | |

LINUX L .
Linux is free, multitasking and network’ operating system. It was
~ developed in 1991. Some version ol Linux us¢ command-line
interface and other GUL S o

SOLARIS | | . | o
Solaris-is version of UNIX operating system. [t was developed by
Sun Microsystems. 141s network operating system designed for e-
commerce applications. |
5. SCIIEDULING. - - S
The Allocation of CPU time (Resources) (0 different jobs to be
process on the computer s called scheduling and the moduic of
operating system which handle this task is called scheduler. The
Scheduler arrange jobs in the sequences base in the priority. In
{he time sharing system ali the resources of computer system are
share among the diffcrent user, as CPU 1s on¢ of the primary
compuler resource so the sharing of CPU ume among different
user {Jobs) iIs term as scheduling. ' |

. The Seheduler has 10 make decision that which proccss.
should be given CPU time when and how much. - .
SCHHEDULER ALGORITHM. | |
The following are well know scheduler algorithm .
Non-Preemptive Algorithm. o |

i FIFOi.  LIFO. {il. SIF

Preemplive Algorithm. - '
LSIN i RR

26474
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2).  NON-PREEMPTIVE ALGORITHM

| In this strategy when a process s assign to CPU_ A
will not swapped (stopped or. Blocked) before ts B |
completion o e s c

i FTRO. (Froch o e D
al  FIFO. (First in first out} | - ;
In this algorithm al! the incoming jobs are placed in Queue
and are proceed one by orc at first come first out. '
Cadi . LIFO (Last ins First ct) .«
In this Strategy incoming jobs arc placed in a stack

and CPU is assigned 10 job which Is af the top of the B
stack. However it is"a scheduler algorithm but it is not
actually applied. o | L
adii  SIF (ShortestJob Firsty. B_ |
According 1o this algorithm first of all, all active | A |
process are stored according 1o their size and shortest job are
arranged: high priority it means that a job require [ess memory
- will be given high priority: _ ' R
~ When CPU is executing some processes, at the same time anew
hrocess arrived. All the - remaining processes again arranged
according to the size. | : . o

h. PRE-EMPTIVE ALGORITIM, | S
~In this strategy when a process is assign to CPU c¢an be
Sswapped (stopped) before its completion and new’ process s
assignto CPY. - o . :
b.i SJN (Shortest job next)
* In this strategy all the process are arranged according to
_ their size from the smaller to larger and highest priority is =~ 26474
I ~ assigned to the smaller process. Suppose a process is assign to
~ processor a new job arrived. If the remaining portion of current
Job less then the new. Then current pracess will be swapped from”
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CPU (block state) and new process assign to proceséor (running
State) ' o -

bii RR (Round Robbins algorithm) |

~ In this scheduling metliod the process are dispaiched
FIFO and no -prioritf’is assigned to any job, all the active job are
given-a limited amount of CPU time called a time slice or
quanturm’s, If a process doesn’t complete before it CPU time
expire, then this process is precmptive and CPU given to the next
waiting process. The preempted process is placed at the back of
reacdy List. ‘ - o -

CPU
* _ | | | _ .
Instruction 1 [nstruction 1 Instruction |
'_Instruction z Instruction 2 Instruction 2
Instruction 3 ' - [nslructic_m 3
Instruction 4™ | : -
JjoB1 i jop2- JOB 3
._r.;;xl .- : ’ : - )
Dead Lock o

- A deadlock is a situation wicre 1 {wo or more competing actions
is cach waiting for thie other to finish, and thus neither ever does.
In an operating system, a deadlock is a situation which occurs
when a process enters & waiting slate becausc a resource
_requested by it is being held by another waiting process, which in
wirn is waiting for another resource. If a process is unable to
change its state indefinitely beeause the resources requested by 1t
arc being used by other waiting process, then the system is said to 26474
be in a deadlock.
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. Deadlock is a common problem in multiprocessing systems,
- parallel computing and distributed systems, where software and -
‘hardware locks are used to handle shared resources and |
implement process synchronization. -
Necessary conditions - - _
A deadlock situation can arise only if all of the following
conditions hold simultaneously in a system: |

1. MutuaiExclusian: At least one resource must be non-
shareable. Only one Precess can use the resource at any given |
instant of time. | | - ’

2. Hold and Wait or Resaurce Ha!ding: A process is currently
holding at least one resource and requesting additional resources
which are being held by other processes.

3.No Preemption: The operating system must not de-alfocate
resources once they have been allocated; they must be released
by the holding process voiuntarily, - -
4.Cireular Waif: A process must be waiting for g reseurce which
.18 being held by another process, which in turn is waiting for the
first process to release the resource. In general, there is a set of -
warting processes, J = {P1, P2, ..., PN}, such that P1 is waiting
for a resource held by P2, P2 is waiitng for a resource held by P3
~ and so on till PN is waiting for a resource held by Pj. |

DEADLOCK HAN DLING S - |

Most__current-operating Systems cannot prevent a deadlock from
occurring. When g deadlock occurs, different operating systems
respond to them in different non-standard manners. Major

approaches are as follows.

26474
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1. Ignm‘mg deadlock : :

In this approach, it is assumed {hata deadlock will never oceur.

This is also called the Ostrich algorithm. This approach was

m].tlaliy used by MINIX and UNIX. This is used when the time

intervals between occurrences of deadlocks is large and the data
loss incurred each time 1s ’toierab]e Its avmded in very critical
3yblems -

2. Detection - - :

Under deadlock detection, deadlocks are allowed to oceur. Then

the state of the system is examined to detect that a deadlock has
occurred and subsequently it is corrected. An algorithm is

employed that tracks resource allocation and process states, it

rolls back and restarts one or more of the processes ii order o

remove the detected deadlock. Detecting a deadlock that has

already occurred is easily possible since the resources that each
process has locked and/or currently requested are known to the
resource scheduler of the operamng system -

3. Aveidance -

Deadlock can be avoided if certain information about processes
~arc avajlable to the operating system bcfore allocation of
yesources, such as which resources a process will consume in its

lifctime. For every resource rcqucst the system secs if granting

the request will mcan that the system will enter an unsafe siatc,

meaning a state that could result in deadlock. The system then
~ only grants requests that will lead 1o safe statcs. In order for the

system to be able to determine whether thc next state wil ] be safe

or unsafe, 1t must know in advance at’ any time: |

e resources cuucntly available |
‘& resources currently allocated to cach Drocess
e resources that will be required and released by these - - 474
processes in the future "
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- Installing Windows 7
&% __P_h}’Slcal computer insert - .
nio your DVD drive and r.ébé_gf your Windows, 7
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s After a few mdments-_ you will see-the first .prompt:-

1 arugad e fu hetalit

- T aved Curnensy tormat: Emgliam Girnted Turlest » . — B
 gerponsao s (RSN |

* hivdes gk b R arwd ET pasesmen s 2wl cdep b st

a8 HIE R I e gy A e o -

et e e o A SR i

Click "Next" unless you want to chenge some regional settings .

for the installation process

SQ?;;—*?;f*£f4;;;_fE _

1527

T E A TigE Tl

26474

Click on the "Install now" button.
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N}:xt, accept the _licéns'e. terms and cIick on "Next".

- Next, unless you're upgrading an existing Windows installation,
press the Custom (Advanced) installation type button. Note that

in this case, the Upgrade button is disabled because this specific

~ installation if performed on a new computer without any previous =
~Operating system on it. e T

26474
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" The next phase is to pick the installation pamnon._ Since this
computer has a new hard disk that hasn't been formatted before
you will only have the ‘option to create a new pamtmn on if,
If you don't want 1o specify a spemﬁc paﬂmon to install

 Windows on, or create partitions on your hard disk, click Next to

~ begin the instaliation. If you already have another existing
pamuon with- enough free space and want fo install the Windows
7 on that partltlon {o create a multiboot configuration, select the
partition  you. want to use, and then click Next to begin the
installation. If you want to create, extcnd delete, or. format a
partition, .click Drive optlons (advanced) click the option you

.~ want, and then follow the instructions. Smce I don't need to
perform any additional task I will just « chck on the "Next” bution. _
The installation. process will then create a _partition on a!l the .
avallable disk space, and forma‘t it.

The -sctup  process will now begin to copy files from the
installation DVD media to the hard disk |

S— [
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The computer. will reboot, and the next thing you'll see is the
prompt to set the user's and computer's reme. By default, the:
computer's name will be username-PC, where username i; tHcl
username you've entered. | | " |

Click on "Next".

26474




For download the full DIT books and Notes visit books4success.blogspot.com or contact # 0314 9626474

phone: 0945 872029

Page# 18 | Operating System

Create a New Partition on a Windows 7 Hard Disk
The Windows 7 Disk-Majnagcment tool provides a'simple
interface for managing partitions and volumes.

Here’s an casy way to create a new partition on your disk.

1.

Open the Disk Management console by typing

‘diskmgmt.msc at an elevated command prompt.

~ In Disk Management’s Graphical view, right-click an

unaliocated or frée area, and then click New Simple

* Volume: This starts the New Simple Volume Wizard.

" (Note: If you need to create unallocated space, see the Tip

Fasily Shrink a Volume on a Windows 7 Disk for -
information on how to do this.) -

Read the Welcome page and then click Next.
The Sp_ééify Volume Size page spe_ciﬁcs the minimum

and ma_ximum'sizc for the volume in megabytes and. lcts
you size the volume within these limits. Size the partition

~ in megabytes using the Simple Volume Size field and

fthen cligk Next.

" On the Assign Drive Letter Or Path page, specify whether
~ you want to assign a drive letter or path and then click
* Next. The ‘available - options are as follows:

" “Assign The Following Drive Letter Select an availablé -

_drive letter in the sclection ‘list provided. By defauit,
~ Windows 7:sclects the lowest ‘available drive letter and

excludes reserved drive letters as well as those assigned to

" Mount In The Following Empty NTFS Folder Choose
“this option to mount the partition in an empty NTFS
- folder. You must then type the path to an existing folder.

26474
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or click Browse to search for or create a folder to use.
Do Not Assign A Drive Letter Or Drive Path Choose this
option if you want to Create the partition without
assigning a drive letter or path. Later, if you want the
partition to be available for storage, you can assjgn a

- drive letter or path at that time. :

6. Use the Format Partition page to determine whether and -
now the volume should be formatted. If you want to
format the volume, choose Format This Volume With The

Following Settings, and then configure the following
oplions: N . | | | o
- File System Sets the. file system type as FAT, FAT32, or -
< NTFS. NTFS is selected by default in most cases. If you
. Create a file system as FAT or FAT32, you can later

- Allocation Unit - Size Sets the cluster size for the file
system. This is the basjce unit in which disk space is
“allocated. The defauit allocation unit size is based on the
size of the volume and, by default, is set dynamically .
prior.to formatting. To override this feature, you can set

~ the allocation unit size to a specific value. If you use
many small files, you might want to use a smaller cluster

size, such as 512 or 1,024 bytes. With these settings,
small files use less disk space. Volume Label Séts a text

 label for the partition, This fabel is the partition’s volume
. name and by default is set to New Volume. You can

. ‘change the volume label at any time by right-clicking the o
volume in Windows Explorer,'_'ch;oosing'Pmpertics, and = 26474

I ~ typing a new value in’the Label field provided on the

General tab. e
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7. Perform A Quick Format Telis Windows 7 to format

- without checking the partition for errors. With large
pmiiiﬁns,*this, option can save you a few minutes.
tjowever, it’s usually better to check for errors, which
cnables Disk Management to mark bad sectors on the disk
“and lock the mount. - |

'%. Ensble File And Folder Compression Tums on
“compression for the disk. ' Built-in compression is
available only for NTFS. Under NTFS, compression is
transparent (o users and compressed files can be accessed
just like regular files. if you select this option, files and
directories on this drive are compressed automatically.

. Click Next, confirm your options, and then click Finish.
| How To Configure A New Hard Drive In Windows 7.

In Windows 7-this is done with the Disk Management tool. The
easicst way to load Disk Management is to- press Windows-R,
type disk management’s and hit enter.Disk Management lists all
connected drives. This can be drives that already have a file
~ system, drives that have not been initialized yet and optical drives
" siich as CD and DVD drives. ' ' 3

26474
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The most important part of Ihe-foﬁowing_operalfon IS to pick the
right drive, The casiest way o fing the new drive i the drive
~ listing is to find the drive with the right Storage spabe._ In kis case,
it was relatively. ©asy as be bought a new 60 Gigabyte Solid State
- Rrive.The drive needs to be initialized: this is done by selecting it
in the drive fisting, right-clicking afterwards and clicking
Initialize Digk from th R -

sufficient to select the MBR partition style, unless the disk that
- needs (o be initializeg is larger than 2 T erabytes or is yged] on

Itaniiom baged computers, - . " -

Windows7 initialize disk =
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- The proc'e'ss takes a few seconds the most, and the status of the
disk should change from Not Initialized 10 Online. The drive’
space on the other hand is still shown as unallocated. This is

 ‘because no file system has been selected yet for the drive.

The drive can be formatted by right-clicking on the Unailocated

‘gpace in DisK Management, and selecting New Simple Volume.
There arc other options but ihose are usually for more advanced
uses. S - _' |
The operating system will then walk the user through setting up
the hard drive so that it can be accessed in Windows. - |

The first step is to select the volume size for the drive, which
usually ‘should be the maximum size available unless the drive
should be partitioned. After that a drive letter can be selected for

 the new hard drive, so that it becomes accessible in Wwindows 7.

1In the last step, the file system can be selected. It 18 NTFS by
default and it is usually not required to make any changes here. It
may make Sense however to change the volume label for better
- dentification of the drive in wWindows. .
The formatting should not take long and the drive becomes
available right after.the operation ends. |
DEVICES AND PRINTERS IN WINDOWS 7
The Devices and Printers folder displays Jevices connected
externally to your computer, including devices connected

- wirclessly or over the network. B -
The Devices and Printers folder allows you to perform many
tasks, which vary depending oD the device. Here are the main_; -

- tasks you can do: L S S

© Viewall the external devicesand printers connected toyour. -
*computer: | - S G e
« Add anew device Or printer to your computer. . -

. - Check to see if a specific device is ¢onnéc_ted and working rea7a
o properly T
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3' The Device and Printer window opens up with the list of all
external devices and printer. -

Aey

TP

f;‘

4. Click on Virtual USB Mousc to view it's Properties. -~ -

5 wirs oA SO ok Tk S
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click Mouse Setfings.
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or network device click Add a device.

6. To Add a Wireless

cvices. Select the

. it may take some time 10 search for the d
- device and follow {he instructions.

P iyt .
me“mr“\"m K S m?mmm‘glmwﬁ .

1 e L flrie

26474

7. Click Add a printer 1O add hew_printer.
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Click l-_lav_c-[)iék (0 install Printer Driver. Browse driver
location and click Ok. ' -

e dekcanl -

'|;;"
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Type Printer Name and Click Next. = | -

Click Finish,
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- Page# 30 ~ Operating System:

Configuring Disks and'_ 'Dri_\f_e'sf Using pisk
‘Management o :

* Your primary tool-for wo rking with your computer’s disks 1S
Disk Management. You will use Disk Management to partition
disks, format disk volumes with file systems, and mount disk
volumes: You can also use Disk Management to convert a disk
from the basic disk type to the dynamic disk type and vice versa.
[However, while you can convert from a basic disk type to the
 dynamic disk type without losing data. you must remove disk
~ volumes on a dynamic disk before you can corivert the disk to the
‘basic disk type. - | - }

Using an Aldmini'stra'lor'accoun.t,'you_can start and WoIK with
‘Disk Management by completing the following steps:

1. Right-click Computer on the Start menu. I |
"2 On the shortcut menu, choose Manage 1o start Computer
Management. ' '

In the left panc of the Computer Management window,

sclect Disk Management under Storage.

ook

As Figure 1 shows, Disk Management provides an overview of -
the storage devices configurc within or attached to your _
computer. By default, Disk Management's main windows show
the Volume list view in the upper panel and the Graphical view in
the lower pancl. The third view available but not displayed is the

- Disk List view. o L L .

26474
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Fi :gure 1 Managmg your computer S dISkS

-~ You can set lhe view ior the Iop or bottom panc using options -
from the. View menu.. To change the top view, select View,

choose Top. and then sclect the view You want to use. To change .
the boltom view, select View, <,hoosc Bottom, and then select the
View you want to use. |

Volmm list view prowdcs a delzuied summary of mlemal dnves
and  external devices with removable storage. Devices with
removable media. such as CD-ROM and DVD-ROM drives, are”
listed only if you've inserted a CD or D‘vD The volume. detalls
provide II}L lollowmg m‘ormatlon

Vohmw
The drwc letter or thc volume name and drlve Icttcr ‘;uch as C
Layour _
The layout type of the. volume 5uch as Smm!e

| Type 26474

"1' he drive type such a., basn: or dvnamlc
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F ile S ysrem |
The ﬁlc, system type, such as FAT or NTFS
' : Status

* The status of the volume, as well as any y relevant volume
R dcsu,nanons such as Hcalthy (Active, Prsmary Pamt:on)
- Capacity
The amounl of data the volume can store
 Free Space
F hc amount of free space in mefrabvtcs or gigabytes.
% Free
- The amount ot lrcc spacc as a pmccntag__c of total. voiume
_capamty - . -
| I*auir T alemnce
An mdlClel‘ as o whe‘hcr thc volume uses iault 1olcrant
- -icalurt,b :
- : 0w:rhead -
The total additional disk spacce required because of the fault
" tolerant featurc used (if applicable) |
The Graphical view ‘provides a ;,raphic,al overview of mtcmal
-~ drives, external drives with removable storage, and devices with
rcmomblu media. This is the view you use o pamtxon format
and mount disks. S
ln the Graphical view, you -can sce the mdlvxdual arcas  of
allocated -and unallocated space on internal disks and disks with
removable storage. An allocated arca of a disk has a volume. An
unallocatcd area of a disk is free spaLe 1l1at s not bcmg uscd '
‘As Figure 2 shows. c -
| .Fig:urc 2 Viewing dlsk and volume dctad

HSTG . e !asmeam?s o T 26474
Gni.ne : ;]'-__iéwwgimry?wbm] '- wa{ﬁa,mnwoot,hgt He.kmtmh Dump,anryanuon} L

d
3

(-
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Although Disk Mandgement can ehow only two view panes at a
lime, you can display the Disk List view in either the upper or the
lower pane of the main window. As Figure 3 shows, the Disk List
vIew provides summary mfomaauan about phys:cai drives. This

information mcludus S
g Disk
- he disk des;bnator and number such as. Dlsk 0 or CD- ROM 1.
Type
The drive or media type, such as basxc dynamlc removable CD,
or DVD. Also dlsplays the drive Ictter if one is assu:ncd
Capacity | -
Thc amount of data the drive, device, or. media can store,
, Unallocated Space R
Thc amount of space that hasn’t been allocated (i’f'a_ny)._
| Starus SR
The d1 Ive or device rqtalus such as online, online {errars), no
madm or offline. -
Dewce Type
The device interface type, such as Intcf,ratcd Drive Elcctromcs
. (iD! )., ‘%mall Computcr %yslem Interface (SCSI) USB or
FireWire (1 394).
Partmon Style --
The pamtmn style of the disk or device. Wmdowq 7 supporls
bolh Master Boot Record (MBR) and GUID Pamt:on Table
(GP T) partition styles For the most part. the partition, stylc used .
is. d(.tcrmmed by your computer S proccssor archrtecturc and Thc o
ty pe of du’]ce : :
| I"igure 3. VICW}HB a hst of dlSkS

Untl!ocafcd Spatc * Stitus | Device Type ' Partition Style ’

- Disk J Cnpacr’ly
LaBisk 0 .B_ar{c T ASSTEGH IME Onkiné " "GNKNGWN MER T
I_.’}oskl ' 46576 6B Iusa GB : “ Ohline -fUNmowN MBR_ _ o 26474
e Disk 2 Pusige” 3 Obilirie - 'UHKNOWN MR :
‘o | “owme ome ;'r'a'oM'ed.a U g
CoMB MB . NoMedia uss “MBR
IMB - g " NoMedia - Use MBR:
___-nuka Removable iy omm —  gyg - NoMedin USB - ppn 7
sCO-ROMO. DV iFy © oME L oMB - NoMed IDE- . .pagg .

w5 CO-ROM 1 DVD (63 OMB eMe "No Media .IDE rdRn
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When you are working with basic or dynamic disks, you should
note the special designations assigned to drive sections. Drive
sections can have one or more of the following designations;
Active | | | __ | |
The drive section used -for systerh cache and startup. Some
devices with removable storage may be listed as having the active
parliticn, such as when vou use Ready Boost. -
System | T _ :
The drive section containing the boot manager files needed to
joad the operating system. A drive scetion with this designation
‘can’t be part ol a striped or spanned volume. |
Boot | L
The drive scetion containing the operating system and its related
files. o SRR o

Page File o | _

A drive section containing a paging file _us(:d by the operating.

system. . | | | |

Crash Dump ) |

The drive section to which the computer attempts to write dump

liles in the event ol a system crash. - o

Your compuler has once active. one system, one boot, and oue

crash dump-drive section. The page filz designation is the only

drive designation you might sce on multiple drive scctions. =

Depending on the disk type and status. you might also sce the

{'nlim\'ing'Gcsignaliqns: '_ o S

At Risk . | . |
- Adrive section with this desl gnation is at risk of {ailing. and

‘probably also has an crror status, such as Online (Errors).

Primary Partilion - L , -

A -drive sccion thatis designated as a  primary partition.

g\'ltlu)ugh*this designation is usually displayed only for fixed 6474

disks. you may sec this designation on devices with removable

storage and on devices with removable media. |

. B
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HOW 10 SET UP VPN IN WINDOWS 7 .
VPN (Virtual Private Network) technology lets a computer using
a public Internet connection join a private network by way of a-
seeure "tunnel” between that machine and the network. The most
-common case is a business ajlowin g its employees 1o connect to
its work network from home or from the road. S
There are two principal ways to configure VPN. The first and -
nore-common scenario, called owigning. iS“'s'cuing up a remote
computer to call into the office network, The sccond scenario,
called inconing, occurs on the network side, where a computer
allows secure connections from other computers. Windows 7
COMes prcloaQCd with the Agile VPN client, which makes setting
- up.enther kind of connection relatively easy. |

Step by Step: Connecting to a VPN (Outgoing)
Step 1 Click the Srart button. In the search bar. type VPN and
then seleet Ser up a virtual private network (VPN) connection.
Step 2 Enter the IP address or domain riame of the server to
which you want 1o connect. It you're -connecting 16 a work
network. vour IT administrator can provide the best address. -
Step 3 It you want to set up :the connection. but. not connnect, .
select Don't conneet novs: otherwise. leave it blank and click
Next. . S S .
Step 4 On this next screen, you can cither put in your username
- and password, or leave it blank. You'll be prompted for it again
on the actual connection. Click Comneer. S
Step 5 To connect, click on the Windows network logo on the
lower-right part of vour screen: then select Connect under VPN
- Connection. - o R | R
I  Step 6 In the Connect VPN Conncction  box, enter . the
- appropriate domain  and vour log-in credentials: then click -
Connect: o .

26474
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B Conbect VPN Cann.ec.tiun e ;:."- e :""'f-’," T T

- Umar name: Uhmar
Paxsword: . wuremem= T Tt
‘Domals: POWORLD.COM

[F] Sava this UsoT rore 2nd paraavword For the following Lusors
(X PN ok . . . .
'.!"'* Py Ty e W Cimes TS oW AST

Step 7 If you can't connect, the problem could be duc to the
server conliguration. (There are different types of VPN.) Check
with your network administrator to sce what kind is in use--such
“as PPTP--then, vn the Connect V_PN..(,‘.omlcct_ié)n screen, select
~ Properties. SR - '
Step 8 Navigale to the Seeurily tab and sclect the specilic Type
of VPN from the drop-down list: You may also have to unsclect.
Inchu&*H?ndouw/ugonchnuanrundérlhc()pﬁonstab;ThCnchck
- OKand Connect. o E '_ o -
© Step by Step: Building a VPN (Incoming)
Step 1-Click the Srarf button, and, in the scarch bar, type
Network and Sharing. | - -
Step 2 Click Change Adapter, Settings in the lefi-hand menu.
Step 3 Click File. and then New Incoming Q.’r)nﬁcciiwzr. S
Step 4 Select the users you'd like to give agcess 1o and click Next.
_-S-t_cp'S Click Through-the Internet and select Next. |
Step 6 Sclect the Internet Protocol you'd like to use. (The default
CTCP/IPv4--the line highlighted:in the §crc.c;js__hm bg:l__ow-‘-Wili'

work fin¢.)
26474
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| S*tcp 7.Finally, click Allow access; you've riow sct up an

- Incoming VPN connection,

- CONNECTING TO. WIRELESS Jh"rwonxs wrrH
WINDOWS 7 '
Wireless network conf:guration methods

“Youcan conligure connections to wireless networks, known ; as
wireless profiles, for 4 computer runmng Windows 7 with the

following methods:

. - Network 1 notlﬁcatmn area icon o
This is the primary method by whrch HSCTs connect to available
wircless nciworks, :

e Set. up a connection or network dlalog: hox : o
Thisisa mulmd by w lnch users can mamzallv create wircless

nc{work proh!cs _ : |
. ‘Manage Wireless thwnrks dialog box
~This is. anothu method to manually conhgure mre]qu networl\s
and -specrfy.thelr-de'tailed settlngs -
. Group’ Policy . o - 26474

- Network admlmstmmrq can -use Group. Policy scttmg in an
Auzw Ducctor\ Domam Serwccq (AD D‘t-] cnwronmeni o
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centrally configure and automatically deploy wireless. network
settings for domain member computcrs.
. . Command linc | -

Network administrators can usc commands in the nctsh wlan
context of the Netsh.exe tool 10 manually configure wireless
networks and their scttings. There are Netsh commands to export
an existing wireless profile to. an XML file and then import the
wircless profile sctiings stored in the XML file on another
computer. T | o |
The following scctions describe in detail how to connect o 2
wireless network using the Network notification area icon and the
Set up a connection o actwork diatog box in Windows 7. how
10 Manage }-’_our_wirc'lcss networks, and how 10 corinect to non-

© broadcasting wircless networks. - _

'The Network notification area icon .
To connect 10 an available wircless network, click the Network
“icon in the notification arca of your desktop. The resulting pane
contains a list of detected wircless networks. and. for domain-
joined computers. the names of wircless networks configured
through Gmup-PoliLf}-'. Figure 1-shows an cxample.

el T s wwnd

H’:ﬂ; Conrastions ere avatinizim
e hmi- e ol - P ’ . . .
R P =T LT Sl Edt [T T -l .
Mi:m-uﬁ IT WG

A R e

Py i el - N-t—rlnrl-: ‘:-a-ﬂﬁ--q-.lton

ol i

i T

[ E
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Figure 1 Examp!e-of fhe list of ava;’/ab/é networks 26474
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I'rom this pane you can connect to a llsted wireless network by
double-clicking it, clicking the network and then cli cking
‘Connect; or by right-clicking the network and cllckmg Connect.
To view information for a listed wireless network. place the
mouse pointer over the network name. The information includes
the wireless network's name, signal strength, security type, radio
type (802. Ilb/g/n) and Service Sct Identifier (SSID). To-refresh.
the list of wireless network, click the up/down arrow icon in the
~upper right of the pane: To disconnect from a connected wireless
network, right-click the network and then click Diseonncet.
You can obtain status of a connected network and properties of a
-connected network or a network that has been configured through
Group Policy through the wireless network's context menu.
~ TFigure 2. shows an cxample of the Wireless Network
- Connection Status dialog box. - -

Ll Wirsiers R e

'Gén;;éd” ]_
C.'nrmctlon —
IPv4 Connmectivity: : , Intermet
I | IPvE Connectivity: ) No netwark access
? Media State:; : : : Enabiled
H ESID: : nkays
: Duration: : © 1rpdaye 11:22:61
Spend: - : ) . S, 0 it

i

Bytes: . 1,200,647 1 © 5,919,189

26474
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.E he propemes chalog box of a wxrelpss network 1S descnbed later
in this article. -
Set up a connection or network dmlog box

You can access the Set up a conneetion or network dlalog r box
in Windows 7, as shown in Figure 3, from the Set up a new
conncction or network link in the Network and Sharing center.

5.1:.94»--11-1.“: ada mﬂ.wdul wmuml Verred

Sakup mmﬂn ) ‘
\'.ndgwoant-w fom P M ZAT preIra.

Cmm-mk:-
Satt kg 4 il oor VE TG onrdnlion ta lu'mrwtu-u

Sl up » Falop vormectan
a Cnnrmmbaebm:meluungi disl-up connacion

1 i

Figure 3 The Set up « connection or network dialog box
To manually create a wireless network profile, ¢lick manually
¢onncets to a wireless network, and then clicks Next. You

should see Figure 4.

Enter infarmation tor the wireless netwerk your want to add

MNetwark mama:

Security type: : [}C.ha-m angetoni ]
Incrpmticn bype: ! o B -j
Security Key: . . . - ) _J o] Hide charactars

. *_| Shart this connection sulomalically
I : : 7 [ €unnect evan if the network is not broadeasting

26474
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Figure 4 The Entor mﬁm_naz;'oh_ for the Wirelegy network You wm;r W add page
On the Enter information foy the wirelesg network vour wang
to add page, configure the fo]l’(')wing':_ |

* Network name Type the name of the wireless network.

- *  Security iype__S-eI-ect the method ysed 10 authenticate 5

comnection to the wirglesg network. The choices are the
following: S .

o No authentication (Open)  Open system

 authenticatjon with'noencryption. o

o WEP Open system authentication with Wired
Equivalent Privacy (WEP). o '
 WPA2-Personal  wi.p; Protected Access 2

0

- passphrase). .
o WP'AePcr-so_ﬁal' Wi-Fi 'Proiect_ed Access (WPA)
with a presﬁafedf Rey. | -
o ‘WPA2-Enterprise Wpa2 with IEEE 802.1%
| .éulhen_t_icétidn: o

o

'authenticaiion. g L |

802.1x IEEE 802.1X miﬂ]ehti_caii_'_on with WEP

(also known as dynamic WE P ‘

The choices listed depend o ghe capabilities of youy
- wireless network adapter that are reported to Windows, If

an authentication type does not appear in the list, ensure

- that your wircless adapter supports the type and that you
have instalied the latest driver for your adapter tha is
compatible with Windows 7. - o |

(WPA2) with 2 presha_'red Key (also known as a

WPA-Enterprise  wpa with IEEE  802.1x"

26474
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The shared key authentication method is 1ot listed.
Microsoft strongly discourages its use because it provides
weak security for your wireless network. To: configure
shared key authentication, select No authentication
(Open) here and then select Shared from the Security
‘tab in the properties of the wireless network ‘(described
later in this article). | ' -

. Eneryption type Sclect the method used to encrypt data’

 sent over the wireless network. The choices depend on the
selected security type. | -

o When you select the No authentication (Opcen)

 security type, None is selected for you. .

5 When you sclect the WEP secarity type, WEP is

selected for you. | o - o
5 When you select the 802.1x sccurity type, WEP is
selected for you. | -
o When you -select the WPA2-Personal, WPAZ-
Entcrprise, WPA-Personal, WPA-Enterprise

- security types, you can select AES or TKIP.

The encryption type choices listed depend on- the
~ capabilities of your wireless network adapter that il

reports 10 Windows.

o Sccurity Key Type the WEP key (if you selected the
WEP security type), the WPA preshared key (if you
selected the WPA-Personal security type), or the WPA2
‘preshared key (if. you sclected the WPA2-Personal ————
security type). For the WPAZ-Enterprise, WPA- 26474
Enterprise, and 802.1x security types, Windows 7
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- automatically determines the security key when
- performing 802.1 X-based authentications. | |
*. Hide characters Specifies whether you want to view the
value typed in Security Key. |

* Starts this connection autonia-tiéally Specifies whether
Windows 7 wif'l--al,rtomaltically connect to this wireless

network. If you clear this checkbox, you must manually

connect to the wireless network from the list of networks ..

available from the Network notification area icon.

© Connect even if the network is mot broadcasting

Specifies’ whether Windows should attempt to connect
-even if the wireless network is not broadcasting its name.
This will cause Windows to send Probe Request frames to
locate the wireless network. These probe request frames
can be used by malicious users to determine the name of
the non-broadcasi network. SR o

+ When you click'Next,-_you should see F’i_gu"re 5.

- Svecasstuty sdded Test _

3 ’ -"'.f'h-nqbﬁ-usnmlm' N
B. . ,'Mhmu-nm;oull

Flgure 5 The Successfilly added page

You can click Change connection settings to access the
I properties of the wireless network, as described later in this

article, or click Close.
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The Managa Wireless f‘wtwariﬁ dms’@g box
You can aceess the Manage Wireless Networks dialog bm: o1

the Manage wireless netw orks link in the Network and Sharing
Cenier. Figure 6 shows an example.
[P————— n..m::.rs(s ml.\::st-.mmkﬁ Parran ik fonomon,:
P —— smn R
;;";‘“““"‘*"*: S ST
55.,.,.. s
E?’ tene i
z&d - @ homa o J T
Figure
L ; a5
} the N“fwo:k anid %*3 3¥ ; Center, c.E_is;:'; Ei’if: %’ffézz:uz"egaa
'a&apﬁsr_ seftings link and cusure. ihat youw WECIEss
network adapier is cnabled on your laptop or notw book,
compuler, appears. in ihe Ncwmr" Connections folder as
wireless connection, and is enabled. If your varcless
network adapler appears i fa_fm:- Netwark Conncclions
folder as o wircd connection, ensure hat w’u have
E:i“:‘“ ited the latest driver that is compatibic with Windows 7.
- Fz"em the Manage Wgrdm Metworks ‘i'}.}_f_}g b—ox% vou can add a
new wireless network, remove a sclected wi reloss ncm-'{:-:i.-;;

x}bt’-*m ihe propertics of hc wircless nctwerk adapier, amd choose

the type of proiile w assign 1o new NllL lcss networks (applics to
all users or the current user). | -

To manaally add a wircless network, lek Add 1o lauach the

Manually con n,u 1o a wircless network wizard, which allows

sl -

you 1o Créa e a wireless netw rk profile for cither an 26474
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infrastructure or ad hoc wireless network. Figure 7 shows an

example.

e e yam., want to add a wetwark

BoE Mancaily creats @ network prafiie . . .

TN Yhis Creptes a mew netrrork P4 et D ac atex 0ot fuisiing rekmioric Dnd sowig w prodir

R thur Feetweork ony FLASE LR e ol mesd 1o knudus thve metvrowly nadrhe {50} ane
CEetuety by (F spedcebbe) . . . .

W & Dreats an ad hor metwark
} 7 v tux coaptar REMp oricy s f0T Shariru Flex s n Srderras conpoction
j B h b "
i
|E
i

Figure 7 The How do You want fo add a network? page

1o create a wireless profile for an infrastructure wireless
nehwork, c.i'ic_k Manually create 3 network profile. To create a
wireless profile for an ad hoc wireless network, click Create-an
ad hoe network., . o

To view or modify the properties of a wireless network in the list,
double-click the name in the Manage wireless networks dinlog

2 =

box. Windows 7 displays the dialog box in Figure 8.

B S T ST e

M=

"

T —
a3

T

L

N - 2. 2R 2 Ea e

Figure 8 The Wireless Network Properties dialog box
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From the onnectmn tab, you can view the wnreless network'
name, SSID, nctwork type (either Access point for infrastructurc
mode networks or Cemputer-to-computer for ad hoc mode
‘networks), and availability. You can also configure the following:

« Connect automatically when the network is in range

» Connect to a more preferred network if available-
Specifies - whether Windows 7 will  automatically

~ disconnect from this ‘wireless network if a more preferred
wireless network comes within range. o

» Connect even if the network is not broadcastmg its name
(SSID)

» . The Copy this network profile to a USB flash drive link
‘launches the Copy Network Settings wizard, which writes
the wireless network profile settings to a USB flash drive.
“You can then use this flash drive (o automate the wircless
network profile configuration of other computers. |

Figure 9 shows the Sécurity tab,.

'F:gur(, 9 The Secw':ty tab of t}w W:reless Network Properne.s K

diuleg box .
On the Sccurlty tab, you can spec1fy lhe foliowmg security

types

26474
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No authentlcatlon (Open)

Shared - :
Shared. key authentlcatlon The Securlty tab is the only location
where you can conﬁgure shared key authentlcatlon because its

- use is hi ghly d1scouraged

D W.PAQ -Pe_r_sonal f

« WPA-Personal _

*  WPA2-Enterprise

» WPA-Enterprise: ©
e 802.1}{'..-

: Based on the selected security type you can conﬁgure elther a
network security key or specify -and configure a network
‘authentication method. If you specify WPA- Enterpnse WPA2-
 Enterprise, or 802.1x as your security type, you must configure
- the following (as shown ih! the F 1gure 9) | :

Choose a network authen t;catmn method Select an
Extensible Authentication Protocol (EAP) method and
click Settings to conﬁgure the EAP type as needed.

~+» Remember my credentials for this connection each

 time I'm logged on Spec1ﬁes that when the user logs off, -

the user credential data is not removed from the registry. .
If you clear the checkbox, the next user logs on, they will
be prompted for their credentials (quch as user name and
password). -

If you specify the use of WPA-Pcrsonai or WPAZ—Personai as

your security type or No authentication (Open) or Shared as. 26474
I your securlty type with WEP as your encryption type, you must

conﬁgure a network securrty key, as shown in Figure 10.
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F}gurs 7 0 Exampfe of conﬁgarm g a nefwork sec:um‘y ke )%

If you choose the WPA-»Entezpmsc WPAZ-Enterpnse or WPAZ-
Personal security types, you can also configure advanced seftings.
Fl;:,ure 11 shows thc Advanced scttmgs dialog box for the

WPAZ Enterpnse sccun*y type.

e et et oL T oy A P

-z -mmmmhhm R A R R T

26474
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On the 892.1X settings tab, you can specify the authentication
‘mode (User or computer authentication, Computer authentication,
User authentication, or Guest authentication), save a set
credentials for user authentication, and delete credentials for all
users. | : S

Single sign-on (3S0) allows you to configure when 802.1X
authentication occurs relative to the user logon and to integrate -
user logon and B02.1X authentication credentials on .the.
Windows logen screen. - - -

Figure 12 shows the 802.11 settings tab,

Figure 12 The 0. 11 sz’t'rr tab
- Inthe 'Falslt roam.ingi's.ec_ti()n,fj/bu_ -cém configure Pair wise Master
- Key (PMK) caching a_n_d-_p;fe-auth-e_nti_catiqn options.

- Note When you s'é_:l'ect:tlié WIPA-E_r'lterprisé"s'ecilrity | |
type, the Advanced settings dialog box does not contain

~the 802.11 settings tab.

The Enable Federal Information _Proccssing'Sta'ndard_ (FIPS)' :
‘compliance for this network check box allows you to specify  ~ 26474
I . ~whether to perform AES encryption in a FIPS 140-2 certified
- mode. FIPS 140-2 isa U.S. government computer security
standard that specifies design and implementation requirements
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for cryptographxc module& Wmdows 7is FIPS 140 2 cemﬁed
When you enable FIPS 140-2 uemﬁed modé, Windows 7 -
pc.rforms the AES encryption in’ ‘software, rather than re!ymg on.
the wireless network adapter. Thls check box only appears when

- you select WPA2-Enterprise o WPA2- Pcrsonal as Ihc
authenlncanon method on the Securlty tab -

, 'Nan-bmadcastmg w:reless networks -
A non-broadcasting w;reless ‘network does not adveruse its
network name, also known as its. SSID A w:reiess access. point -
of a non-broadcastlng, wueless network can be: conhgured to send
“Beacon frames with an SSID set to: NULL: A’ non-broadcasting
wireless network- is also known, ‘as 4 hidden wireless network. -
You can configure wweless netwark" n Windows 7 as broadcast'
or non-broadcast. A computer rur_mmg ‘Windows 7 will attempt.to
connect to w1reless networks in the,;prcferred netwmkq list order
regardless of “‘whether they are: broadeast  or - nori-broadeast;
‘Additionally, non-broadcast networks appea last in the list 'of
available networks with' the name’ Other Netwark Flgure 13 ;
-qhowsanexample R - 1

* Figure i3 Example of a ron-broadcast wireless network

. 26474
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- When you-connect to the Other Network, Wmdows 7 prompts J
yout to specify the w1reless network name (SSID) F}gure 14 .
shows an example S : -

F igyre’! 4-T name oj o HON- roarcas Wireless nenvork

_.Coni‘ gure Remote l)esktop Access on Wmdows 7

~Systems ‘ o §

Remote Desktop is not enabled by detault You must spemﬂcally
 enable it-to allow remote access to the workstation. When it is
* -.enabled, any member of the Administrators group-can connect to

.the'wéf‘kst‘ﬁtioﬂ Other users must be placed on a remote access
list 1o gam access to the workstatlon To conﬁgure remote access,

follow . these - . steps:
o Loin Control Panel ClICk System And Securlty, and then click
“System.

2. 0n the System page, click Remote Settings in the left pane

. This opens the. System Propemes dialog box to the Remote tab.
3 To disablc Remote chktop, sclect Don’t Allew Connections
o This- Computcr ‘and then click OK. Skip the remaining steps.
4 F o enable Remote Desktop, you have two optlons You ean:

Select A]low Connectlons from Computers Runmng Any
L -_.Versmn of Remote Desktop to allow connectxons from
I . any version of Windows. . - - - 56474
| o Select Aiiow Connéctions: Orzly from Cemputers Runmng
. Remoté Desktep with Network Level Authenhcanon to.
- '.allow connectzons 0n}y from Wlndows 7 or. later |
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computers (and computers with secure network
authentication). | |

5. CiickScECCt Users. This displays the Remote Desktop Uscrs
dialog box. o | | o

6. To grant Remote Deskiop access to a user, click Add, This
opens the Sclect Users dialog box. In the Select Users dialog box,
click Locations 1o sclect the computer or domain in which the -
uscrs you want to work with are located. Type the name of a user
you want to werk with in the Enter The Object Names To Scleet

- field, and then click Check Names. If matches are found, select

" the account you want io use and then ch‘..k OK. If no matches are

found, update the name you entered and ry searching again.
Repeat  this ‘step  as  necessary, . and  then click OK.
7. To revoke remote access penmissions for a user account, select
the account and then click Remove. |

8. Chick OK twice when you have ﬁnished.
Windows Firewall must be configured to allow inbound Remote
D:,sk.top exceptions. You can configure this on a per-computer |
‘basis in Windows Firewall tor thc -domain profile and the
standard profile, |

- STEP BY STEP lNSTALLATION OF Wmnows

- SERVER 2008

To use Wmdows Server 2008 you nccd {0 mect the foliowmg hardware -

- requirements.

' Component' Requirement
Processor - » Minimum: 1GHz (x86 pmcessor) or 1.4GHz (x04
: " . processor) Rccommcnded 2GHz or faster Note: An
I ' o - Intel Itanium 2 processor is required for Wmdows Servel 26474
2008 for Itanium-based Systems o

Memory = Minimum: 512MB RAM ¢ Recommended: 2GB RAM.'
: or greater » Maximum (32-bit systems): 4GB_ {Standard)
or 64GB (Enterprise and Datacenter) » Maximum (64-bit
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systems): 32GB (Standard) . or  2TB (Enterprise,

SO - Datacenter and Itanium-based Systems)
Avatlable. . » Minimum: 10GB * Recommended: 40GB or greater
Disk Space  Note: Computers with more than 16GB of RAM wil
| - require more disk’ space for paging, hibemation, anid
- dump files o |
Drive. DVD-ROM drive | L -
Display  ande Super VGA (800 % 600) or higher-resolution monitar «
Peripherals - Keybeard '« Microsoft Mouse ‘or compatible pointing
- device L o - |

Follow this pz_"m:'ed ure to install Windows -?Sen*er.z-OGB: |

I. Insert tﬁc 'apProﬁﬁ&té. Wii:éd-dws' Server 2098 instafiation
media -into your DVD drive. If you don't have an installation
DVD for Windows Server 2008,

2. Reboot the computer.

26474
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3. When prompte& for an 'installation language and other
_ ' - Next.

| 'regi:onal optidns_, make your selection and Press

g

| - | S o 26474
5,.Pr0du¢t acltivatien' is now also identical with that found in

Windows Vista. Enter your Produst D in-.the next window, __and
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1’ you want to a’utomatically' activate Windows the moment the
installation finishes, click Next, - - |

LR
.

B futeanialy pctivace Y e L S—

If y_du do not have the Product ID available right now, you can
- leave the box empty; and-click Next. You will need to provide the
Product ID later, after the server installation is over. Press No.

TP wour priguct Lo feor sctivarbon .

AU CAP PIAD Y st by B g
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e A L i b s et e § R 3 . b e e .
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6. Because you did not provide the correct 1D, the installation

cess cannot determine what kind of Windows Server 2008
icense you own, and therefore you will be prompted to select
}@ ur correct version in the next screen, assummg vou are telling

ihe truth and will prowde the «,onec‘t i3 5:0 prove your seleciion

‘vﬁ-oJ Lw

WMM L ey Wkwmﬂ eP-l In'!kvﬂ-}-uh,\
C§ Trrwie SRS Froiwapning 4P F By
by S PO ot e et Mu—-sux..vmm

AR 2 n T ows TR SEacclar Crp om0 P

_ B s s i Ereshard Wi, Watirirees, Covl it prnd sy detaranie siegh atinn pore gechoged.
L T Gt v pmathacd by, i Foa Sk Dartien Lo wbuen P e koo pagEh

A T o ;h-q-nq e T B el T ot kil o et med
A goreia prariuamdd By dis GRS He AORAG TN g Wl Curerd e g Rure? e wM, o e
.u.muwmxmmmaiw st s ok Gl gt iy T T anﬂﬂm

EF frme seiecoed 15g e o Wis Bt e.-:ﬁt}.@nﬁ%

7. i vou Gsd ;3;0%,!(,5@ the right Product 1D, select the Full version :}f the
Hhi W;ndfms VErSion 1Gu re prompted, and c! lick Next. :

NV PN Sy MRy PRSPPI Pt e e L
e T, ga] b g e M o ek
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8. Read and accept the license terms by clicking 1o select the eheckbox
and presging Next, : . g0 e o

—

¥ ATy

i - e'tx-m&waz A B o mm m

i Btz : T “mmlﬂmm'

7Mw&-¢umwtmmu¢:~' .

:-wqu. FEu A g b nmmnﬂw
T AT e, el e

B
A Pl aa et ﬁ?wm ‘!aggam

anhayprty it e o
gﬁﬂn ?thmmmmnwmm mmmrmu

9. I the ' Whmh *‘é’pe of instailation dg you vam"" Window, click E
only availabic o opticn - Castom {Advanced), |

e BETUSI Sdeihiall, oy Eon
’.‘binll FFRATA - pry
783 bg ki nn-é-ra-ﬂnww\

. e *g . als Wandows? | i1 voure
instal ;mi_ e ger vm‘ (m L,ftguwr (E hard 45. <, click 1o select the .
first disk, ysually Disk 8. and click Next - '

. 26474
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_If you're installing on a hard disk that's connected to a SCSI controller,
click Load Driver and. insert thc mcdxa provided by the controllers _'
manufacturer. : :

I you must, you can aic.o cln,k Drive Opllons and nmnually creale a
partition on the destination hard disk. '
11. The lllSta“dthﬁ now begins, and you can go and have iunch
Copying the setup files from the DVD to the hard drive only takes

_about one minute. However, extracting and uncompressing the files
takes a good deal longer. After 20 minutes, the operating system is
installed. The exact time it takes to install server core depends upon

- your hardware Spcuhcanons Faster disks will perform much faster
installs... Windows Scrver 2008 takes up app rommate!y 10 GB of hard

dn ive spacc '

. !mal! drngg W incbours. ..

YJJ nlmmonu»--n--cadngmm ¥ ol tm-lﬂw mﬂmw .- i

- The installation process will reboot your computer, so, if in step

#10 you inscrted a ﬂoppv disk (either real or virtual), make sure
you remove it before going to lunch, as you'll find the server

- hanged without the ability to boot (you can bypass this by
configuring the server to. boot from a CD/DVD and then from the
hard dis’k--in ﬂlc booti-ng,. ordcr on the server's BIOS) |

T2 ”lt.ll the server rcbootb youl' bL prompied with the new 26474
.Wln_dow Server 2008 typc of  login scrcen, l’lC%b
- CTRL+ALT+DEL to login. -
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4. The default Administrator is
and press Enter.

blank,.so just type Administrator

: 26474
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I5. You will be prompted 1o change the user's password. You
have no choice but to press Ok I '

16. I the password changing dialog box, leave the defauli
~password blank and enter a new, cormplex, at-least-7-characters-
long new password. twice. A password like "topsecret” is not
. valid (it's not complex), but one like "TOpSecreT!" sure is. Make

sure you remember it.

I | R A a L | 26474
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17. Sbme(mé thought it woxﬂd be cool to nag you oncc.n'r}ore,- SO
how you'll be prompted 1o accept the fact that the password had

“been chénged. Press Ok.

13. Finally, the desktop appears and that's. it, you'rc. logged on
and can begin working. You wil] be greeted by an assistant for.
the initial server configuration, and after performing some
mitial configuration tasks, you will be able to start working.,

Active Directory Installation on Windows Server 2008

To start the installation of active directory is to change the name. 26474
~ of the computer to reflect the new status. To do that, login to the -
I scrver and click on the Start button and right-click on
Computer and go to Properties. At the bottom under computer
hame, domain, and workgroup settings, '
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“click on the Change settings:

The S}stcm Pmpcrty window will come up. - _
Click on the change tab, and change the computer name 1o
whatever you want.. | ' |

j’woﬁuﬁﬁoﬁp

Jrip mp et

Click o'n the OK.button'. W_indows Server 2008'wiﬂ' now,réboot.

Insialling ive Directory Domain S is
- nsialimg Active Di ectur) main Service 6474

Now that we have lendmed lhe computer to something that reftects the

- new, role on wmdows server 2008, we will proceed with the
- [ e g s aetive directory domain -
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The scrver manager window will come up:

Make sure the Actlw D:reclnry Domam Sewms opt:on is checked
Click on Next af‘*u ch C‘f‘klr‘i(" the option,

26474
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Active directory domain_ser\{it:es (AD DS).is something new on
Windows Server 2008. On the following window you can read a
small introduction about it, Click next when you finish reading.

Arl e ey T

On the following ﬁindbw,_ you will be asked to confirm the instailation N
of domain services: - o

26474
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Click on Install to start the installation.

ﬁ " Insmitation Pesgress

You should recewe the Instalianon

Results the
1nsmEIauon completes WmeW wer the

26474
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Installing Active Directory Domain Controller

After Actwe Dircctory Domam Services have been installed, ty{m
should return 1o {he Server Role Interface. Click on Active Directory

Domam Servs(.ea.

o~ . . ht
"On the window that pops up, you will see a summary mes;agc g;:q
el
reads, “This server s nol yel running as o domain controtler
Active Directory Domain Services fnarahamm Wizard ( depromo.exe)

.

Click on the biue hnk

[Cas

o i Vw1 T

R i

- P Lk g Lt ﬁ
- s .“m;i i .
= . e i e \-—-:; i L
- . y : :
ol . R
- - . lé
o - aer . i
: 9, 2 B ra ‘hﬂ P y ) L%
. LRI . b .‘m.,-.-—r-,ﬂu_.m-..m--r-..--—-« o .';m_d“-‘-'.. :'1
> - . PR e ..._gd,,”‘mhm R A ;
u.l.-_...-':.;.-___‘_.:' 1

By chckm;, on the bluc hni-: ihf.. cproma nxe wu:ard shomd coma up

L 26474
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Make sure “Use Jdvanced mode mstaliation™ optlon 1S checked'
and click Next.

read the provided information on the next screen. that explains
some new features on windows server 2008 domain services that
might affect older Windows operating S}stcms and non Mlcrosof 1
SMB clients on an exmmg domam

up'..-.:mg Sywtwan Cormpntibiliy
o it ) mty Ilmlr\nl [

26474

Click Next after _fyo:ufreé_d'the above warning.
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On the following screen, ¢hodse _yo&r de’pleyn‘ié_nt configuration.

Because this is my first domain controlier, | will choose. the

“Create a new domain in a new forest” option.

-

e aod I)n-.-c [ e e b s T L

ch-:-“-s- E ol ww el et e il B i
N L

fe-f'-n-l

cln.k on Next.
Clmosc the name for your forcst root domam on thc fc}liowmg wmdow

e T N O AT AT T T I e --—.--]rt&t:‘ih!!?ﬂi‘.! e

e Kb :-vm»;\;ﬁ -_,- e
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click Next after choosmg your fuf!y quahf‘ed domatn name,
The wizard will check 1fthal foreqt name is already in used;

o o b ara b j‘)l-q Wk

-After a few secondg t‘u, WI?’Ell‘d wﬂ

afsk )ou to enter the
NctBIOS name:

e R R T T T bk s amy -..-.;.r._.-
| Eeareseadcy Fdmas $540D [y —
ol ‘n-l- IR o 1o T thm u--r- ¥ -n-ﬂl-r
-

P xSy

e T T W-A..-». !

The default NetBIOS name should be fine. Click on the Next tab.
on the Iollowmg scrcen choose thc forest functmnai lcvel

Sl L wd
Sglm RSt Fonrpra f-.aﬂ-;:uanni (LIRSS

" Eab o o i e oty P
2 S R T T3 DINC B e e
e el “--u-mnun -.-w qu-ﬁ"ll

Fearme o

W T it K -t—Ll-. Yo mete? raivhis
| AT Ao e - 2\(“03 et b
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1 will choose Windows Server 2003 as my functional level.
Choosing windows server 2008 functional level does not provide
any new fealures-over the Windows 2003 forcst functional level.
However, it CrRsSures that any new domains created in thig forest
will automatically operatc at the Windows Scrver 2008 domain
fupctional level, which does provide unique {eatures. click on
Next, ' - - '

i ‘it u a1 e I

N Frasatarnet b mwsd .
Semret the fearaot fuvmnboned loyel.

v : e
' 2 dee e ey
-‘ﬁ:pfﬂi;__ﬁ T Pl 1

e >

ol K1 g K b

- Clicking nex, the depromo wizard will check for DNS configurations.

If DNS is not installed on your system, choose the DNS- Server

“option on the following screca.

o Hé're_ -Ydu g.ét the info that telis you
R - 26474
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The first doviain controller in - forest must be a olohal catalogs server
andd canmot be an RODC, :

' Click on Next.

I your server does have static IP address assigned on the server, you

might get the following warning: -

This computer has at least one physical network a apterthat
sddregs{es) asgigried o 9IF Praperties. You shoutd assign stai
-+ physical network aduaters for reliabie Domain Name System' (%

71 Ard IPYG when mealable. See Halp for mare Information,

Do you want to congnue without assigning siats

- ”}- \’es, the computer
. recommended). Wk

45 you can see, having dynamic assigned 1P address is not
recommended. use static 1P addresses for servers whenever |s possible,

Choose your option, and click Next.

aother warning:

\ A delegation for this DNS server cannot be created bacause e IRSCTIN.

E% Blithor tative parent 2one canmot ber found or 1 dees not rus - e
Windows DINS cerver, If you are ntegratng with an extstng DG o
mﬁ'asl_!'u'cture. yoad shaukd marwratiy create a delegation to e IS
CiMtS S@rver iIn' the pacent cores teo erre eellalde iomma reeolotuom \
fTEl Diatsicie Wy oo forewer Uzoin.com. Otheraies, no action
IS recyub e, L P . . .

26474

Do you want to continue
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choose the location of the AD. database on the following screen:

it BB P ERFEID AN T S o S A e Wi e e

Lﬂave the dciault bLuln'S___,b and chck on Next.
nter your the password 101' your Restore Mode Admlmstmlor on

the following screei.

e e,

i LI,
w‘b n- .-q-q-mwurﬂ !mré'h-

--rst,»ﬂr

click Next after cntcrm;, 1hc passward
on the {ollowing screen you should get the Summary page.

g A ARCa Arw § R A W RN Ehasami bRl Sra— == s B on UL - s W -—A

26474
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chick on Next.

damn 1t 1 got an error saying I need to install DNS manuaily. -

Areerror cogurred winle the wizard #&ag installing DNS. You wiil
have to configure DNS for thie domain manually,

“an error occurred while the wizard was installing DNS, you will have
o configure DNS for this domain manially.. : ' -

‘This is the first time [ let the depromo.exe to configure DNS for mie.
and I kind of was expecting for this error, that will be the subject of the
next article, : ' L

“ehek OK on'_ the error for now.,

aetive directory installation should start mstalling. but it won’t work -

perlect until DNS s instal]. -
LAV e Py R Wi S rrtoeew Riva i E] TR WA w5

This whzoaof im =orfigunig Active Dlirw Cterry Daoaaaine Sercices. Thim pn:;c---u = (e W% ,
fravtat a Fesew Tabtad e Loy wvaswresral Fgraang depamcing L1 s Grnavinorimiant ardd the DETlore -

TFat waL aolected, N
-
By AT

L

Sottunn the L, Saliey ioforyatior

Toncet : g

7 Feobooct o Sonslertioe

26474

I af_ter.awhile, you should get the "comp!etion Win.dow.
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Ay § 1 ae WA m ar ARy BTt TR T s e, f et A S
I L™ - :
o e oW TN ez e e

A Lt e L] :

click on Finish. | _
you will need to rebaot the compufer.

‘go ahead and restart the computer, and if you need to install DNS
do so after the reboot. ' -‘ o -

Tustail 2 DNS server in Windows Server 2008

Instaliation’ N _

Vou can install a. DNS server from the Control Panel or when
‘prometing a n}embér server {o a domain controller (D) (Figure A).
D L S . 26474
During the promotion, if a DNS server is not found, you wiil .

have the option of installing 1t. o
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Domain controller

W1 LS Pt Do Rasiy L e Ry Nemek .-iia.t'-..-r.-‘;'--'d TR

ity 4 i € g

Fo instalt 2 DNS server trom-the Control Panel, l?oli'b;.xf ﬂwse stéps

From the Start menu, select [ Co';ﬁm] P AT .
- - > . anel | Ad : :
100ls | Server Manager. o ot I Administ tive
Expand and click Roles (Figure B),
Choose Add Roles and follow the wiza ting. 1

I ard by sele . C
rofe (Figure C). - o 5eiecrmg._thc NS
, g;wk Install to install DNS in WihdoWs_ Server 2008: .(F- -aire

ke

26474
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rxpand and ctick Roles

Flgu re C

idn) A, W vihr = maps e =

In. all DNS

D > consule and conﬁguratwﬂ o

At o instaliing DNS, you can find the DNS Lonsok {rom Start ! All »6474
P grams | Administrative Tools | DNS Wmdows 2008 providesa

W, :nd (o help COMIEUIC DNS

W l en configur !.ﬂj: your DNS server, you must be familiar wnh lhe
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s Torward lookup zone
* Reverse lookup zone.
'+ Zonetypes

A forward lookup zone is simply a way to resolve host mumes o P
addresses. A reverse lookup zone allows a DNS server to disco r the
DNS name of the host. Basically, it is the exact opposite of a forward
lookup zone. A reverse lookup zone is not required, but it is easy to
configure and will allow for your Windows Server 2008 Server to have
full DNS functionality. ' | o -

When selecting a2 DNS zone type, you have the following options:
Active Directory (AD) Integrated, Standard Primary, and Standard
Secondary. AD Integrated stores the database information in AD and
allows for secure updates to the database file. This option will appear
only if AD is configured. If it is configured and you select this option,
AD will store and replicate your zone files. SRR

A Standard Primary zone stores the database in-a text file. This text file
can be shared with other DNS servers that store their information in a
‘text file. Finally, a Standard Secondary zone simply creates a copy of
the existing database from another DNS server. This is primarily used

- for load balancing,
To open the DNS server (:onﬁg'uratiori tool:
- 1. Select DNS from the Administrative Tools folder to 6ﬁen the

- DNS console. . : _ .
2. Highlight your computer name and choose Action | Configure a

'DNS Server' to launch the Configure DNS Server Wizard.
- 3. Click Next and choose to configure the following: forward = - © 26474
I ' “lookup zone, forward and reverse lookup zone, root hints.only = -
(Figure E). _ § ' S
4. Click Next and then click Yes to create a forward lookup zone
- (Figure F). ' IR
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5. Select the approprlatc radto button te install the desired Zonc
Type (Figure G). :

6. Click Next and type the name of the. zone you are creating.

7. Click Next and then click Yes to crcalc @ reVerse lookup zone.

8 .

8. Repeat Step 5.
9. Choosc whether you want an IPv4 or 1Pv6 Reversc Lookup
Zone (Figure H). - - : ’

10. Click’ Next and enter the mfonnatlon to- rdentify thc reverse
lookup zone (Figure I). -
I I. You can choose to crcate a new file Or use an cxtstmg DNS file
~ (Figure J). |
12.°On the Dynamic Update window, spemfy how DNS accepts
secure, nonsecure, or no dynamic updates.
13. If you. nccd 1o apply a DNS forwarder, you can app!y it on the .
_ Forwarders window. (Fi igurc K). '
14, Click Finish (Figure L).

" Figure E

R L e e e AT IT]

Configure -

26474



For download the full DIT books and Notes visit books4success.blogspot.com or contact # 0314 9626474
phone: 0945 872029

Page # 79 - | Operating System

Figure F _ .

L mgare 4 DHS Serwers Wiorard

. .

Forward lookup zone

-Figﬁrc G

AT A narh Yot o eyl

LS ai L

Desired zone - : S
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I_PV4 or [I'vo

Tlgurc 1

Bl Phcivie Foiiiras Wl r et

Choose new or existing DNS file

26474
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~ Finish

Managing DNS records : : :

_ YC}:[: have now installed and confi gured your first DNS servér. and
you're ready to add records to the, zone(s) you created. There z;re

. varwous types of DNS records available. Many of them you will ﬁe :
use. We'll be looking at these commonly used DNS records: -

. Stnrr'ofm-rthority (’S'OA) :
* Name Servers '
-+ Host(A) _
~®. Pointer (PTR) o S .
»  Canonical Name (CNAME) or Alias - - .- . - _
- - S - 26474

* - Mail Exchange (MX)- ~ S
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“Start of Authority (SOA) record -

The Start of Authority (SCA) resource record is always {irst in any

standard zone. The Start of Authority (SOA) tab allows you to make

aity adjustments necessary, You cdn change the primary server that -
holds the SOA record, and you can change the person responsible for

managing the SOA. Finally, one of the most important features of
Windows 2000 is that you can change your DNS server configuration

without deiet ing your zones and having 1o re-create the wheel (Figure M).

Figu re M

1

1.“-"’11'-»?:!-&"‘_.'1"!:‘2}:.. e

Change configuration

Name Servers _ :
Name Servers specify ali NAME SETVErs for a partlcular domain’ You set

up all primary and secondary name servers through this record.
To create a Name._'Scrvcr, follow these steps:

P Su.lcct DNS from ﬂu, Admimstratwc Tools folucr 10 Opul the
DNS console.

2. Expand the Forward Lookup Zone. .
3. Right-click on the appropriate domain and choose Propertes
(Figure N). | - o
4. Select the Name Servers tab and cllck Add. = - 26474

5. ‘Enter the appropriate FQDN Server name and IP address Ofth
DNS server you want to add. : :
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Figure : o - B : ' N
e ' '
[~

OFE Im AeEvesrme Lmln_.p Zm
rel LIl l:mddumﬂ me

Name Server

Host (A) records: o

A Host (A) record maps a host name to an 1P address. These records

help you casily identify another server in a forw: ard Iookup zone. Host
records improve qucry performance in multiple-zone environments,

and you-can also create a Pointer (PTR) record at the same time. A PTR -
record resolves an IP address to a host name.

To create.a Host record:

I. Select DNS from the Admmmrwrwe Toois folder to- open the
~ DNS console. .

 Expand the Forward Lookup 7one and CIIC]( on thc folder
representing your domain. :

- From the Action menu, select New Host. . :

4. Enter the Name and IP Address of the host you are. creatm;__,
(Figure O). : :

Select the Create Associated Pointer (Pl R) Record check box
if you want to create the PTR record at Ihe same trme
Otherwise, you can.create it later. '

6. Click the Add llost button.

2

L)

i
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Figure O

L Lt D

A Host ) record

Pumtur (PTR) rccords : :
A Pointer (PTR) recoid creales the appmprmte entry in the reverse
lookup zone for reverse queries. As you saw in Figure H; you have the
option of creating a PTR record when creating a Host record. If you did
not choose to create your PTR record at that time, you can uo it at any
pomt
To create a PTR record:
. Select DNS from the Admimstlatwc Tools foldcl to open the
~ DNSconsole. '

- 2. Choose thic reverse iooi\up zonc whcl‘e }c}u want you; PR
record created. : '
5. From the Actlon meny, sclect I\ew Pointer (Figure l’)
4. Enter the Host [P Number and Host Name.
5. Click OI\
Figure 3 e p

Wl o Bk =k R W B el el

26474
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,Cammki.ca! Name -(CNAME) or  Alias t_‘ec'm;'ds
A Canonical Name (CNAME) or Alias record ailows a DNS server to
have multiple names for a single host. For example, an Alias record can

“have several records that point to a single server in your environment.

This is a common approach if you have both your Web server and your
mail server running on the same machine. - |

To create 2 DNS Alias:

1. Select DNS from the Administrative Tools folder to open the
DNS console. - | o

2. Expand the Forward Lookup Zone and highlight the folder
representing your domain, -

- From the Action menu, select New Alias.

4. Enter your Alias Name (Figure Q).

5. Enter the fully qualified domain name (FQDN).

6. Click OK.

e

M;lil E_P_(.C_'hfl nge ( M.X) records

Mail [ixchange records hé!.p you .idénlify maii servers within a zone in
your DNS database. With this feature, vou can prioritize which mail

26474
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servers will receive the hng,hcst pnornly Crcalmg MX records will hc,lp
" yqu ‘Keep track of the jocation of ali of your ma;l servers.

gen.aic a Mail Lxchangc (MX) record:

1. Sclect DNS from the Administrative Tools foldcr to opu; lhcl
DNS console.

2. Lxpand the Forward Lookup Zonc and highlight the folder
" representing yout domain. B - -
3. From the Action meiy, select New Mail Exchanger.
4 Enter the Host Or Domain (Figure R). - |
5 Enter the Mail Server and Mail Scrver Priority.
6. Click OK.
Figure | - | | R

f‘-—w “t““ﬂlﬂ r- c-ﬂ(:-s-ﬂl L
e

‘Host or Domain

' 26474
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Othcr new records

You can create many other types of records. For a complete

description, choose Action | Other New Records from the DNS console
(Figure 8). Select the record of your choice and view the descri ption.

Figure

1

M wsaynra 2= arrxl W oggrme. i

Create records fy rom the DNS console
Implement strbng passwords -

Password policies are a set of rules that can enhance the security of
your Windows SBS 2008 network. Using strong password provides an
additional layer of defense agatnst an unauthorized user gaining access -
10 Your network., S : '

To help iknplcment strong passwords, password. polices are énd_bled by,
defauit in Windows SBS 2008 during installation, You can ensure that
‘users implement strong passwords by enforcing password polices in.

your network.
~ The password policies in Windows SBS 2008 include the following:
- - S " : 26474

‘Minimum iéngth Enable this policy to determine the least number of
-characters that a password can contain. Setting a minimum length helps
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proiect your network by preventing users -from having short or blank
passwords. The default is eight characters. ' ' : '

Complexity Enable this policy to determine whether passwords must
contain different types of characters. If this policy is cnabled,
passwords cannot contain all or part of a user'’s account name, and it
must contain characters from three of the following four categorics:
"« _English uppercase characters (A through Z)
"« English lowercase characters (a through zy
» Numerals (0 through 9) o _
o Non-alphanumeric characters (such as, $, # %)

Maximum age Enable this policy to determine the period of time (in |
days) that a password can be used before the system requires that the .
user change it. The defauit is 180 days. o -

Educale users

- After implementing strong password policies, educate users about
. strong and weak passwords. Ask users to treat their password as they
would private information, such as a credit card personal identification
“number (PIN). ' ' : '

Following are typical guidchines for creating a strong password, When
implemented, they provide protection for your local network.  — |

A password _:shouid not include any of the foliowing:

o All or part of the user's account name.

«  User's name or c-mail alias. - - |

» Namec of the user's child, parent, spouse/partner, of friend. 26474
» Anyword foundina dictionary. _ ) R

o Old password that is reused by appending numbers.

¢ User's birth date. '

s User's phonce numbecr,
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of birth}. - : -
A strong password consists of the following;

*  Atleast eight characters, o -

o  Characters from three of the_i"ol]owing four categories:

*  Uppercase letters (A through 7) "

¢ Lowercase letters (a through z)

* Numbers (0 through 9) _ :

e -Non-alphanumeric characters (for example, !, $, #, %)

Any easily obtained personal information (for example, a city

Creating a new computer acconnt
To create a new Computer. account using the Winddws
interface I | : '

1. To open Active Directory Users and Computers, click
Start, click Control Panel. double-click Administrative
Tools, and then double-click Active Directory Users and

Computers. S .

In the console tree, right-click Computers.

[

.I Where?

* Active Directory Users *and Computers\domain
node\Computers '

o Cr. vight-click the folder in which you want to add-
the computer, - |

tud
-

Point to New, and ihen_click Computer. o 26474
. Type the computer name. | -

I
P
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Group Policy and the Active Directory

In Windows server 2008, administrators use Group Policy to
eithance and control users' desktops. To simplify the process,
| administml(}rs can create a specific desktop configuration that is
- applicd to groups of uscrs and computers.. The Windows server
2008 Active Direclory™ service enables Group Policy. The
- pohc,y information is stored in. Group Policy chjects (GPOs),
which are linked to selected Active Directory containers: sites,
domains; and organizational u_nits.(OUs).

A GPO can be used to filter Ob_}CCtS bas d on sccunty group
membership, which allows administrators to manage computers
and users in either a centralized or a. de-centralized manner. To
do this, administrators can use filtering based. on security groups
to define the scope of Group Policy management, so that Group’
Policy can be applied centrally at the domain level, or in a
decentralized manner at the OU level, and can then be filtered
again by sceurity groups. Admnustralms can use Sccurlty groups
in Group POI!L}’ to: -

. Fxllc.r the scopc of a GPO. This dt.ﬁnes whh,h groups of
users and computers a GPO aﬂc,cls _

» Delegate control of a GPO. There are two zllspc.cis' to
“managing and delegating Group. Policy: managing the
proup policy links and mahaging who can create and edit

GPOs.

S S B 26474
I Administrators use the Group Policy Microsoft Management
Console (MMC) snap-in to manage policy settings. Group Policy
includes various fcatures for managing these policy settings. In
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addition, third parties can extend. Group Policy to host other
- policy settings. The data generated by Group Policy is stored in a
Group Policy object (GPO), which is replicated in al domain
controllers within a single domain. o o

The Group Pd,li'cy- snap-in includes several MMC snap-in |
extensions, which constitute the main nodes in the Group Policy
-snap-in. The extensions are as follows: -

* Administrative templates. These include registry-based
Group Policy, which you use to mandate registry settings
that govern the behavior and appearance of the desktop,

Cincluding  the operating  syster components and -
~ applications, - S
* Security settings. You use the Security Settings
~ extension to Set security options for computers and users
~Within the scope of a Group Policy object, You can define
local computer, domain, and network security settings, .

* Software installation You can use the Software

Installation snap-in to centrally manage software in your
- organization. You can assign and publish software to
users and assign software to computers, o

* Scripts. You can use SCripts to automate computer startup |
and shutdown and user logon and logoff. You can use any
language supported by Windows Script Host, These
Include the Microsoff Visual Basic® development system,
Scripting Edition (VBScript); JavaScript; PER{.; and MS- -

~ DOS®-style batch fijes (batand .cmd). - o

* - Remote Installation Services.  You uge - Remote

- Installation Services (RIS) to contro] the behavior of the

~ Remote Operating - System Installation feature ag
S displayed to client computers, R -

26474
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« Internct Explorer ‘maintenance. You use Interncl
Explorer - Maintenance top manage and customize
Microsoft® Internet Explorer on Windows server 2008-
based computers. . o

« Folder redirection. You use Folder Redircction 10
redirect. Windows server 2008 special folders from their

* default user profile jocation to an alternate location on the

network. These special folders include My Documents,

- Application Data, Desktop, and the Start Menu. |

‘igure 1 below shows how Group Policy objects usc the Active
Sirectory hierarchy for depioying Group Policy.

| Emroeu oty Wred KR A e e

s . i
A T ————

Pt

PR T e gV AR AL AT .
B te sl At CIN T i — AT T iy P .

Figure 1: The Hicrarchy of Grodp Policy and the Active
‘Directory S | | |

Group Policy objects are linked to site, domain, and ou
containers in the Active Directory. The default order of
recedence follows the ‘hierarchical nature of the Active
Directory: sites arc first, then domains, and then each OU. A
GPO can be associated with more than one Active Directory
containier or multiple containers can be linked to a single GFO.

26474
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Lrerequisites and Initial Configuration
Prerequisites o

-~ This So ftware_Ihstallation and Maintenance doéui’nent 1s based on
- Step-by-Step to a Common Infrastructure for Windows server.
2008 Server Deployment_ | | S

Before using this guide, you need to build the common
infrastructure . ag described in the document above. Thjs
- infrastructure specifies a particular hardware and software
configuration. If you are not using the common infrastructure,
you must take this into account when using the guide. .

Group Policy Scenarios

- Note that this document does not-describe all of the possible

Group Policy scenarios. Please use this instmction set to begin to
“understand how Group- Policy works and begin to think about
how your organization might use - Group Policy to reduce its

scenarios, refer to the white papers and Windows server 2008
Server online help on Windows server 2008 Security and
Software Installation and Maintenance, which are available on
the Windows server 2008 Web site. -

Important Notes
- - 26474

events depicted in this guide are fictitious. No association with
any real company, organization, product, person, or event |s
intended or should be inferred. - - - ’
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This common infrastructure is designed for use on a private
network. The fictitious company name and DNS name used in
the common infrastructure are not registered for use on. the
Internet. Pleas¢ do mnot.use this name on a public network or

- Internet.

The Active Direciory™ service structure for. this common
infrastructure 18- designed to show how Windows server 2008
Change and Configuration Management - works . and functions

~with Active Directory. It was not designed as a model for
configuring an Active Directory service for any organization—
for such information sec the ‘Active Directory documentation.

Group Policy Snap-in Configuration

Group Policy is tied to the Active Directory service. The Group.
Policy soap-in extends the Active Directory management tools
using the ‘Microsoft Management Console (MMC) snap-in
extension mechanism. o o

The Active Directory snap'-ins_set the scope of management for
Group Policy. The most common way 10 access Group Policy is -
by using the Active Directory User and Computers snap-in, for
~ setting the scope of management to domain and organizational
units (OUs). You can also use the Active Directory Sites and
- Services snap-in to set the scope of management to a site. These
two tools can be accessed from the Administrative Tools prograin
group; the Group Policy snap-in- extension 18 enabled in both
tools. Alternatively, you ‘can create a custom MMC console, as
described in the next section. o | 26474
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Configuring a Custom Console o o
~ The examples in this document use the custom MMC co:'sole
‘that you can create by following the procedure in this section.
You need to create this custom console before attempting the
- remaining procedures in this document. | -
Note: If you want more experience building MMC consoles, run
through the procedures outlined in “Step-by-Step Guide ' to

Microsoft Man_ag'emlélit Console" .

To configure a custom console

I..'Log on to the HQ-RES-DC-01 domain controller server
as.an administrator. =~~~ - - o
Click Start, click Run, t pe mmc, and the1 click OK.
On the Console men, click Add/Rerove Smap-in.
In the Add/Remove Snap-in dialog box, click Add.
In the Add Standalone Snap-in dialog box, in the
Available standalone snap-ins list box, click - Active
. directory users and computers, and then click Add,
- 6. Double-click Active directory sites and services snap-in
from the Available standalone snap-ins listbox. -~
7. In the Available standalone snap-ins list box, double-
~ click Group Policy. I |
8. In the Select Group Policy object dialog box, Local
computer is selected under Group Policy object. Click "
- Finish to edit the local Group Policy object. Click Close
- in the Add standalone snap-in dialog box. |
- 9. In the Add/Remove Snap-in dialog box, click the
Extensions tab. Ensure that the Add all extensions check
box is checked for each primary extension added to the
I ~ MMC console (these are chec<ed by default). Click 0K, =~ 26474
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~ To save console changes | | | o
1. In the MMC console, on the Console menu, click Save.
2. In the Save As dialog box, in the File name text box, type
GPWalkthrough, and then click Save. e |

The console should appear as in Figure 2 below:

Figure 2: Group Policy MMC Console
Accessing Group Policy I : |
You can use the appropriate -Active Directory tools to access
Group Policy while focused on any site, domain, or OU. |
To open Group Policy from Active Directory Sites and
Services I - S
1. In the GPWalkthrough MMC console, in the console:
 tree, click the + next (0 Active Directory Sites and
- Services.- _ | - | __
" 2. In the console tree, right-click the site for which to access
~ Group Policy. - o -
3. Click Properties, and click Group Policy.

26474
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To op.en Group Policy from Active Directory Users and
'Computers_ o o '

I. In the. console tree in the GPWalkthrough MMC
console, click the + next to Aective Directory Users and
- Computers.. e - |
2. In the console tree, right-click either the reskit demain or
- the OU for which to access Group Policy.” |
3. Click Properties, and click Group Policy.

To access Group Policy scoped to & specific computer (or the
local computer), you must load the Group Policy snap-in into the
- MMC console namespace targeted at the specific computer (or
local computer). There are tWo major reasons for these
differences: | o . o |

~-*  Sites, domains, and OUs can have multiple GPOs linked =
~ to them; these GPOs require an intermediate property
| page to manage-them. R
* AGPOfora s'pe'ciﬁc-co:mpu-ter,, is stored on that computer
- and not in the'Ac'tiVe'Direci_ory.-_: T
S(':opin'gaDom'ai:'l_'_:.-or--_OU'. T .
To scope ‘the domain or OU, use the “GPWalkthrough MMC
console that you saved earlier.. - . e
To scope Group Policy for a domain or OU - -
L. Click Start, point ‘to Programs, click Administrative
Tools, and click GPWalkthro_ugh to open the MMC
.. console you created earlier. -~ L
2. Click the + next to Attive Directory  Users and
Computers to expand the tree. | o
I 3. Click the + next to reskit.com to expand the tree,

26474
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4, Right-click elther the domain (reskit. com) or an OU, and
click Properties.
5. Click the Group Polu:y tab as shown in Figure 3 below.

This displays a property page where the GPOs associated with
the selected Active Directory container can be managed. You use
~ this property page to add, edit, delete (or remove), and disable
GPOs: to specify. No Override options; and to change the order of
 the associated GPOs. Selecting Edit starts the Group Policy snap-
in. More information on using the Group Policy property page
and 1he'Group Policy snap-in'can be found later in this documient.

Nate: The Computers and Users containers are not or;bamzatmnal
units; therefore, you cannot apply Group Policy directly to them.
'Uburs or compulters in these containers receive policies from
GPOs scoped to the domain and site objects only. The domain
* controller container is an QU, and Group Pollcy can be applied

' dlrectlv to 1t : _

F:gure 3 Group Polscy Lmk Management

Scopmg Local or Remote Computers -

To access Group Pohcy fora local or a remote computer youadd 26474
the Group Policy snap-in to the MMC console, and focusiton a
remote or local computer Te access Group ﬂlcy for the local
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computer, use the GPWalkthroug‘l ‘console created earlier .in this
_document, and choose the Local Computer Policy node. You
can add other computers to the console namespace. by adding
another Group Policy snap-in to the GPWalkthrough console, and
clicking the Browse button when the Smect Group Policy object.
dialog bm: 1s displayed ' -

Note: Some of the Group Policy extensions are not loaded when
Group POliC)’ is run agamst a local GPO -

Creating a Group Pohcy Objcct
The Group Policy settings you create are contained in a Group

‘Policy Object (GPO) that is in turn associated with selected
Active Directory objects, such_ as  sites, domains, or
orgamzatlonal units (OUs) | L '

To creatc a Group Policy Ochct (GPO)

1. Open the GPWalkthrough M\/IC console
Click the '+ next to Active Directory. Users and .
Computers, and click the reskit.com dornain. -
3. Click the + next to Accounts to expand the tree.
4. Rzght-cllck Headquarters, and seiect Propertles from
~the context menu. -
5. In the IIeadquarters Propertles page cllok the Group
~ Policy tab. .
6." Click New, and type HQ Policy:
The Headquarters Properties page should appear as in
- Figure 4 below:
Figure 4: Head ua_rters Prope

ies'-"
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At this point you could add another GPO for the Headquarters
“QU, giving each one that you crcate a meaningful name, or you
could edit the HQ Policy GPO, ‘which starts the Group Policy
snap-in for that GPO. All Group Policy functionality is derived
from the snap-in extensions. In this exercise, all of these
extensions are enabled. It is possible—using standard MMC
* methods—to restrict the extension snap-ins that are loaded for
~ any given snap-in. For information on this capability, see the
Windows server 2008 Server Online Help for Microsoft
~ Management Console. o R S
" There is also a Group Policy that you can use to restrict the use of
- MMC snap-in extensions. To access this policy, navigate to the
System\Group Policy node under Administrative Templates. Use-
~ the Explain tab to learn more about the use of these policies.
If you have morc than one GPO associated with an Active
Directory folder, verify the GPO order; a2 GPO that is higher in
the list has the highest precedence. Note.that GPOs higher in the
list are processed last (this' is what. gives them a higher -
precedence). GPOs in the list are objects; they have context
" menus that you use to view the properties of each GPO. You can
use the context menus to obtain and modify general information
- about a GPO. This information includes Discretionary Access
Control Lists (DACLSs, which are covered in the Security Group
Filtering section of this document), and lists the other site,
" domain, or OUs to which this GPO is linked. - '
7. Click Close |
Managing Group Pelicy _ _ -
- To manage Group Policy, you need to access the context menu of
" a site, domain, or OU, select Properties, and then select the 26474
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- Group Policy tab. This displays the Group Policy Properties
- page. Please note the following: : .
* This page displays any GPOs that have been associated
~ with the currently selected site, domain, or OU. The links
are objects; they have a context menu that you can access
by right-clicking the object, (Right-clicking the white
-space displays a context menu for creating a new link,
- adding a link, or refreshing the list.) -
¢ This page also shows an ordered GPO list, with the
highest priority GPO at the top of the list. You can change
the list order by selecting a GPO and then using the Up or
- Down buttons, S -
- ¢ To associate (link) a new GPO, click the Add button.
* To edit an existing GPO in the list, select the GPO and
- click the Edit button, of just double-click the GPO. This
starts the Group Policy snap-in, which is how the GPO is
modified. This is described in more detail later in this
document. . | S L
* To permanently delete a GPO from the list, select it from
~ the list and click the Delete button. Then, when prompted, -
~select Remove the link and delete the Group Policy
object permanently. Be careful when deleting an object,
because the GPO may be associated with another site,
domain, or OU. If you want to remove a GPO from the
list, select the GPO from the links list, click Delete, and
then when prompted, select Remove the link from the
list. o ' L
» To determine what other sites, domains, or OUs are
~ associated with a given GPO, right-click' the GPO, sclect
Propertics from the context menu, and then click the

. Links tab in the GPO Properties page.
o . _ | 26474
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. The No override check column marks the selected GPO -
as one whose policies cannot be overridden by another - |
GPO.” - I

Note: You can cnable the No QOverride property on more than

~ one GPO. All GPOs that are marked as' No override will take
~ precedence over all other GPOs not marked. Of those GPOs
marked as No override, the GPO with the highest priority will be
applied after all the other similarly marked GPOs. - -

'« The Disabled check box simply disables (deactivates) the
- GPO without removing it from the list. To remove a GPO
from the list, select the GPO-from the links list, click
Delete, and then select Remove the link from the list in

 the Delete dialog box. - o

« It is also possible to disable only the User of Computer
portion of the GPO- To do this, right-click the GPO, click
Properties, click either Disable computer configuration
settings or Disable user configuration settings, and then

. click OK. These options are available on the GPO
Propertics page, on the General tab. R

"« The Block policy inheritance check boX has the effect of
 negating all GPOs that exist higher in the hierarchy.

* However, 1t cannot block any GPOs that ‘are enforced by

using the No override check box; those GPOs are always
. -applied. | - : -

Note: Policy settings contained within the tocal GPO that are not .
specifically overridden by domain-based policy settings are also
always applied. Block Policy Inheritance at any jevel will not
remove local policy. S -
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Editing a Group Policy Object

' You can use the custom console to edit a GPO. You will need
to log on to the HQ-R.ES-DC-Ol_serve‘r as an Administrator, if

“you have not already done so.

To edit a Group Policy __o_t_)j'ect (GPIO)'

1. Click Start, point to Programs, click Administrative
.~ Tools, and then select GPWalkthroiigh. .

2. Click the + next to Active Directory Users and
Computers, click the reskit.com demain, and then
click the Aecounts OU. T |

3. Right-click Headquarters, select Properties, and
then click the Group Policy tab. HO Policy in the
~Group Policy object links: list box should be
highlighted. - - S

4. Double-click the HQ Policy GPO (or click Edit).

- This opens the Group Policy snap-in focused on a GPO named
- HQ Policy, which. is linked to the OU named Headquarters. It
should appear as in Figure 5 below: = =~

I F.igue 5: HQ Policy. e e 26474
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Adding or Browsing a Group Policy Object

The Add a Group Policy Object Link dialog box shows GPOs

currently associated with domains, OUs, sites, or all GPOs

without regard to their current associations (links). The Add a

Group Policy Object Link dialog box is shown in Figure 6.
 below. | o | .

Figure 6: Add a Group Policy Object Link |
~e  GPOs are stored in each domain. The Look In drop-down
- - box allows you to select a different domain to view. '
"« In the Domains/OUs tab, the list box displays the sub-
' OUs and GPOs for the currently selected domain or OU.
* To navigate the hicrarchy, double-click a sub-OU or use
the Up one level toolbar button. &3

o ' To add a-GPO to the currently selected: domain or QU,

. gither double-click the object, or select it and click OK.
‘s Alternatively, you can create a new GPO by clicking the
- All tab, right-clicking in -the open space, and selecting
- New on the context menu, or by using the Create New
- GPO- toolbar button. S@#8The Create New GPO toolbar
_ button is only active in the All tab. To create a new GPO
and link it to a particular site, domain, or QU, use the

New button on the Group Policy Property page. o
Note: It is possible to create two or more GPOs with the
<ame name. This is by design and is because the GPOs are
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. friendly name stored in the Active Directory.
~* In the Sites tab, all GPOs associated with the selected site
are displayed. Use the drop-down list to select another
site. There is no hierarchy of sites. =~ - o
* The AH tab shows a flat list of all GPQs that are stored in
the selected domain. This is useful when you want to
select a GPO that you know by name, rather than where it
~is currently associated. This is also the only place to
create a GPO that does not have a link to a site, domain,
orOU. - ,_ DR | -
~+ To create an unlinked GPO, access the Add a Group
Policy Link dialog box from any site; domain, or QU.
Click the All tab, select the toolbar button or right-click
- the white space, and select New. Name the new GPO, and
- click Enter, and then click Cancel—do not click OK
Clicking OK links the new GPO to the current site,
“domain,  or OU. Clicking Cancel creates an unlinked

actually stored as GUIDs and the' name shown is a

Registry-based Policics | -
The user interface for regisiry-based policies is controlled by
using Administrative Template (.adm) files. These files describe
the user interface that is displayed in the Administrative
_ Templates node of the Group Policy snap-in. These files are
format-compatible with the .adm files used by the System Pelicy
Editor tool {poledit.exe) in Microsoft Windows NT 4.0 With
Windows server 2008, the available options have been expanded.
Note: Although it is possible to add any .adm file to the

I -namespace, if you use an .adm file from a previous version of 26474

Windows, the registry keys are unlikely to have an effect on

Windows server 2008, or they actually set preference settings and
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mark the registry with these seftings; that is, the registry settings
persist. L . - |
By default, only those policy settings defined in the loaded .adm
files that exist in the approved Group Policy trees are displayed;
these settings are referred to as true policies. ‘This means that the
Group Policy snap-in does not display any items described in the
.adm file that set registry keys outside of the Group Policy trees;
“such items are referred to as Group Policy preferences. The
approved Group Policy trees are: |
\Software\Policies o -
~\Software\Microso-ft\Windows\CurrentVersion\Policies o
A Group Policy called Enforce Show Policies Only is available -
in User Configuration\Administrative Templates, under ‘the
System\Group Policy nodes. If you set this policy to Enabled,
the Show policics only command is turned on and administrators
cannot turn it off, and the Group Policy snap-in displays only true
 policies. If you set this policy to Disabled or Not configured, the
‘Show policies only command is turned on by default; however,
you can view preferences by turning off the Show policies only
command. To view preferences, you must tumn off the Show
policies only command, which you access by selecting the
Administrative Templates node-  (under - either User
Configuration or Computer Configuration nodes), and then
clicking the View menu on the Group Policy console and clearing
the Show policies only check box. Note that it is not possibie for
 the selected state for this policy to persist; that is, there is no
preference for this policy setting. L
In Group Policy, preferences -are indicated by a red icon to
. distinguish them from true policics, which are indicated by a blue
jcon. - . A _ -
Use of non-policies within the Group Policy infrastructure is 26474
strongly discouraged because of the persistent registry settings
behavior mentioned previously. To set registry policies on
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Windows NT 4.0, and Windows 95 and Windows 98 clients; use
the Windows NT 4.0 System Policy Editor tool, Poledit.exe.

By default the System.adm, Inetres.adm, and Conf.adm files are
loaded and present this namespace as shown in Figure 7 below:

.H,ih'
i

-~ At -
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Figure 7: User Configuration

= The .adm files inciude the_following settings:
¢« Systemi,adm: Operating system settings
* Inetres.adm: Internet Explorer restrictions R

% Conf.adm: NetMeeting settings .
Adding Administrative Templates
The .adm file consists of a hierarchy of categories and
subcategories that together define how options are organized
in the Group Policy user.interface. - . - :
To add administrative templates (.adm files) |
L Inthe Group Policy console double-click  Active
Dircctory Users and Compaters, select the domain or
OU for which you Want to set policy, click Properties,
e 1 : | 26474
- and then click Group Policy. S : )
I -+ 2. In the Group Policy properties page, select the Group
Policy Object you want to edit from the Group Policy
- objects links list, and click Edit to open the Group Policy
snap-in. -
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.3, Inthe Group Policy console, click the plus sign {+) next.
to either User Configuration “or Cemputer
Configuration. The .adm file defines which of these

- locations the policy is displayed in, so it doesn't matter
- which node you choose. | o

4. Right-click Administrative Templates, and select
Add/Remove Templates. This shows a list of the

currently active templates files for this Active Directory.

- container. R S S

5. Click Add. This shows 4 list of the available .adm files in
the %systemroot¥e\in{ directory of the computer where
Group Policy is being run. You can choose an .adm file

" from another location. Once chosen, the .adm file 1S
| copied into the GPO. |
‘To set registry-based settings using administrative

templates I _

{. In the GPWalkthrough console, double-click Active
Directory Users and Computers, double-click the

 reskit.com domain, double-click Accounts, right-click:

" the Headquarters OU, and then click Properties. |

2. Inthe Headquarters Properties dialog box, click Greup

~ Policy. - B . .

1 Double-click the HQ Policy GPO from the Group Policy

~ ‘object links list to edit the HQ Policy GPO.

4. In the Group Policy console, - under the User
Conﬁguration-node, click the plus sign (+) next 10
Administrative Templates. - |

5. Click Start Menu & Taskbar. Note that the details pane
‘shows all the policies as Not configured. |

6. In the details pane, double-click the Remove Run menu 5647,
from Start menu policy. This displays a dialog box for

~ the policy as shown in Figure 8 below. o
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Figure 8: Remove Run menu from Start Menu
7. In the Remove Run menu from Start menu dialog box, -
click Enabled. | . .
- Note the Previous Policy and Next Policy buttons in the
~ dialog box. You can use these buttons to navigate the
details pane to set the state of other policies. You can also
leave the dialog box open and click another policy in the
detalls pane of the Group Policy snap-in. After the details
pane has the focus, you can use the Up and Down arrow -
keys on the keyboard and press Enter to quickly browse
‘through the. settings (or Explain tabs) for each policy in
the selected node. : - S
8. Click OK. Note the change in state in the Setting column,
in the details pane. This change is immediate; it has been
saved to the GPO. If you are in a replicated domain
- controller (DC) environment, this action sets 4 flag that
- triggers areplication cycle, - - |
If you log on to a workstation in the reskit.com domain with a
‘user from the Headquarters OU, you will note that the: Run
menu has been removed. o o o
e - LS s 26474
- At this point, you may want to experiment with the o¢ther
I - available policies. Look at the text in the Explain tab for
~ information about each policy.. | B
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You can set up scrlpts to Tun when users log on or log olf o

‘when | the system sfarts up or shuts down. All scr:pts arc Windows

Script Host (WSH)- -enabled.’ As. such they may include Java

_ .SCI‘lplS or VB Scripts, as well as .bat. and cmd files. Links to

" ‘more information on the Wmdows Script Host are located in tho
, More lnformatlon section at the end of this document

Settlng up a Logon Scrlpt

- Use ‘Llus proccdurc to add a scnpt that 1uns whcn a user loos on.

| Notc This pro'ccdure uses the WclcochOOO jS bcript described

1] Appcndlx A of this document, which includes instructions for

 creating and saving. the script file. Before performing the

- procedure for setting up logon scripts, you need to create the

Welcorne2000.js- bcnpt l1lc and copy it to ‘the HQ-RES-DC-01
domam controller | | |

To set up logon scrlpts L

| l.' ln the GPWalkthroubh console doublc Clle' Active

S Dlrectory Users - and Computers,_ Tlght-CIICk the -
reskit.com domain, cllck Propertles and then chck
Group Policy.

" 2. In the Group Policy properties page, select thc ‘Default
Domain Policy GPO - from the Group Policy objects
links hst and chck Edlt 10 opcn the Group Pollcy snap--

Coam
3 In the Group Pollcy snap-in; under User- Conﬁguratnon |
_ S e v eattinoe and then click the

126474
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In the deta:ls pane double click. Logon

The Logon Properttes dlalog box. dtsplays the list
of scripts that run when affected users log on. This
is an ordered list, with the script that is to run first
~ appearing at the top of the list. You can change the .
order by selectmg a scnpt and then usmg the Up -

 or Down buttons. - o

s To add a new script t0 the llSt cltck fite Add .

- button. This displays the Add a Scnpt dialog box.
-'Browsmg from this dialog allows you to spet:tfv _
“the “name. of an existing script located in the

- current GPO or to browse to another location and
- select it for use in this GPO. The script file miist
be aCCCSSIble to the user at logon or it does not
. ‘run. Scripts in the current. GPO are. automahcal]} a
~available to the user, You- can create a new script’
by rtght-cltckmg the' empty space and selectmg' o
~ New, then selecting anew file. -
Note: If the View Folder Options. for thts folder -
~are set to Hide file extensions - for known file
types, the file may have an unwantcd cxtensmn |
~ that prevents. it from being run. . |
= To edit the name or the parameters of an emstmg"f
- script in the list; select it and click the Edit. button.
~~ This button does not allow the script itself to ‘be
~edited. That can be donc through the Show Files
-~ button.
~+ Toremove a scnpt from the ltst select it and chck'
~ Remove. - L
7 e The Show Files button dtSpiays an Explorer view
- of the scripts for the GPO. This allows qguiek . 26474
I | ~access to these files or to the plﬁce to copy support
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~ files to if the script files require them. If you
change a script file name from this location, you
~must also use the Edlt button to change the file
_name, or the script cannot execute. .
4. Chck on the Start menu, click ngrams, cllck
* Accessories, click Windows Explorer, navigate to the
Welcome2000.js file (use Appendix A to create the file),
- and then right-click the file and select Copy. |
5. Close Windows Explorer. '
6. In the Logon Properties dialog box, cl:ck the Show Files
button, and paste the Welcome2000.js script into the
- default file location. It should appear as in Figure Y

below

. Figure -_ . :
7 Close the Logon wmdow

" _-8 Click the Add button in the Logon Prnperhes dxalog
- box. - A . y
:’9 _Inthe Add h'scril'jt dialog ibox click Bfowse and then in.
- the Browsc dlalog box double-chck the Welcome2000 is
file. | o |
10 Cllck Open . -
-11 In the Add a Scnpt dlalog box, chck O'L (no script

para_metcrs are needed), and then click OK again. - —"
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You can then iogon te a client workstation that has a user in
the Headquarters OU, and verify that the script is run when
. the user iogs on. - S ) -

- Setting Up a Logoff or Computer Startup or Shutdown

- Script o S _ > ' : '

You can use the same procedure outlined in the preceding section
to set up scripts that run when a user logs off or when 2 compitter
starts up or is shut down. For logoff scripts, you would select
Logoff in step 4. - - - :

Other Script Considerations - |
By default, Group Policy scripts that run in a command window
(such as .bat or .cmd files) run hidden, and legacy scripts (those
defined in the user object) are by default visible as they are
processed (as was the case for Windows NT 4.0), although there

is a-Group Policy that allows this visibility to be changed. The
policy for users is called Run logon scripts visible or Run logoff
scripts  visible, © and  is accessed in- the User

~ Configuration\Administrative ~ Templates - node, under .

- System\Logon/Logoff. For computers, the policy is Run startup
scripts  visible: and can be accessed in the Computer
Configuration\Administrative - Templates node, under
System\Logon. .
http://techn'et.micr_osoﬂ.com/en_—us/libral_'y/bb7423-76.asbx -
mainSection#mainSection - - S

~Security G'i'oup-Fi_lteriﬁg |

~ You can refine the effects of any GPO by modifying the
- computer or user membership in a security group. To do this, you
use the Security tab to set Discretionary Access Control  Lists 26474
I (DACLs) for the properties of a GPO. DACLs are used for
performance. reasons, the details of which are contained in the
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- Group. Pohcy techmcal paper reterenced earher in this docum nb.
. This feature allows for tremendous ﬂGXIblht}’ in dcmgnmg and
icploymg, GPOs and the pohcma they contain. | -

By default ail GPOS affect all 1 u:,ers and machllles"that are -
contained in the linked site, domain, or OU. By using DACLs,
the effect of any GPO can be modified to exclude or mciude the
members of any beuunty group. -

You can modlfy a DACL usxng the standard Wmdows server
2008 Security tab, which is accessed from-the Properties page
- of any GPO | .

To access a GPO Propertles page from the Grcup
- Paiscy Propertles page of a Domam, or GU |

1. In the GPWalkthrough conbole double click Actwe-
o -‘,Dlrectory Users and Computers, double-click the
" reskit.com domain, doublé-click Accounts, right- -click
~the Headquarters OU, and then click Properties.
- 2. In the Headquarters Prapertles dialog, chck Group
" U Policy.
j“ng,ht-chck the HQ Pollcy GPO from the Group Policy
Ob]ect Lmks list, and select Propcrtles from the come*(t
| - men. = T
40 In the Propcrtlcs page chck the Security tab. This
_ displays the standarﬁ'Secunty pmpemcs page. | |
-~ You will sec security. groups. ‘and users bascd on the
ff_:"Common Infrastructure "For more information, see the
" Windows_ server 2008 step-by-step gulde A Common
__i';_'_"lnf.rastructure “for - Change and Conﬁguration
.+ Management. Make sure that you have completed the
_"appropnate stepa in, that documcnt b-efore contmumg - 26474

s
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i

In the Security property page, click Add.
6. In the Select Users, Computers, and Groups dialog box,
+ . select the Management group from the list, click Add,
~ and click OK to close the dialog. . R
. 7. In the Security tab of the HQ Policy Properties page,
- select the Management group, and view the permissions.
By default, only the Read Access Control Entry (ACE) is .
- set to Allow for the Management group. This means that
the members of the Management group do not have this
~ GPO applied to them unless they are also members - of
another group (by default, they are also- Authenticated
Users) that has the Apply Group Policy ACE selected.
At this point, everyone in the Authenticated Users group
“has this GPO applied, regardless of having added the
‘Management group to the list, as shown in Figure 10°
below.. S

~l

: Figure 10: Authenticated Users | )

- 8 Configure the GPO so that it applies to the members of i
the Management group only. Select Allow for the Apply
Group Policy ACE for the Management group, and then
remove the Allow Group Policy ACE - from the

I S _Authenticated Users group.. 26474
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" By changing the ACEs that are applied to different
groups, administrators can customize how a GPO affects
the users or computers that are subject to that GPO. Write

- access is required for modifications to be made; Read and -
Allow Group Policy ACEs are required for a policy to
affect a group (for the policy to apply to the group).
Use the Deny ACE with caution. A Deny ACE setting for
any group has precedence over any Allew ACE givento a

~ user or computer because of membership in another
group. Details of this interaction may be found in the
Windows server 2008 Server online Help by searching on

- Security Group. | | o
Figure 11 below shows an- example of the security
settings that allow everyone to be affected by this GPO.

_ except the members of the Management group, who were
' expli¢itly denied permission 10 the GPO by setting the
Apply Group Policy ACE to Deny. Note that if
 'member of the Management group  were also a member of

" a group that had an explicit Allow setting for the Apply
Group Policy ACE, the Deny would take precedence and
the GPO would not affect the user. | -

26474
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- Figure 11: Security Settings
Variations on the above may include: I _
-+ Adding additionai. GPOs with different sets of policies
~and having them apply only to groups other than the
Management group, - o
* Creating another group with members of the ‘existing
- groups in them, and then using those groups as fiiters
for a GPO. R S -

Note: You can use these same types of "s_ecur.ity options with tﬁe_
Logon scripts you set up in the preceding section. You ¢an set a |
script to run only for members of a -particular group or for

everyone except the members of a specific group,.

Security group ﬁlte_ring-has_ two functions: the first is to modify
which group is affected by a particular GPO, and the second is to
delegate which group of administrators can modify the contents
of the GPQO by restricting Full Control. to a limited set of
administrators (by a group). This is recommended because jt

I - limits the chance of multiple administrators making changes at
any one time. ‘ A |

26474
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CThe Block mhcrxtance 'and T‘Eo mcvrme features allow vou 10 .
L ave control over the default mhemancc rules. In this procedure
you set up a GPO in the Accounts OU, which apphcs by default
{o the users (and computers) in thc Hcadquarters Production and

| Malketmg OUb

-

You then estabhsh another GPO in the Accounts OU and setitas
No overrlde These seitings apply to the children OUs, even 1f_
yourset up a contrary setting mna uPO scoped to that OU

‘{ou then use thc Bi()dm rhcrnance featurc to prevent Group'
- poiicics set in a parent sile, domain, or OU (m ~this case, the

ﬁ\ccoums OU) from being apphcd 10 thc Production OL

A descnpuon of how 10 dxsabie pOl'U(}ﬂb of a GPO to improve
pcxfolmermc 1S also mciudcd - |

Settmg Up the Enwronment B

_You must first - set up the envrronnient f_or: the
procedures in thls 'section. - :

| To set up the GPO enwronment

" 1. Open the saved MMC GP cmsole GPWalkthrough and the
- openthe ‘Active Directory User and Computers node. =
24 Double-chck the resklt com domam and then doubll

| click the Accounts OU..

3. Right-click the Accounts OU, and select Propertles fro
the context meny, and click the Group. Policy tab.CH
MNew 1o create a new GPO called Default User Policies.

4 Chck New 0 creatc a new GPO called Enforced User Pohclcs
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Select the _E’nfbrﬁéd"Users \Policies GPO, and click the
Up button to move it to the top of the list. The Enforced

. Users Policies GPO should have the highest precedence.
Note that this step only- serves . to .demonstrate - the

- functionality of the Up button; an enforced GPO always
takes precedence over those that are not enforced, -
Select the No override setting for the -Enforced User

Policies GPO by;double—clicking the No override column
or using the Options button. The Accounts Properties
page should now appear as in Fi gure 12 below: §

MACCHMT G Frofaenbue
o "

"t

F igurc 12: Enforced User Policies

Double-click the Enforced User Policies GPO to start the

Group Policy snap-in.

. In the Group _Poli’cy snap"—im unde-r"U‘s'e-r- Configuration,

click Administrative Templates, click System, and then

~click Logon/Logoff. o |
In the details pane, double-click the Disable Task

Manager policy, click Enabled in the Disable Task

- mxr

26474
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on the policy, click the Explaih tab. Note that the 'Sétti.ng
is now Enabled as in Figure 13 below.~ | R

" Figure 13: Task Manager _ S
10. Click the Close button to exit the Group Policy snap-in.
11. In the Accounts Properties dialog box, on the Group
Policy tab, double-click the Default User Policies GPO
from the Group Policy objects links list. .
12. In the Group Policy snap-in, in the User Configuration
‘node, under Administrative “Templates, click the
Desktop node, click the Active Desktop folder, and then
double-click the Disable Active Desktop policy on the
details pane. -~ R |
13. Click Enabled, click OK, and click Close.

14. In the Accounts Properties dialog box, click Cl‘ose.'

You can now log on to.a client workstation as any user in any of the
OUs under the Accounts. OU. Note that you canfot fun the Task
Manager—the tab is unavailable from both CTRLASHIFTHESC and
CTRLAALT+DEL. In addition, the Active Desktop cannot be enabled.
When you right-click on Desktop and selcct Properties, you will see
~ that the Web tab is missing. : - Co
' As an cxtra step, you can reverse the sefting of the Disable Task °*7*
Manager policy in a GPO that is linked to any of the child OUs of the
Accounts OU (Headquarters, Production, Marketing). To do’ this,
chance the radio button for.that policy. : | ' .
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Note: Dm’nsg this has no effect while the Enforced User Policies GPO is
enabled in the Accounts OU : ) : '

Disabling Portions of a GPO

Because these GPOs are used solely for user configuration, the
computer portion of the GPO can be turned off, Doing so reduces the -

. computer startup time, because the Computer GPOs do not have 1o be

_ e'va!uated-to_detenn_ine if any policies exist. In this procedure, no

computers are affected by these GPOg, Therefore, disabling a portion’
of the GPO has no immediate benefii. However, since these GPOs
could later be finked to a different QU that may include computers, you
may want to disable the computer side of these GPQs. 8

To disable the Computer portion of 2 GPG

- 1. Open the saved MMC console GPWalkthrough, and then
double-click the Aective Directory User and Computers node;

2. Double-click the reskit.com domain. B

3. Right-click the Accounts QU, select Properties from the
context menu, and click the Group Policy tab. __ |

- 4. In the Accounts Properties dialog -box, click the -Group'
- Policy tab, right-click the Enforced User Policies GPO, and
select Properties.

5. In the Enforced User Policies Properties dialog box, select
the Genmeral tab, and then select. the Disable computer
configuration settings check box. In the Confirm Disable
dialeg box click Yes. _ o - .
Note that the General properties . page includes two check
boxes for disabling a portion of the GPO. |

6. "Repeat steps 4 and 5 for the Default Users Policies GPO. - . S647a

I - Blocking Inheritance

You can block inheritance so that one GPO does not inherit
policy from another GPO in  the v b a g
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| nheritence, only thosc sctlings in the Enforced User Policies
affect the users. in this OU. This is simpler than reversing each
‘individual policy in a GPO scoped at this Ou. |

To block inheritance of Group Policy for the Production oU

1. Open the saved MMC console GPWalkthrouéh, and then
-~ double-click the Active Directory User and Computers
~ npode. - o | o
5 Double-click the reskit.com dgmain, and then doubic-
click the Accounts OU. - R
Right-click the Production OU, select Properties from
~ the context menu, and then click the Group Policy tab.
4. Scicct the Block policy inheritance check box, and click
OK. o -

L)

" To verify that inherited scilings are now blocked, you can logon
as any user in the Production OU. Notice that the Web tab is
present in the Display setting properties page. Also, note that the
task manager is stili disabled, as it was set to No Override in the
parent’OU. - | " |

Link’ing o] 'G'-?O to Multiple Sites, Domains, and OUs

‘This scction demonstrates how you can link a GPO to more than

~ one container (site, domais, or QU) in the Active . Directory.
Depending on the exact OU configuration, you can use other
methods to achieve similar Group Policy cffects; for example, .
you can use security group filtering or ycu can block inheritance. 26474
In some ¢ases. however, those methods do not have the desired
affects. Whenever you need 10 explicitly state which sites,

s or OUs need the same set of policics, use the method
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To link a GPO_t_o mulﬁple sites, doinains, and OUs

1.

Open the saved MMé_C’onsole 'GPWaIk'through-,' and then

~double-click the Active Directory User and Computers

Ly

node.

Accounts QU | |
Right-click the Headquarters OU, select Properties

 tab.

-8
Next y
Y

In the Héadqu-arters' Properties dialog box, on the

Group Policy tab; click New to create g new GPO named
Linked Policies. - .
Select the Linked Policies GPO, and click the Edit
button. " | :

- In the Group Policy Snap-in, in the User Configuration
node, under 'Administrative"Temp’late‘s ~node, click

Control Panel, and then click Display.

. On the details Ppane, click - the Disal@é-(:hanging_
Wallpaper policy, and then click Enabled in the. Disable

Changing Wallpaper dialog box and click QK.

Click Close to exit the Group Policy snap-in,

In the Headquarters Properties page, click Ciose.

ou will link the Linked Policies GPO to another QU.

In the GPWa!kthrough console, double-click the Active

Directory User and Computers node, double-ciick the |

‘reskit.com domain, and then double-click the Accounts

QUL -

Right-click the Productio

Double-click the reskit.con domain, and double-click the

from the context menu, and then click the Group Policy |

n OU, click Px-"operties;\bn the
context menu, and then click the Group P‘gy._cy tab on the
. Production Proper@ies-dialog box. - S

26474
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3 Click the Add button, or right-click the blark area of thie

| Group Policy objects links list, and. select. Add on the

© context menu. | o |

4 In the Add a Group Policy ‘Object Link dialog box,

click the down arrow on the Look in boX, and select the

Accounts.reskit.com OUL | ,' : "

Double-click the }ieadquarters.Accounts._reskit.mm

OU from the Domains, OUs, and linked Group Policy
objects list. . | |
6. Click the Linked Policies GPO, and then click GK.

U

You have now linked a single GPO to two OUs. Changes made
to the GPO in cither location result in a change for both OUs.
You can test this by changing some policies in the Linked
Policies GPO, and then logging onto a client in each of the
affected OUs, Headquarters and Production. | |

Lodpback _P}mces_S%ngf N

This seciion demonstraics how to use the loopback processing
poiicy to enable a differen’ set of user type Group Foliciss based
on the Computer being loiged onto. This policy iz useful when
you need to have user type policies applied to users of specific |
computers. There are two methods for doing this. Cne allows for
the policics applied to ihie user to be processed, but to also apply
user policices based on the somputer that the uscr has logged onto.
The second methed dees not apply the user's seitings based on
where the user object is, but only processes the policies based on
the computer's list of GPOs, Details on this method can be found

in the Group Policy white paper referred to earhier.
o | 26474
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~ To use the Loopback processing policy

1.

)

L)

LA

Next, veu will set several User Configuration policies by using

In the GPWalkthrough console, double-click the Active

Directory User and-Computers node, double-click the

- reskit.com domain, and then double-lick the. Resources

Right-click the Desktop OU, elick Properties on the
context menu, and then click the Group Policy tab on the
Desktop Properties dialog box, |
Click New 1o create a new GPO named Leopback
Policies. . | | |

Select the Loopback Policies GPO, and elick Edit.

In the Group Policy snap-in, under the Computer

- Configuration node, click Administrative Templates,

click System, and then click Group Policy. |
In the details pane, doubie—click the User Group Policy
loopback processing mode policy. | - i

Click Enabled in the User Group Policy loopback

processing mode dialog box, select Replace in the Mode
drop-down box, and then click OK to exit the property
page. |

the Next Policy navigation buttons.in the policy dialog boxes.

1

.3

—
Wy

1.

In the Group Policy ' snap-in, under the, User
Configuration node, click Administrative Templates,
and clv k Start Menu & Taskbar. - o |

In the dewils pane, double-click the Remove user's

- fomezjs from the Start menu policy, and then click

Enabled in the Remove user’s folders from the Start
menu dialog box. o .

Clizk Apply to apply the policy, and click the Next
Policy button to go on to the next policy, Disable and

~ remove links to Windows update.

26474
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4. In the Dlsable and Remove Lmks to Windows Update
_dialog box, click Enabled, chck Apply, and then cllck the
Next Policy button.

5. In each of the following policies dialog boxes set the

; state of the pohcxes as 1nd1cated on the list below:
2 R LY Wﬂﬂwﬂﬂlﬁlﬁ :

s"etting S

Remove common program QFOUPS from Enabled

Start Menu
Remove Documents from Start Menu Enabled
'; Dlsable programs on Settmgs Menu \};_Enabled

Remove : Network & . Dlal up::;_ Enabled
'_ Connect:ons from Start menu. - - T

'5 Remove Favontes Menu frorn Start Enabled
menu - ' L

| Remove Search Menu from Start menu ‘Enabled

o Remove Help Menu from Start menu. éna_bled
| '..Remove Run Menu from Start menu - _.En_ab'led
': Add Logoff on the Start Menu j _ - -Enabled.
' Disable LOQo.ff on the Start Menu | l\lot -_ |

- configured
| Dlsable and remove- the Shut Down r'_ Not .

3: command A . conﬁgured '

. Dlsable drag- -and-drop context rnen'us' :f_ Enabled
on the Start Menu | - - 26474

Dlsable changes to Taskbar and Start Enabled |
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L .- - : 1
t

| Menu Settrngs

TN T U U '“‘“rfl |_____ ........ —— _H

Drsable Context menus for the taskbar Enabled ‘

e ..__,..J =

| Do not keep .h:story of recently opened Enabled -
.documents o . R _ _l '

- —— T et e s e s — U

;Clear h[story of recently Opened Enabled
~documents on exit - o _ i

6. Click OK when you have set the Iast pollcy from the llst
in step 5. .

7. In the Gr_'oup Policy console tree, navigate to the
Desktops . node under . User -
Configuration\Administrative Templates, and set
the following pollc:|es to Enabled .

Enabled

- Hlde Remove My Documents from Start Menu !
Hide My Network Places :con on desktop _ i Enabied
: Hnde Internet Explorer icon on desktop o Enabled

P g ety e

.;PrOhlblt user from changlng My Documents Enabled !
i path |

.r P e o e e g e Y iy

_i, Disable addmg, draggmg, droppmg ‘and closmg Enabled
e the Taskbars toolbars : .

B Dlsable adJustlng desktop l:oolbars | - B ! Enabled
) | Don t save settings at exit .. ’ Enabled L e
I -8 Cllck OK when you have set the Iast pol_loy" from the list

R

1n step 7
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9. In the Group Policy’ console tree, navigate to the Active
Desktop node ‘under User
CohﬁguratiOn\Admmlstrative Templates\Deskteps, set

~ the Disablé Active Desktop pollcy to Enabled, and then
click OK.

10. In the Group Pohuy console tree, nawgate to the Control
Panel node under User Configuration\Administrative -

Templates, click the Add/Remove Programs node,
: double-click the Dlsablc Add/Remove Programs pohcyg
set it to Enabled, and then click OK.

11.In thc Gmup Policy console tree, nawgate to the Control

- Pane] node under User Configuratio\Administrative
“Templates, click the Display node, double click the
Disable display in control panel pohcy, set it to
- Enabled, and then click OK. | :
12. In the Group Policy snap-in, click Close.
13, In the Dcsktops Properties dlalog box, chck Ciose

- At thls pmnt -all users who log on 110 computers in the Desktops
'OU have no policies that would normally be applied to them;
instead, they have the user policies set in the Loopback Policies
GPO.“You may want to use the procedures outlined in the section
on Security Group Filtering to restrict this behavior to specific
groups of computers or you may wa.nt lo move some computers
“to another OU -

-For the follawmg cxample a secunty g:,roup called No Loopback
is created. To do this, use the Active Directory Users and

| 'Cﬁmputers snap-in, chck the Groups container, click New, and
create thls global sccurlty gmup

126474
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In this example, compuiers that are in the No-Leopback security
- Broup are excluded from this loopback policy, if the following =
steps are taken: L '

I. In the GPWalkthrough console, double-click Active
Dircctery  Users and Computers, double-click
reskit.com, double-click Resourees, right-click Desktop,
and then select Properties. ' | -
in the Deskiop Properties dialog box, click Group

- Policy, right-click the Loopback Pelicies GPO, and then
select Properties. EE "

In the Loopback Pelicies Properties page, * click
Security, and select Allow for the Apply Group Policy
ACE for the Authenticated Users group. o .

4. Add the No Loopback group to the Name list. To do this,

click Add, select the No Loopback group, and click OK,

1o

B

5. Select Deny for the Apply Group Pelicy ACE for the No
- Loopback group, and click oK. -

6. Click OK in the Loopback Policies Properties page.

7. Click Close in the Desktop Properties dialog box

8. In the GPWalkthrough console, click Save on the

Console menu.
- Other Group Policy Scenarios

Now that you familiar with the methodologies for administrating

~ Group Policy, you may want to set up sompe security policies,
perform some software installation ang maintenance, and redirect

- Some user folders-—such as the My Documents folder. These
topics are covered in detail in the following s'tep-by-steﬁ guides,

I - available on the Windows server 2008 ServersWeb site- 26474
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« Deploying Security Policies |

« - Software Installation and Maintenance |
¢ User Data and Setiings Management ’ )
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HISTORY OF LINUX

in August !991 A student from university of Helsinki in
Finland began a post to the Comp.os.minix, news group with word «
Hello. every body out there using minix, I am doing a free operating.
System (Just a hobby, won’t be big and professional like GNU) for
386(486) at colons. Name Linus Torvalds,”
The hobbv he 5poke of eventual!v become what we know today LINUX

At that time UNIX and other -operating systems was costly then:

PC hardware. While versions of UNIX have Jong been available for

_PC’s. Thcy never had the grace of power of operating system available

for mini computers, mainframes and today ‘servers. This lack of

‘accessing ultimately give birth to LINUX as a means to make a UNIX
like operating system available on wide spread basis. '

' Today’s - Linux was developed  with the assistance of
programiner’s word wide; Linus Torvalds still retains control of evolvmg
“core of Linux operating, system the Kemel..0000000 |
“In march 1992, version | 0 of the Kemel was first official release of .

Linux.
MAIN. FEATURES AND .ADVANTAGES OF LINUX
_Lmux system ‘ "_;_:many salient features for example
1) MULTITASKING CAPABILITY o |
~ Full multitasking and 32:bit support. Linux, is a real mu!tltaskmg system '
. allowing multiple users to run many programs on the same system at’
once. :

2) - MULTIUSER CAPABILITY :
Multmser operating - system permns several users 10 use' the same
computer to carry out their computmg _jobs. can' run programs, access
I files and print-documents-at the same time. o S 26474
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3)  SYSIEM PORTABILITY o
Linux has this outstanding featurc that it is not written ‘for specific
hardware platforms. It can be ported to another system {installation)
without the need to make any major, changes. -
$) = SYSTEMSECURITY =
Several levels of security exist i Linux. . |
First leve! is system security is A login is simply the name that YOuU
supply to Linux to identify yourself to the opcrating system. Linux
kecps track of which names are permitted to log in or access the
system, and only allows valid users to have access. - -

a- Another level of sccurity is when it comes to accessing filcs.
Three permissions "Read, Write and Execute”-can be assigned by the
owner of the file to each of his files. All of these permissions car be
individually either granted or denicd to all the users of the system. -

b- Third level of security aliows users 10 encryptdata files on the
disk so that cven if someonc manage to access then he can't make much sense of
i S | - .
5. LINUX APPLICATION

2. Text and word processing application -
in addition o commercial word processing software’s such as Word
perfect, star office, applixware, Linux offers powerful tools for editing
text files and progessing text in an automated fashion. '

b. Programming Languages - T .
There is a wide varicty of programming and scripting languages &
tools available for Linux | o S

c. Internet tools : : : : .
In addition- to- supporting Well-Known software such as Netscape
Communicator and-Mosaie, Linux provide wide verity of internet
software and full range of software needed to creale  internet SCrvices
such as Web Server, Mall Server plus  complete network support 1o
connect to the internet via Local network or suc. m

d. Databases - -
Linux  provide robust platform for running client server database
apolication such as free database mSQL and postgre available for 26474
| inux also commercial database such as Oraclc, Svbase and [nformix
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6.  DOS and Window compatibility 4
Linux can run DOS software with a high degree of stability and
compatibility and offers severa] approaches to run Windows software,

- Wabi,Wine,VM ware | |

7. Linux is free Software _
Linux kernel and most of the applications written for Linux are
available for free on the Internet, often with no restriction on the
copying and redistribution of the sofiware. -
8, Virtual memory and shared libraries, .
Linux can use a portion of your hard drive as virtual memaory,

expanding your total amount of available RAM. Linux also implements

shared itbraries, allowing programs that use standard subroutines to

find the code for these subroutines in the libraries at runtime. This

saves a large amount of space on your system; o o

9. Linux supports (aimost) all of the features of commercial

versioens of UNIX, ' ' : '

In fact, some of the features found in Linux may not be available on

other proprietary UNIX systems |

18.GNU software seppor ((Free Software’s), .

Linux supports a wide range of free software written by the GNU

Project, including utilities such as the GNU C and C++ compiler, gawk,

groff, and so on. Many of the essential system utilities used by Linux

are GNU software | N :

11. Built-in support for networkin » multitasking, and other features

12. X Windows Svstem. The X Window convert text hase Linux to

graphics Operating system A complete version of the X Window
~ System, known as XFree$6, is avaiiabie for Linux. The X Window
- System is a very powerful graphics interface, supporting many
“applications : . -

26474
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Hardware Requirement : S - o
You can run an entire system from a single, high'-density 5.25-inch
floppy. but Hardware requirement depends upon Linux software &
accessories selection. ' -

| Component | Minimum___ - L Good Pc_ I
| Processor _ : 386 - Pentium 133 - |
RAM 4MB 32 64 MB
{Harddisk —isoMB -~ |IGB
! Display VGA, Mouse, |- _' - -
|CD-ROMEte -

2

| STRUCTURE OF THE LINUX SYSTEM

—» | Users. o
s Modes| | S Utility,
o Programme .
' Sheil, Editors, Compiler
etc |
Standard Library
Open, Close, Read, Write, format
 Kemel Mode |—» cte. —
Lo b Linux Operating System .
v | Process = Management ~ Memory
' | Management, |
{ /0 Management etc. -
Hardware B _ R
CPU, RAM, Disk, Terminal etc. - ]

L _u_x Tools and Applications: . | . |
Tyie outermost layer of the Linux operating system ‘is its tools and .

- applications. These tools can be - voked from the command line itself and 26474
“help perform the;day-to-day as wellas complex tasks of the systemt.
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The Shell: o | _ |
It is the command interpreter of the operating system. It accepts
- commands from users and analyses and interprets these commands.
The Linux Kernel: o o |
It is the core of the system. It controls all the tasks, schgdules ali the
“processes and carries out all the crucial functions of the operating system,
All operating systems have a kerne! that contains thousands of routines to
carry out the numerous tasks that the operating systen has to handle. The .
major duties of the kernel are as under: S
i)To keep track of the programs that are executing _
iAll processor time to each and also decide when one program
stops and another starts, . B ' = :
| tiD)It also handles exchange of informatich between computer and
its terminals, tape drives and printers. : -
- LINUX FILE SYSTEM | . o .
~ To store data in a computer system so that you can retrieve it at
- some time in the future, you place it in a file in the file system and give
- the file a filename so that you can reference it again later on. Files are,
‘stored on magnetic disk and hence continue to exist even if the computer
1s switched off and also set permission on it -
Linux distinguishes three types of files in its file system —
An ordinary file has no internal structure imposed-on it by the system - it
is simply a séquence of characters. o o
A directory file stores information about other files and directories. This
‘cnables Linux to organize its - file system into a hierarchy of files and
directories,. o ,
The special files are the input/output devices attached to a particular
computer system. - - o _ L
Important Directories in the Linux File System :
Most of the directories that hold Linux system files arc "standard.""
some of the most important directories on your Linux system. R
/" This is the root directory. It holds the actual Linux program, as
well as subdirectories. Do not store your own files here. .
: S - . . - . 26474
/home  This directory holds users' home directories. After logging to
I . the system this is PWD for a user ' '
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/oin  This directory holds many of the basic Linux programs. bin
stands for binaries, files that are executable and that hold text only
computers could understand. . - | |
msr This directory holds many other user-oriented direciories. Like
~ games, help files o B |
‘dev  Linux treats everything as a file! The /dev directory holds
devices. These are special files that serve as gateways. 10 physical
computer components. For instance, if yeu copy to /dev/fdo, you're
sctually sending data to the system's floppy disk. Your terminal 1s one.
of the /dev/tty files. Partitions on the hard drive are of the form
/dev/nd0. Even the system's memory is a device! T
- fusr/sbin This directory holds system administration fiies. If you
do an Is -1, you scc that you must be ihe owner, root, to run thesc
Somimands. | o | . o
/sbin This directory holds sysiem files ‘that are usually rua -
automatically by the Linux system.. I |
/et This directory and its su't)dira?,f::torilesf hold many of the Linux
configuration files, These files are usually text, and they can be edited
1o change the system's configuration . . |
File and Directories: . -

A file as a container of information. Once information is stored in a file, it
will remain therc until it is changed or the file ic removed from the
osysiem. ' _ | S . -
4 Linux aflows filenames 1o he up to 256 characters jong. These.
characters can be lower- and uppercase lesters, numbers, and other

 characiers, usually the dash (-} the underscore { ), and the dot ().
DIRECTORY - o o
A dircetory is simply a {ite that comains the names of other files and
ularmation about how to fecute them. There is no limit imposed by Linux
on the number of fevels of sub-dircciorizs that may be created by-a uscr.
HOME DIRECTORY: C - |
Whenever a new user is created in the Linux system to use Linux, a
directory is created for that uscy which has a uniaue nar:e. This directory

" is called the home directory When you Jogin successfully, Linux makes
your home duectory the current dircetory and you are then ready to begin

26474
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your session. You can create, modtfy and delete f; Ees- you can also make _
- and remove sub-directories. | :
Fa%e naming Rules:

i3 A tilename must be 1 to "Sﬁ characters long, |
2} All characters are legal except (/) wh:ch is used for %epamtmv
d;rectcry leveis and files.
3 S*}accs and tabs must be quoted if used as a part of Hiename
Aveid usmg following characters: : :

D R N } S

/ a E ; v oo < =

space - Tab  Esc  Ctrl-characters

A () at the beginning of a filename hides it from Is command,
Upper and lower case chara¢ters are intérpreted differently. TMP
is dl ferent from tmp. S

6 Do not use following at beginning of filename:

-+ - =

LA

L S

W ildeards:
*1t matches any string g wx{h #ero or more ch wnracters.

? t matches any single character, o |

[cnamcnwsj It matches any one of the charaticr enclo osed in { ]cI-cZ will
“match characters ¢l through ¢2 | - |
[icharaciers] It matches any one of ¢t u”f“lms not erfﬂ!mcd in{].
" Examples using wildeards: .
is *.db It displays all files endzﬂg with .db

1

2. s [0-97* It displays ali files beginning with a number -
3. is [10-97* At displays all files not beginring with a number |
4 Is *Jbdfz] 3t displays al! {iles ending with characters b, d,
or g- - ' '

LAy T

Is I(m*}it displays all files not beginning with m

The Shell:

It s the com'nand nterpreter of the operaiing svstem. I accepls 26474
I commands from users and analyses and inter prets these commangs, Most

of the Linux commands are executable O programs. Shell interprats user

u:mnmmd and starts exccuiing appropriate exccutable file. It then request
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kernel 1o carry out actual transfer of data which {inally leads to output that
is displayed on the screen of the terminal. Shell acts as middle man
beiween kernel and user of the operating system. These shells are mainly
used with Linux: - . B

1)  Bourne Shell (sh)y:
. This is one of the most widely used shells in the Linux world. It

was developed by Steve Bourne of AT&T Bell Laboratories in the late
1970's. It is the primary Linux command interpreter and comes along with
every Unix system. It introduced many sheli concepts such as the ability
" to test program for “success of failure status, allows for sophist-iﬁ:atc_d
scripting (Programming) but lack of features such as history list and
command ling editing. The prompt used by the Bourne sheil in the Linux
installation is shown by a ($) doltar sign. |
2} C Sheil (Csh): A S
The C shell was developed by Bill Joy at the University ol
California at Berkeley. The C shell is the. default sheil in the Berkeley
version of Unix. It has a few principal advantages over the Bourne shell.
| () A history mechanism: The C shell remembers the
commands that the user types and allows him to recall them without
having to retype them. | o -
~ Aliasing: The C shcll permits you to call frequently used cormmands by
your own formulated abbreviations. This is a type of "macro” facility that
is available at the command line. ' S
~ Arithinetic calculation and comparison testing can be performed by the
- shell itself. o S |
3)  Korn Shell (Ksh): | | o -
Developed by David Ko at AT&T, this shell was designed to be much
bigger than the Boume shell .and includes several features that make it
more superiot. 1t ‘ncludes all the enhancement of C shell like command
history and aliasing and offcrs a few more features itself which makes 1t
more efficient than the Boume shetl.
4) ‘Bourne Again Shell (Bash)
it is the most common shell4nstatied with Linux Distribution. It is based 26474
on Bourne Shell and provides additional feature set including command
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- line editing . a history list and filename completion and allow to write
- sophisticated shell scripts using Boume Sh il ke syntax
 What is Distribution? S TR -
Distribution is different sets of applications, utilities, tools and drivers
modules are built on same versions of Kemnel (the heart of the |
Operating System), can include and can offer different installation and
upgrade programes to case management of the system. - -

- As. windows 98 or Windows NT defines the complete set of windows
utilities applications, and drivers that Microsoft ships. There is no room_
for variation in any application, drivers or Utility | o
But Linux has opened the door to different flavors of Linux meet -
differed need. On the same Kemel version they allow to add are
remove applications, derivers and wtility and allow to redistribute their
product. Hence each product are called Disttibution o

- Following are the different types of Distributions.

- L RedHat S -
Red Hat Linux distribution from Red Hat Sofiwaje (www.redhat.com)
has emerged as the favorite Linux distribution for most users. Red Hat
- gained fame for its 100ls for instaliation and upgrading the operating
system. it introduce GNOME Desktop. some feature are Improve.
nstallation. improved = Administration Tools like LinuxConfig,
- Xconfigurator, GNOME Desktop environment for X Windows,
~improved performance features fike Symmetrical Muhtiprocessing and
offer different RAID Techniques. : S : v

2. Slack ware - . - o
Betore Red Hat Linux come 10 fame, slack ware was the distribution to
beat but still & popuiar distribution and fou:ad on (www.slackware.com)
the distribution - offers the full Range of expected utilities. tools,
applications. including X iindows, development toofs such as GNU
~ vompuiers Full Java Support and Java SDK for Linux: It can be 26474
I - downloaded Walnut Greek FTP site ( fip.cdram com) R ;
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. 3 Debmn
.chldl'l has no. commercnal orbamzatlon backing it. It is producecl by a
1eam of volunleers. Debian offer more: than 1000 software packages-
and publluzcd their bugs on ‘website (Www. debian, org) il is otfer frcc'
- dlstrsbutmn rcdlsn ibution nbhl avallable source code.

w

4, _Caldem apen. Lmu\. o '
- This distribution can be downloaded at no cost from Cdldera chbltt at
(RIWW.C calerasystems.com). 1t include K deskiop environment and non
commnier reial Star office for Linux, Word Perfect 6 for Linux Ncmaru '

:.upport and hccm.c of Dl{-DOS for Dos wmpaublhty

lnatallmg Lmux( Rulhat ) _ -
Step by blcp guide to msmllmg R‘edh-at_

Scrcm 1 It you have booiu.d your sysiem with the Redhat
installation media or are installing by 'NES you will see e

Ru.dh.n welcome sereen. Prc::s gnlfer lor ll'lbld" in ;,raphlcal mod«. |
Screen 2 Press e V] - |
Sereen 3 for language sn,h.ct English

~ Sereen 4 Keyboard ty pe. Choose US lmernatmnui

"Sereen 5 Mouse type. Sclu.t your mouse lype here and, if you
are going o use this system as & dcsktop cnablc ihL emuluze 3 3
hutions check box.

" Sercen 6 instailation type. Choose Ctistom

- Sereen 7, Disk Partitioning. ! Choose Manually with D:sk D: md
'icreen 8 DlSl\ Suup Dclcu. all emslmb partitions. (WARNING
ALL Data currcntly on the d:sk is crased!) Depc.ndmg? on your
nca.ds create new partmons for ‘simplicity, creating two

| pamtiou:. one for usc as Swap w hlch [ make twice as Jarge as the
amount. of phybu i1 RAM and onc lor all other data callc.,d a root
‘pdlllll()n Here's how; .
Seleet jrew then-enter the 1ollowmg into the pop-up box;

file system type swap

26474
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size (2x RAM) e.g. 64
then OK S
then: | ..

Sclect mew. . ;...

IR

EEISE SL TR PETN RIS ST ) S PO
enter the following into the pop-up box:
Mount Point /.~ |
File system type EXT3 . .. . =
and click-the Fill 10 maximum allowable size checkbox
then click OK o

You should now have two visible partitions, called /dev/hdaland
/dev/hda2 underneath the /dev/hda éntry, One will be type EX73
and one will be type swap, Y P S

- At this stage we have finished configuring partitions. Click nevi
to go to the next screen. | - -

Screen 9 Boot Loader. Grub is the preferred boot loader and the
default options are suitable, so nothing needs to be changed here.
Click pext. . .. - e L
Sereen 10 Network configuration. You will see 4 list of your

- network interfaces (such as etht)). Configure cach one to suit your
own physical network requirements, . S |
here we don't use DHCP lor-wired machines so we select 1o

~“configure mantadly and ¢nter the [P information in the box
provided. ... ... . J O L
Note that your wireless card probably has not been detected by

this stage. Don't worry we'll configire it later, ©- .
Sereen 11 Firewall configuration’ If you intend'to run NoCat. -~ |
-~ your entries here-will be superseded by the NoCat configuration . Jeara
process. For the purpose of the/initail configuration, select . -
I Medium sceurity level and ETHD as a trusted device. Allow
[ncoming;ﬁ:_s'sﬁ.:;}f‘_ T T -
Sereen' 12 Additional Language Support. Select Othet [an guage
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- from the list and uncheck English (USA) | - |
Screen 13 Time zone. Click on the map of pakistan to set the .

~ time zone. R | S

- Sereen 14 Root password. This screen is where we set the -

. password for the super-user.Create a root password that you will
remember. Click OK then Next o - .
Screen 15 Authentication Configuration. The default settings

don't need to be changed. Click Next. -

" Screen 16 Package selection. The packages you chose here will

" depend on what you want 10 do with your system, so the

* recommendations we - ake below are guidelines. Anything that
you omit here but need later can be installed at a later stage. Here
it is section by section; - -

In Editors Emacs can be removed and vim-enhanced can be
added | | | 3 -
In Graphical Internet evolution. gaim, mozilla-mail, pan and
" xchat can be removed. | o : .
In Ofﬁcell’roductivity_mrpraject and openoffice canbe
removed. . o S
In Sound and Video Any selected packages in this section can
be removed... S ' .
 In Graphies gimp, gimp-data-extrkts, gitkam, sane-fronfends,
vsane and xsare-gimp can be removed. |
[n Server Configuration Tools select all of the GUl
configuration tools you require for the various scrvices you "
intend to have on the box. You may find redhat-config-bind,
redhat-config-htipd. redhat-config-network and redhat-config-
ervicesuseful. | ST
In Web server select.all that are applicable for your situation if

ek carver in addition toran

26474
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Access Point. For use with NoCat you will need mod _perland.
mod_ssl - S s
In Network Servers-Select all of the services you wish to run.
For our Access Point we nced ZEBRA and DHCP cipe, pxe, rsh-
server, talk-server, telnet-server and ypserv can be removed,
In Administrgtion Tools select all of the GUI config tools that
you think you require. They are safe to install even if youdon't
end up using them. | | | T
In System Tools amanda, ethereal, ethereal-gnome, rmap and

- nmap-froni-end are useful and can be installed and we will use
shapecfg in appendix C for configuring bandwidth management,
Click next to being the actual RedHat installation. The install |
process will begin by formatting the new partitions and installing -
the various packages required for a functioning Linux system. .
The installation should take approximately 25 minutes. At the -
end of this process, configure the X display system for your -
hardware if required. It is a good idea to turn off Graphical login -
type at this point. You will be presented with the option to create
a bootdisk once the install is complete. It is a good idea to do s0. -

Turning off unnecessary services - L
One last job remains: after you have logged into your system and
are satisfied that it is working correctly, we'll turn off some of the
 plethora of services that Redhat has enabled. Some of theée - - .
Services we will enable later but in the mean time they are using .
system resources unnecessarily and taking time to load when the
 system boots, both of which are inconvenient while we are
‘building and testing our new system, -
-You can manually turn off services by re-naming {files in the
/ete/re.d/ heirarchy, but Redhat has a menu diiven system called
simply serup that is easier to use. Access it with this command; _
D Rl i - - -

| | Gacsesoint oot s

LA

-, .
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" A menu will come up Scroil down to Syslem services and press
enter 10 select it You will see’a list of services, those with an -
asterix are cnabled Disable the followmg, servmes by hlgh-
lighting the asterix and pressm;, the Space bar | -

“anacron Scheduling dacmon - S
apmd Power management daemon

“atd Scehduling daemon eeih

“autofs Automounting of remote hlesystems

~ cups Unix print daemon =~

gpm Consolc. mouse support dat.mon

isdnisdn .. = - :

_lptdbles Firewalling -

kudzu Hardware maintenance daemon

netfs Renote file system mounter dacmon

nfslock Network File System dacmon

“pemcia PCMCIA monitor dacmon

- portmap RPC control dacmon |
rhnsd Redhat update dacmon

3 sendmail Mai! server dacmon
xinetd TCP/IP services super—dacmon

“This leaves us with only these services enabled: ¢rond, keytable,

" network, random, rawdevices, sgi_ fam, sshd, syslog, s and xfs
which will make the systecm more responsive. Note that xfs, the X

~font scrver, can bc dlsablcd as w\cll 1t },ou havc no mlc.ntxon ot

_ runmn& X. ' L

" Reboot and test
You may tike to reboot your :,)su,m now 1o mukc sure that it

© comes back up OK Rcboot with llus command

L

{root@accesspomt raot]# shutdown -r now

Once ),our :.} stem comes buck up and you rc: SalISllCd lhai 11 is 26474
' (unctlomnu nominally, ' '
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Lmux Fn..E s‘tsﬂ-:u MANAGEMENT

badblveks
cfd;sk
debug fs
df
dasfsck
du
_ dnmp

dumpe2fs

e2fsck
e2label
exportfs
Tdisk
fdlormat
- feck
.' hdphﬁ_ll
| mkfs
ko fy

m.k-swa_p
Mount

rdey

ruunqy
"'i“-n'lt"
rcsmrc
st'll'dprm '
_ snapnﬂ'{s,i
I s.u.apon(ﬂ}._
T
tunelfs
...g.mn-u_'nf

Used to activate a suap parmmn
- Forcesall um\rmcn biscks in. thc buff’er cache to be written o disk.

Uscd to scarch a dISA or. pamtmn for badb!ucks
Snm!ar 1o f‘dlsk but with a nicer mtcrface

_' Alluws direct acccss to fi lesystems data structure.
' Shows the dnsk free space On one or more fi fesystems

ChecI\ and repair MS- Dos fi icsystems

_ Shows how much d:sk space a directory and ail its f' les contam

Used o bacl. up an ext2 filesystem, Comp]emem is réstore.

Dump fi ilesystem : superb!@ck and blocks gmup mformat:_on:'_Ex;
dumpc"fs /devfhda‘? - o

Check a Lmu'c sccond c\lendcd hIe system.

Change lhe labef on zdn exi? fite < System,

Used io set up file evslcms to export for nfs (nemork hlc sharlnﬂ)
Used to i IX of create partitions on a I‘ard drive,

Formats a floppy disk | |

Uised to add-new blocks to a: hlc systenn. Must no' be’ run on a mounn
uh, slem. _ _ o R
(e tr’qcl-h{trd disk geometry. pammetcr‘; cylinders, hcads setlors
Inttializes a 1 Anux file system T his is a front. cnd lhaLrum a scpar'lrn
program depcndmt- onthe file system’s lvpc h :

Cre: e a Li nw\ s mnd c\{endcﬂ file qwtem

Sets up a Linu SWap areaon a de\ ‘ice.or file,

Used to-mount 4 lslcwttcm (omp{cmcnl is uMount,

Query/ser unauc root devic », swap device, RAM disk size oi’ viiea
maode, What t!u‘s does is co fo the dcwce conlamm: the root fi Hesys.or
into-the kenel # mragﬂ-_specmed ' R
Same as. dump o

. Runate maﬂlap.; pmtncol module
A sed to Testofe an e\!” f' Icwstcm

Set ﬂopp\ dnvc paramcters
Used to. dc-acuvate a swm pamtmn

Adjust. lunahlc files svs:em paramcten OR. scg.nnd cwicndcd f‘ lesvstem:
Hitmounts a filecveran, /... 1
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Creating a User Account

‘When you first started your Red Hat Enterprise Linux sysiem
afiter installation, you were given the opportunity fo create one or
morc user accounts using the Setup Agent. If you did not create
at leasi one account (not including the root account) you should
do so now. You shiould avoid working in the root account for

daily tasks. I o o

| There are two ways (o creale new and/or additional user
accounts: using the graphical User Manzger application or from
‘a shell prompt. - e B

To create a user account graphically using the Uscr Manager: -

l. Seclect Applications (thc main menu on the panel) =>
. System Settings => Users & Graups from the panel.
' You can also start the User Manager by typing redhat-
. config-users at a shell prompt. - R
-2, 1f you are not logged in as root, you will be prompicd for

'your root password. _ o |
3. The window shown in Figurc 1-1 6 will appear. Click Add

wh . S e =a o .

|.,,_'-__I.,.. —
: e {7

";'j-,;:ﬁﬂ- w-m}ﬂﬂ-w—l_-—-".— .
- B =& . R o

L]

. ; A Myt re———
- :

- 26474
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F’gmrz 1-16. The Red Hat User Manager

4. In the Create New User dgalog box, enter a username
. (this can be an abbreviation or nickname), the full name
| of the user for whom this account is bcing created, and a
- password (which you will enter a second time for
verification). The name of this user's home directory and
 the name of the login shell should appear by default. For
most users, you can accept the defaults for the other
configuration options. Refer to the Red Hat Enterprise,
Limee System Administration Guide for dctalls about
.. additional options.
- 5. Click OK. The new user will appear in the user !1st
sngnalmg thal thc uscr account creation is complctc

" To create a user account from a shell prompt:

L Open a shell prompt -
2. If you are not logged i in as Toot. tvpe the command su -
and enter the root password. -
Type useradd followed by a space and the username for
the new account you are creating at the command line (for
example. useradd jsmith). Press [Enter]. Often, usernames
_are variations on the user's nare, such as ;smllh for John
Smith. User account names can be anything from the
uscr's name, initials, or bmhplace to somcthmg more
creative. .
4. Type passwd followed by a space and the username agam
(for example, passwd jsmirh).
At the New password pmmpt cntera password for the
ncw user and press [Enter].

I . 6., Atthe Retype new password: prompt, enter the same

'..u!

_ :J!

fis 26474

" password to cnnr rm vour sclecuon
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 flow o add a new user in Redhat

7+ Toadd a user and set up the dircctories you want that user 1o -
have, usc the useradd command. By default, this will add a user
and create a home dxru,tory ior thal user, Wthh wxll be located in
fhome. - -
E“XAMPLE /usr/sbm/useradd youmame wﬂl create the user
yourname, and make the directory /home/youmame |
Sct the password for the new user by running passwd Thxs will
give the user a password and activate the account.
EXAMPLE: /usr!hm/pdsswd yaurmmw You wnil bc promptcd
twice for a password. -
NOTE: If vou want useradd lo create more dctdult directories
than just /home/newuser. you can-add them to :ctc/skci Anythmg

“you add to this dircclory w ill be crcatcd when you add anew

_USCr.
EXAMPLL: mkdir /ctc/skcvw vw will add a dlrcclox y called
WWW Lo the skel dir. Now whenever you run useradd to creatc a
new user, it will also create a WWwW dlrcuory in the new users
home dll‘C(.IOl‘V : .
There are also some options for uscradd you can add if you msh
such as changing where the. users home dm.ctory \wll be or
~which :,kthun dxrculor) touse -

26474
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 LINUX COMMANDS

clear Command: _ _ B : :
~The external clear command clears your terminal screen if possible.
$ clearand press <Bnter> - e -
the tefminat screen is cieared and the shell prompt § appears at'the top of
the screen. - ST - S

pwil Co_r_n_mand:

pwd command displays the full path of your present working directory,
Present working dircctory is your current working directory. The format
of the command is- - o R o
$ pud '

ed Command: - o . S
he intermal ed command changes your current working directory. ed lets
Youdothe following: - - e

- “change working dircctory

- change to last previous working dircctory _ .
- usc a string substityte in the current path 1o change to a similar

directory path o .
- The general format of the command is:
$ chdir/ed - T R
$ od [directory] _ o
$ ed.. The present working directory is changed to previous working
directory. ' - ' : R

-ikdir Command: _ _ . :
The external mkdir command makes 2 new directory. You can pags
muhiple arguments to mkdir, Each arguricin is-used *by *mkdir ‘as‘ the
name of a new directory to create. e L e R R
The gencral format 61 mkdir command is |
-$ mkdir [~ mode] f-p) directory fist -
' A .

Options: : S _ 56474
Cosmmode Mode to use for new directories. This allows you to
I - spectly what mode ali of new directories will havk w eri theyare tiedted:
. o oL S Tty -71.].:' e £ LR LN P

4



For download the full ]
ull DIT books and Notes visit books4success.blogspot.com or contact #
phone: 0945 872029 ct# 03149626474

Page # 150  QOperating System

P Parent directory creator. If you specify a pathname fo -
crcate a new directory and the parent directories do not exist, mkdir will
creale them as nceded. S ' B
Note: " You must have write permission for the directory when
_you are creating new subdirectories. If no.write permission is available,
you will not be able to-create new directories. [ | |
Examples: S o - .
(1y  To. create a subdirectory - called misc which has another
-~ subdirectory named miscl ' ) : -
$ mkdir misc misc/miscl

ymdir Command: o -
| The external omdir command removes a directory- The directory must be
andir is a safe way to perform “directory removal than using rm -
command. It checks the directory for existence of files and subdirectories.
1fany exists, rmdir complaints and exits without removing the directory. . -
The peneral format of rmdir 15 ' SR :
$ nndir [-ps] directory_list
or $ ma -r directory list
Options: | . | :
-p Removes empty directorics specified in the directory path. Name
of cach directory is displayed on standard outpul as it is removed.
'~ Directorics (hat are not rcmoved arc displayed on standard error. '
C.g:  Suppress any messages produced. Both standard output and
ctandard crror arc suppressed. S
Examples: | . o
- $ nndir misc/miscl misc 5 L -
| " To check whether the directories misc and misc/miscl are .
. removed usc the following command to list the directory ~
The exicrinal cat command reads cach file in the argument list and -
~ displays the data to the standard output. It can read data from files or from
~ standard input. Kt only writes io the standard output. By, using shell re-
 dircction capabilities cat can be uscd 10 combine. multiple files into one Sea7a

¥

.
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large file that is why it.is called concatenate. Some of the uses of cat
command are as under: - o - - :
- - Display contents of ASCII fjles.
- - Make a copy of a file. |
- Combine multiple files into one file.
- Copy input from your keyboard to afile. |
- ‘Send output to a pipe used for multiple file input.
- - Combine input from’ screen and a file into one output stream: -
General format of the cat command s L o
cat /-] [-su) {~v [-et]] file_list
Options: . - o
- - :Read from standard input, treated as one input file. -
- -5::Error messages for non-existent files are suppressed.
v Prints non-printing characters in visible form. Control characters
e.g., Control-X is printed as ~X. : o ' ' '
€. Printa$signto represent new-line character.

-t Printa ~ (Control-I) in place of tabs. o

Sile Tist: ~ One or.more files in sequential order and write 10
standard output. If no argument is specified cat reads from standard input.
Examples; -

(1Y $cat myfile

- Todisplayafile S | I

(2) % cat mylist yourlist hislist -To display multiple files

(3) $ cat originalfile > newfile -To copy afile "

‘4 - Secatfilel file2 file3 > file123 - Combining multiple files
- (5) $cat> newfile - Creating a file from keyboard :
{ here youtype whatever you like and at the end press Cirl-D}

[N

Is command: . -
Is command is used to d isplay files and directories names. The format of 26474
Is command is: o o B |
I - $lis{options) [filesnames or wild cords)
. Some of the essestial options are: o
- lists alf files, Including hidden files starting form «”
-d: displays data about dircetories. )
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e long Ilst i" Ies and dlrectorles

4: . listsfile in order of last modification time. _
-R:  recursively lists files in all subdirectories.. e
I displays files in reverse aiphabettcal order of' fi lenamcs

-U. Sort entries by the last access time . g '
X . Sort hlcs by file extension in alphabctical ordcr :

my command: : : _
“The external mv command moves a tllc from_an exlsnng locanon to a
new location, It is also used as the rename command to change the name
of a file. It has three formats: :
- renameafilewitha new hlename __ : :
- move one or more files to reside under a diffcrem d:reclory
~ . rename a directory wilh a new directory name
. General format of the mv formatis: - =
$ mv [~if] filename new_filename
$ mv [-if] filename directory .
S [-ff old cf:recmry new. d:recfory

, Ognons | |
. f: " Force the move to occur. Response "’Yes is assumed and move is

performed.

-i Commands runs in mtemcuve mode if destmatlon file. already-

exists, mv prompts you with the filename followed by a question mark

(7). If you respond with "Y' or 'Yes, move is performed Any olher_
_ response will cause mv to sklp to next move. :

| _Emmgics

(1) Displa) the list of ﬁles in the current dlrectory
$lsx S
caller filel f ]e2 . db - letters

Now uscmv command to renane the file ﬁle" as stuff
$ mv file2 stuff

‘Now display the list of files o o |
$ Is -x o o 26474

caller  fi fe db o letters stuff

-
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The external cp.command copies a file, It reads. the contents of a file and

creates a new file or overwrites an- existing file. There are two basic

forimats of cp that allow you to: e e
- copy one file to‘another fi e ..
- copy multiple files to a directory R
.=~ copy input from your keyboard 1o a ile
- copy a file to your terminal - '

Generai format of the cp comrﬁa'nd-_is
__ B ep [ip] source file dest_file
$cp fipr] source file_list dest -
- directory o
S cp [-ip] source_directory -
- dest_directory ... . . S
- First format copies one ordinary file to a new file. Second format will
- copy one or.more files to-a specific directory. Third format allows you'to
copy an entire directory structure to anew directory. '
- Interactive confirmation is required.- You are prompted if an
existing file is overwritten. If 'Y’ or "Yes' i given in response, copy is
performed otherwise not.” R I
p: . Preserve the characteristics. of the source file. Copy the contents,
modification times ‘and ‘permission modes of the source file to the
destination file. o S -
- Recursively copy any source directorics. If'a directory is given as
the source file, then all of its files ard subdirectorics are copied. The
destination must be a directory. L C

5

Examples: :

(1, $op l'-_e'!tcr_' icﬁcr.bak #makeabackupccopy of'ﬁ'lé'-_-létrén
2) . $epletter Stemp o copy letter to temp working 26474

(3) Sep /dév/tty__.nole .#'_cs:')pf_y,, mput from
| ~ . keyboardto file note:.... . -
{4 Scpfhilel swff # copy filel to file stuff

I directory .
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(5)  Scpealendar letters _#copyﬁietalcndarmdimyléﬁﬁs |

rm command: - - - - _
The external m command removes (deletcs) files or directories.
The general format of the mm command is L
$ rm [fi] file list o
- $ ym [-fir] directory list [file_list]
Options: | o o . "
§-  Forces the removal of all files listed. Does not check whether file
is write-protected or not. Does not prompt for confirmation. If diwectory is
- write-protected, files arc peverremoved. | -
iz Interactive file removal. Response is awaited.
T Recursively removes files and directories. Al files are removed
from each directory. Each directory is then rersoved. If a file is write-
protected, then rm prompts you for confirmation to remove the file.

Examples: R
() Smmswff # to remove a file named stuff
(2) $Smm-riletes o
~ lettersfcaiendar ? y
fetters/filel 2y
Aetiers ? .

press Return not to delcte letiers directory. .

morc/page Command: -~ o _
" The extemal more command ailows you to vicw a fiic on your torminal.

It Iets you viéw one screen of textal a time. The page command performs
the same function as more but with a different screcn control. The screcn
is cleared before each full screen of text 1s displayed. -
"The gencral format of the more command is
$ more [-option} [+lincnum] [file_lisi]

or  Spage[-option] [+inenum] {filc_fist] - | . 26474
Options: - - i - |
£ Do, not fold long lines. Count Jogical lines instcad of

e Ui Nawmmrallv mane rencales liiiL‘$ loneer thanthe SCITEN “id!h
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s Squeeze out adjacent blank lmes Two or more blank
lines are ‘grouped - together and are reduced to one biank !me Tlus
increases amount of text displayed on the screen | '

Cow ' Prompts and waits for any key o bc presscc! bef'ore -.
exiting. By default more/page wxll exit without waxtmg when end-of—f le .
oreaches
-TOWS Spec:f’ es the No. of rows (lmes) o dispfay on. your termmal
screen _
+linenum : Beg,m display at ime number lmenum ofthe mput L
file list: The fist of f' les to be read by more. |
Examples:

(1) type more /etcfpasswd /etc/group ful/ts/mylogmff‘ Iei and press
Return. First screen of . fetc/passwd file will appear. - :
{2) ~ press Spacebar, next screen of data is diSplayed ( I the data in the :
file has been finished. next file is started) . . -
(J) type 2in to skip to fetc/group file. The f)utput wall Eook llke

.. skipping 2 :

.. skipping to file /z:.?/rf/mylogm{f lel -

==more-—iNext file: /ults/mylogin/file 1)

(4)  To return to secord fi Ie type p to sklp backward to /etc/group_
file. , S

.. skipping

- skipping 1o file fete /gmnp

' ---_mme--—(\ ! file: /ckﬁsmnw) _ :
(%) press ";p'ic.cb‘l! to move forward one screen

- {0) press %pacahar to mov; unui (Ne\t file: /ul/ts/m) logm/f' Iel).
appears S L :
: m the cnd tvpe q {0 4,\1! from morc
- Grep Command - : : : _
- Search files for lmes matchm& a spcuhed pauem fmd dzspIay the .
hnes - S VR 26474

I Syntax - (‘ u.p [op{fcm] [pauem] f1ies L
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< mstaad of dxsplaymg matchmb fines snnpiy output a count of
_total number- malchmg the expression: - :
4+ ignorecaseinboth: the patteri and' files . o
-L instead: ofdlspiaymg each-line simply drsplay the name of cach

file that contains no matches for the pattern

-iprefixes each out-put line its: line number in the file

W Dtsplay oniy thosc .mes with: matches for the paﬂems that comph.te
word" : :
-x  Display only timse hnes wzth malches for lhe pallcms that
co_mp‘lcte line :

7D Cummand : o .
Create a Zip .m.lmm imm one or mote files and directories
Synax Zip zsphlummc., file] file2 file3 :
¥ Recursively work wnth du"ecmrzcs addmg ai! files i lhc
subdirectories to-the: archive . |
Cam move files into the: archwc dClCIIﬂL lhcm iorm original luc.almn

< . Encrypt’ the archive ailcr pmmptm;, for a password 1hls
;mbbuord mlibeusc mcxtmn.tmh o .

unzip conmand - :

M mspulau,s and c\lrac.t L IP archive

Syntax unzip. [oplion] znpcd filename

Ao Exuact oy those illu» that arc newer !han aluad\-*\ssmu_
version ofthe iy~ -

N I)ispla\s'!lw'c'unlcnl_s ni’ihc'urch'i\-c \\'illlot_ll cxl_mclmn '

Chaivod Command -

M )
Change. theraccess: pu'misamn ‘of one or inore fifes o Directory
Synkax: dmmd [upmm] mode’ tiles '

opllom

oF . TCCUISIVE. Ruumui\ Lhdll“t‘.ﬁ_ the pcrm-tss_ions of alt files in ali-

subducutoncs : : ,
v verbose Dispiays the results” of all pmmssmn cimuge:

i silent *aupprua dlspl.i} of errot MCSHALES when files pcmus:.mus

cannol be a.lmnu.d = N _ . _ 26474
Mode it is in the lurm [ut-o.x}|+-4} [rw\] | -

@ oo = o user uho m\nedlhc tile



For download the full DIT books and Notes visit books4success.blogspot.com or contact # 0314 9626474
phone: 0945 872029

Page §- ]57 éper‘aiing System

= call membcrs of the gmupthat owns the file

g .

0 = anyone who is not the owneror in- the owner group

a = alluser . :
o+ = Spec:f‘ ed modes should bc add to already speuhed_
permission '
- = Spec:f ed modes shou[d be remove fromf-'-’already

specified permission
= = . -Specified modes will replace ex:stmg perm:ssron

r . = read permission

W = - wrife permission

X = execute permission - |

Example $ Chmod utx a. bat - will give execute pennission to user QI‘I

a.bat file | ‘ . -

~ $Chmod u-:; a.bat will remove e‘cecule permission to user
5 Chmod a+x abat ~ will give exectite permission to all user -

$Chmoda=rx abat  will give read and execute perm:ssmn to all-user
 and remove existing permtsssons - - :

af mmm'md - | . o o

Schedules commands o be e\ecuted at-a specific time. User is prompted
Tor the commangs .- R o -

Svatax [uplmm] time

-[Milename:  read commands from . the spec:fled hlc rather ‘than
prompting for the commands ' : :
example” o $at230
' ' - m*, Temp ctrl-d
speulwns_tmws ' S - . |
Show o =specifies.the current time
today - =specifies the today
tomorrow. - = specifies the next day

+= -~ specify offsets in. minutes, hours davs of wecl\q
Cnowt 2 hours = two. hours ftom now -
‘oday + 3 days= 3 days form loday 26474
I Iob Control : -
Using lob control. it is posszble to use-a single shel! to execute and control

mu]txplc pmgmnm running smmit*mmmi}
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Normally, when you exccule a command, it runs in the foreground. That

is , the shell exccutes the command and the prompt doesn’t return until

the command is finished o -

Le. executing a command - L

- $find/-name “*.tmp’ —print >findfile | .

This command searches the entire structure of Linux system for files with

the .unp extension and store the result in the findfile file. While executing
this command you won’t be able to run other commands while find is
Cpenning o - - o R

“To place a job in the background is to add an ampersand{&) to the end of

the command when you run it - o |

. $find /-name “Eimp’ —print & .

once you press cnter to execute this command, you are immediately

presented with a new conunand prompt; at the same time and you will be.
 able to exceutc the next command same time o -

thus you can cxecute multiple task an the same time

iobs command - - . -

This command will list all jobs running

- $jobs R o o
{11 Running “$ find / -name ** up’ —print >find file &
{2] Running $ 15 —IR /. inp” >dirlist &

- fg command . o .
This command bring the background job to toreground
" SVRLaX, ffobsno "
Exantple .
$fel . o B . |
this will bring € find / -name “*.tmp” -print >tindfile from background to-
forcground ie on screen | S

bg command - R o
"This command start the stopped job in-the background -
Syntax .+ bgJobs no L '

The il}rcgé:qund job first stopped by pressing Ctrl-Z and command prompt. vea7a
will be available. Where you can run the bg command 1o run the stopped

* commuand inthe background . S .
Example- ~ © - |

- Suppose you enter another commind
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$ !s ~IR/ ‘¥ bmp >d1rllst ,
This will execute in the foreground then press Ctrl-Z Ths will tcmporary
- stopped the [s job
And give command prompt to see the aII current j()b
' " $ jobs. B - '
ATl - Running f’nd/ -name ** tmp’ —print >f‘ndf’lc &
| (2] Stopped - IR/ bmp’ >dirlist &
Now to start the stopped _]ob ie [2] enter the command and prompt
S;bg S
to see the resuit
¥ jobs L
M Runnmg $hnd f-name *tmp —prmt>f’ndf!e&
2] Runmng $I=; —-iR/ *bmp >dlrhst& |
cal Command: -
The external cal command generates g s:mple calendar and write it fo the -
'standard output. The default output for cal is current month:; Usung_
specific araument, a calendar for specific year or year and month can be -
created. Valid years are 1 (o 9999 Valid mornitiis are. I to 12 '
The general format of the cal command is.
- Scal ffmonth yee -/
Year:. Produces calendar for o yvcn year _
munm Produces calcndar for sch:f!cd monlh of gn en \c.u
Tmmg_c _ : e
To create a calendar Im Sgplcmbcr .”)"4, the corilm;md 'is givehas
< Sealo 1924 : | - '
echo command : IR
Displays 2 line of test 1o vour tcrmnml Some of thc- feature and use of
ccho are I)I):»p].w smng ol text ") Dl‘ipid\ Nar uhfca aJDman{._mcnu
sereen . T
Syntax echo - xmng
o Xample : S
$echo - my home duco..ton :\ ‘};home R
© write Command: - : : .
' 1he external write wnmmnd Sends | mcssa;_eq vou ty ne on \uu: wnmnd! to
- another USCI'S tertminal. mm reids the: standard mput and writes to the
| sp&.ulrcd uscr's tcrmmal n} The write command iN used to communicate

T

26474
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with. the fellow. users on an interactive basis. It is useful to send a brief

message 1o someone immediately or o ‘carry on conversations using -
" erminals. The gencral format of the wiite command is - -
$ write user_name [ty] o

- QOptions: - - DR o -

Ciyser_name ©. The name of a user who is ‘currently fogged in to the
system. Use the who command to list who is on the system '
mio - Specify which terminal wy to connect to if the same user

is lopged on more than once.

Examples: A | R

(1) . Create a filc and type some message i It then usc the following
command: - | o -
$ write alpha < tempmesg

where alpha is the name of the user to whom the message is to send while
1empmesg is the file containing the text of the message. o
(2) . Type the following command: o .
$ <cho "How are you? T'want o meet you in the library at 9:00" Fwrile
alpha. The echo will send the message to wiite via a pipe. The message
will appear on the sereen- of uscrname alpha all at one time as-shown
- below: o L - '
message from mylogin wyll { dare & tine | _ _
Clow are yoit? Dyt to et you i ihe library af 9 1,
~wall Command: By o | |
The external w all command pertorms a write o all users currenily Jogged

on 10 e systent, o
The general format of the wall command 18
o dwall o L
The wall miessage precedes its message text with the followng hine:
) Broudeast HIgSSage from u.w-*_n'cun-e | S _

It is usually used by super user 1o wam ajl users of immediate problems.

The most comniand warning is that the system is being shutdown withm

60 seconds. | S S
“The super user can wrie 10 any user's terminal sregardless of the 26474
permissions set by that user using mesg cominand. The wall command i
commoniy- used by the super user. It can also be used by any ‘user but
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- many users do not need to send :message to every one on the system,

Common formatsare: . | .

| § wall < mesgfile - S
or 3 cat mesgfile | waft

Exan_g!g_s_ '

(H $ wall N A

CThis is a bromdeasy message. of the Linue Beginners Broadeasting

Foundation. Please - dssm 7czrd this mesmge mm’ get back 'm ' your work
inmediately. Ciel-p -

The message will a?sn be sent to vour fty since you are also log,g_cd onto.
the system. This provides-a verification that the mesaa‘ge was sent as
i e\pecied . -
man Command: -

The external man command dfsplay help rs’wout any command to your
“terminal screen. .

The general immat of the mai1 Cﬂmmand s
% man command
Fxample

$mancp

will display help pawe of op command
head Conimand:

The exiernal head ccmnmnd will d:xp!ay the first 23 Tines 0! a hlc on.
screen : - -
The gener:l format of tlu. head mmmand T
$head file NG '

Exampie:

- $ head abe - o
m]ldhphn firsy 23 Ime_s offghc.--ﬁlc'.
tail. Command: | | o

The external tail command mil dtspla\ the fast -23 lines of a file on

sCreen. : ' - -
The genera! formag nt the t.ul command s |

- % tail file_fist : : , - - 26474

Example 3 il abe - : ' :

I wil dlsp!m dast 23 lines. of :ahc file .
mml (‘ o maad
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l'he cmemai mail command is an electromc post Ufﬁce You can send,
teceive and store messages using mail command. There is a long list of
“options associated with mail command which can be used according to
the requirement. The gencral format of mail command 1S -
- $ mail options :
To ruad, mail, use the ﬁollowmgp command
$ mail .
all th messages stored in the mallbox can be dlsplayed _
To send mail o anoiht,r LISLI‘ of the :system the foliowmg command is
used: . o - .
“$ mail user_name. -
Examples:

(1) Tosend mail (0 a user named alpha
| $ mail alphaand plcss Return. The following screen appears -
Stbject: —aemmemmmammm (1ype the subject of the message) (ype the messaa{e"

press Ctrl-d to end the message
(2) - Toread mail, type.
- $mail SR
The displav will show  mail’ Version ... 012 29/9% T) pe 2 for, help
| Type 7 10 display the mmmands to View, CdIL delete or store the

meS“.ECS 1o fes. ag : o '

Shutdown_command -

The gxternal Shutdown wmnmnd mll bhllldl W th syslcm the root user

aré allowed o use this conunand Ol SEIVCLL specitying time, will =

broadeast the message to all-connected users. This command be used
B m.v..nu.imb w the u,quiruncnl The hcllk}!d} format of' shutdown. Lommand

IS : o

$ shuldmvn..__options time lmassagc]
oplion : - .
Ao \\1[1 hdll alter 5huldo“n

-r . system owill rcbuoi after the 5huld(mn )
Tune time spcuﬁcd in mmulc,

Lxample . $ shuidown —h 3 plmbc SaVC \ou \mrk th S\blL]]] > 26474
shutdowning in 3 mmulc



