
Test date:   07-Sep-2016, 16:46:57

Pentest-Tools.com Report

TCP Port Scan with Nmap

Test parameters:
- Host 0.tcp.ngrok.io
- Ports 10000-17000
- Ping host True
- Detect OS False
- Detect svc version True
- Traceroute False

Test result:

Starting Nmap 6.00 ( http://nmap.org ) at 2016-09-07 16:46 EEST
NSE: Loaded 17 scripts for scanning.
Initiating Ping Scan at 16:46
Scanning 0.tcp.ngrok.io (45.33.117.213) [4 ports]
Completed Ping Scan at 16:46, 0.14s elapsed (1 total hosts)
Initiating SYN Stealth Scan at 16:46
Scanning 0.tcp.ngrok.io (45.33.117.213) [7001 ports]
Discovered open port 13906/tcp on 45.33.117.213
Discovered open port 12583/tcp on 45.33.117.213
Discovered open port 16930/tcp on 45.33.117.213
Discovered open port 11418/tcp on 45.33.117.213
Discovered open port 12095/tcp on 45.33.117.213
Discovered open port 10346/tcp on 45.33.117.213
Discovered open port 15935/tcp on 45.33.117.213
Discovered open port 11017/tcp on 45.33.117.213
Discovered open port 15739/tcp on 45.33.117.213
Discovered open port 12781/tcp on 45.33.117.213
Discovered open port 15634/tcp on 45.33.117.213
Discovered open port 12395/tcp on 45.33.117.213
Discovered open port 10938/tcp on 45.33.117.213
Discovered open port 10479/tcp on 45.33.117.213
Discovered open port 15662/tcp on 45.33.117.213
Discovered open port 14886/tcp on 45.33.117.213
Discovered open port 13343/tcp on 45.33.117.213
Discovered open port 11746/tcp on 45.33.117.213
Discovered open port 16585/tcp on 45.33.117.213
Discovered open port 14806/tcp on 45.33.117.213
Discovered open port 11120/tcp on 45.33.117.213
Discovered open port 13205/tcp on 45.33.117.213
Discovered open port 15112/tcp on 45.33.117.213
Discovered open port 13887/tcp on 45.33.117.213
Discovered open port 12122/tcp on 45.33.117.213
Discovered open port 12527/tcp on 45.33.117.213
Discovered open port 10673/tcp on 45.33.117.213
Discovered open port 16664/tcp on 45.33.117.213
Discovered open port 10630/tcp on 45.33.117.213
Discovered open port 13650/tcp on 45.33.117.213
Discovered open port 15336/tcp on 45.33.117.213
Discovered open port 14157/tcp on 45.33.117.213
Discovered open port 14449/tcp on 45.33.117.213
Discovered open port 10327/tcp on 45.33.117.213
Discovered open port 14290/tcp on 45.33.117.213
Discovered open port 11034/tcp on 45.33.117.213
Discovered open port 14112/tcp on 45.33.117.213
Discovered open port 12245/tcp on 45.33.117.213
Discovered open port 16685/tcp on 45.33.117.213
Discovered open port 11055/tcp on 45.33.117.213
Discovered open port 14578/tcp on 45.33.117.213
Discovered open port 16997/tcp on 45.33.117.213
Discovered open port 13654/tcp on 45.33.117.213
Discovered open port 12863/tcp on 45.33.117.213
Discovered open port 15463/tcp on 45.33.117.213
Discovered open port 13913/tcp on 45.33.117.213
Discovered open port 11014/tcp on 45.33.117.213
Discovered open port 14517/tcp on 45.33.117.213
Discovered open port 16522/tcp on 45.33.117.213
Discovered open port 10585/tcp on 45.33.117.213
Discovered open port 16627/tcp on 45.33.117.213
Discovered open port 12240/tcp on 45.33.117.213
Discovered open port 12989/tcp on 45.33.117.213
Discovered open port 12291/tcp on 45.33.117.213
Discovered open port 14122/tcp on 45.33.117.213
Discovered open port 14683/tcp on 45.33.117.213
Discovered open port 12407/tcp on 45.33.117.213
Discovered open port 14720/tcp on 45.33.117.213
Discovered open port 14393/tcp on 45.33.117.213
Discovered open port 16452/tcp on 45.33.117.213
Discovered open port 10611/tcp on 45.33.117.213
Discovered open port 13454/tcp on 45.33.117.213
Discovered open port 14194/tcp on 45.33.117.213
Discovered open port 15694/tcp on 45.33.117.213
Discovered open port 14705/tcp on 45.33.117.213
Discovered open port 16709/tcp on 45.33.117.213
Discovered open port 12314/tcp on 45.33.117.213
Discovered open port 16141/tcp on 45.33.117.213
Discovered open port 14550/tcp on 45.33.117.213
Discovered open port 15554/tcp on 45.33.117.213
Discovered open port 11726/tcp on 45.33.117.213
Discovered open port 16629/tcp on 45.33.117.213
Discovered open port 11251/tcp on 45.33.117.213
Discovered open port 13959/tcp on 45.33.117.213
Discovered open port 11079/tcp on 45.33.117.213
Discovered open port 15923/tcp on 45.33.117.213
Discovered open port 16238/tcp on 45.33.117.213
Discovered open port 15411/tcp on 45.33.117.213
Discovered open port 11749/tcp on 45.33.117.213
Discovered open port 15767/tcp on 45.33.117.213
Discovered open port 13940/tcp on 45.33.117.213
Discovered open port 10205/tcp on 45.33.117.213
Discovered open port 11636/tcp on 45.33.117.213
Discovered open port 12498/tcp on 45.33.117.213
Discovered open port 10542/tcp on 45.33.117.213
Discovered open port 13286/tcp on 45.33.117.213
Discovered open port 15817/tcp on 45.33.117.213
Discovered open port 12313/tcp on 45.33.117.213
Discovered open port 12530/tcp on 45.33.117.213
Discovered open port 11488/tcp on 45.33.117.213
Discovered open port 11289/tcp on 45.33.117.213
Discovered open port 12979/tcp on 45.33.117.213
Discovered open port 13441/tcp on 45.33.117.213
Discovered open port 10082/tcp on 45.33.117.213
Discovered open port 15511/tcp on 45.33.117.213
Discovered open port 12505/tcp on 45.33.117.213
Discovered open port 15260/tcp on 45.33.117.213
Discovered open port 14500/tcp on 45.33.117.213
Discovered open port 15275/tcp on 45.33.117.213
Discovered open port 10443/tcp on 45.33.117.213
Discovered open port 10870/tcp on 45.33.117.213
Discovered open port 13137/tcp on 45.33.117.213
Discovered open port 10269/tcp on 45.33.117.213
Discovered open port 15675/tcp on 45.33.117.213
Discovered open port 13790/tcp on 45.33.117.213
Discovered open port 12815/tcp on 45.33.117.213
Discovered open port 15993/tcp on 45.33.117.213
Discovered open port 16317/tcp on 45.33.117.213
Discovered open port 12343/tcp on 45.33.117.213



Discovered open port 12343/tcp on 45.33.117.213
Discovered open port 15826/tcp on 45.33.117.213
Discovered open port 12120/tcp on 45.33.117.213
Discovered open port 13765/tcp on 45.33.117.213
Discovered open port 15238/tcp on 45.33.117.213
Discovered open port 14510/tcp on 45.33.117.213
Discovered open port 10277/tcp on 45.33.117.213
Discovered open port 13663/tcp on 45.33.117.213
Discovered open port 11410/tcp on 45.33.117.213
Discovered open port 14579/tcp on 45.33.117.213
Discovered open port 10888/tcp on 45.33.117.213
Discovered open port 13023/tcp on 45.33.117.213
Discovered open port 10544/tcp on 45.33.117.213
Discovered open port 13784/tcp on 45.33.117.213
Discovered open port 15163/tcp on 45.33.117.213
Discovered open port 15488/tcp on 45.33.117.213
Discovered open port 14762/tcp on 45.33.117.213
Discovered open port 16408/tcp on 45.33.117.213
Discovered open port 12490/tcp on 45.33.117.213
Discovered open port 10062/tcp on 45.33.117.213
Discovered open port 15426/tcp on 45.33.117.213
Discovered open port 16792/tcp on 45.33.117.213
Discovered open port 10869/tcp on 45.33.117.213
Discovered open port 16998/tcp on 45.33.117.213
Discovered open port 13859/tcp on 45.33.117.213
Discovered open port 15797/tcp on 45.33.117.213
Discovered open port 12953/tcp on 45.33.117.213
Discovered open port 13478/tcp on 45.33.117.213
Discovered open port 14047/tcp on 45.33.117.213
Discovered open port 14763/tcp on 45.33.117.213
Discovered open port 11173/tcp on 45.33.117.213
Discovered open port 13493/tcp on 45.33.117.213
Discovered open port 11340/tcp on 45.33.117.213
Discovered open port 11001/tcp on 45.33.117.213
Discovered open port 10783/tcp on 45.33.117.213
Discovered open port 13139/tcp on 45.33.117.213
Discovered open port 14955/tcp on 45.33.117.213
Discovered open port 12194/tcp on 45.33.117.213
Discovered open port 16630/tcp on 45.33.117.213
Discovered open port 13267/tcp on 45.33.117.213
Discovered open port 11049/tcp on 45.33.117.213
Discovered open port 10732/tcp on 45.33.117.213
Discovered open port 13212/tcp on 45.33.117.213
Discovered open port 14377/tcp on 45.33.117.213
Discovered open port 11269/tcp on 45.33.117.213
Discovered open port 16569/tcp on 45.33.117.213
Discovered open port 12929/tcp on 45.33.117.213
Discovered open port 11862/tcp on 45.33.117.213
Discovered open port 11903/tcp on 45.33.117.213
Discovered open port 14643/tcp on 45.33.117.213
Discovered open port 11168/tcp on 45.33.117.213
Discovered open port 10381/tcp on 45.33.117.213
Discovered open port 12149/tcp on 45.33.117.213
Discovered open port 14866/tcp on 45.33.117.213
Discovered open port 12976/tcp on 45.33.117.213
Discovered open port 16471/tcp on 45.33.117.213
Discovered open port 10091/tcp on 45.33.117.213
Discovered open port 15351/tcp on 45.33.117.213
Discovered open port 14969/tcp on 45.33.117.213
Discovered open port 11064/tcp on 45.33.117.213
Discovered open port 11678/tcp on 45.33.117.213
Discovered open port 13471/tcp on 45.33.117.213
Discovered open port 10565/tcp on 45.33.117.213
Discovered open port 11255/tcp on 45.33.117.213
Discovered open port 16424/tcp on 45.33.117.213
Discovered open port 12198/tcp on 45.33.117.213
Discovered open port 16548/tcp on 45.33.117.213
Discovered open port 13971/tcp on 45.33.117.213
Discovered open port 11791/tcp on 45.33.117.213
Discovered open port 16686/tcp on 45.33.117.213
Discovered open port 14765/tcp on 45.33.117.213
Discovered open port 10440/tcp on 45.33.117.213
Discovered open port 11007/tcp on 45.33.117.213
Discovered open port 10053/tcp on 45.33.117.213
Discovered open port 14693/tcp on 45.33.117.213
Discovered open port 14786/tcp on 45.33.117.213
Discovered open port 14315/tcp on 45.33.117.213
Discovered open port 10555/tcp on 45.33.117.213
Discovered open port 13846/tcp on 45.33.117.213
Discovered open port 16625/tcp on 45.33.117.213
Discovered open port 10697/tcp on 45.33.117.213
Discovered open port 15778/tcp on 45.33.117.213
Discovered open port 12856/tcp on 45.33.117.213
Discovered open port 10382/tcp on 45.33.117.213
Discovered open port 15564/tcp on 45.33.117.213
Discovered open port 13989/tcp on 45.33.117.213
Discovered open port 11188/tcp on 45.33.117.213
Discovered open port 13132/tcp on 45.33.117.213
Discovered open port 11973/tcp on 45.33.117.213
Discovered open port 12616/tcp on 45.33.117.213
Discovered open port 13033/tcp on 45.33.117.213
Discovered open port 13025/tcp on 45.33.117.213
Discovered open port 14069/tcp on 45.33.117.213
Discovered open port 13073/tcp on 45.33.117.213
Discovered open port 15276/tcp on 45.33.117.213
Discovered open port 12319/tcp on 45.33.117.213
Discovered open port 15295/tcp on 45.33.117.213
Discovered open port 14560/tcp on 45.33.117.213
Discovered open port 10799/tcp on 45.33.117.213
Discovered open port 15882/tcp on 45.33.117.213
Discovered open port 10358/tcp on 45.33.117.213
Discovered open port 12077/tcp on 45.33.117.213
Discovered open port 11524/tcp on 45.33.117.213
Discovered open port 11230/tcp on 45.33.117.213
Discovered open port 10893/tcp on 45.33.117.213
Discovered open port 16680/tcp on 45.33.117.213
Discovered open port 15543/tcp on 45.33.117.213
Discovered open port 11662/tcp on 45.33.117.213
Discovered open port 16268/tcp on 45.33.117.213
Discovered open port 12675/tcp on 45.33.117.213
Discovered open port 12587/tcp on 45.33.117.213
Discovered open port 10858/tcp on 45.33.117.213
Discovered open port 13539/tcp on 45.33.117.213
Discovered open port 11943/tcp on 45.33.117.213
Discovered open port 11970/tcp on 45.33.117.213
Discovered open port 12805/tcp on 45.33.117.213
Discovered open port 16599/tcp on 45.33.117.213
Discovered open port 10139/tcp on 45.33.117.213
Discovered open port 15092/tcp on 45.33.117.213
Discovered open port 11545/tcp on 45.33.117.213
Discovered open port 12636/tcp on 45.33.117.213
Discovered open port 15759/tcp on 45.33.117.213
Discovered open port 16868/tcp on 45.33.117.213
Discovered open port 11311/tcp on 45.33.117.213
Discovered open port 13841/tcp on 45.33.117.213
Discovered open port 14964/tcp on 45.33.117.213
Discovered open port 16300/tcp on 45.33.117.213
Discovered open port 14158/tcp on 45.33.117.213
Discovered open port 12692/tcp on 45.33.117.213
Discovered open port 12950/tcp on 45.33.117.213
Discovered open port 14555/tcp on 45.33.117.213
Discovered open port 11193/tcp on 45.33.117.213
Discovered open port 11569/tcp on 45.33.117.213
Discovered open port 15843/tcp on 45.33.117.213
Discovered open port 15390/tcp on 45.33.117.213
Discovered open port 11602/tcp on 45.33.117.213
Discovered open port 10577/tcp on 45.33.117.213
Discovered open port 10694/tcp on 45.33.117.213
Discovered open port 16166/tcp on 45.33.117.213
Discovered open port 13239/tcp on 45.33.117.213
Discovered open port 12151/tcp on 45.33.117.213



Discovered open port 12151/tcp on 45.33.117.213
Discovered open port 16031/tcp on 45.33.117.213
Discovered open port 11473/tcp on 45.33.117.213
Discovered open port 15338/tcp on 45.33.117.213
Discovered open port 12946/tcp on 45.33.117.213
Discovered open port 10563/tcp on 45.33.117.213
Discovered open port 10472/tcp on 45.33.117.213
Discovered open port 13115/tcp on 45.33.117.213
Discovered open port 15007/tcp on 45.33.117.213
Discovered open port 16666/tcp on 45.33.117.213
Discovered open port 12556/tcp on 45.33.117.213
Discovered open port 14360/tcp on 45.33.117.213
Discovered open port 12241/tcp on 45.33.117.213
Discovered open port 16825/tcp on 45.33.117.213
Discovered open port 10654/tcp on 45.33.117.213
Discovered open port 14770/tcp on 45.33.117.213
Discovered open port 11268/tcp on 45.33.117.213
Discovered open port 12201/tcp on 45.33.117.213
Discovered open port 10275/tcp on 45.33.117.213
Discovered open port 16479/tcp on 45.33.117.213
Discovered open port 10190/tcp on 45.33.117.213
Discovered open port 14385/tcp on 45.33.117.213
Discovered open port 13402/tcp on 45.33.117.213
Discovered open port 11579/tcp on 45.33.117.213
Discovered open port 11729/tcp on 45.33.117.213
Discovered open port 15126/tcp on 45.33.117.213
Discovered open port 10419/tcp on 45.33.117.213
Discovered open port 16979/tcp on 45.33.117.213
Discovered open port 11564/tcp on 45.33.117.213
Discovered open port 11382/tcp on 45.33.117.213
Discovered open port 11207/tcp on 45.33.117.213
Discovered open port 12656/tcp on 45.33.117.213
Discovered open port 13327/tcp on 45.33.117.213
Discovered open port 14832/tcp on 45.33.117.213
Discovered open port 12965/tcp on 45.33.117.213
Discovered open port 16720/tcp on 45.33.117.213
Discovered open port 13517/tcp on 45.33.117.213
Discovered open port 15578/tcp on 45.33.117.213
Discovered open port 16744/tcp on 45.33.117.213
Discovered open port 15980/tcp on 45.33.117.213
Discovered open port 16029/tcp on 45.33.117.213
Discovered open port 12547/tcp on 45.33.117.213
Discovered open port 12954/tcp on 45.33.117.213
Discovered open port 11977/tcp on 45.33.117.213
Discovered open port 14894/tcp on 45.33.117.213
Discovered open port 11685/tcp on 45.33.117.213
Discovered open port 14056/tcp on 45.33.117.213
Discovered open port 10543/tcp on 45.33.117.213
Discovered open port 14965/tcp on 45.33.117.213
Discovered open port 14492/tcp on 45.33.117.213
Discovered open port 10410/tcp on 45.33.117.213
Discovered open port 14911/tcp on 45.33.117.213
Discovered open port 15324/tcp on 45.33.117.213
Discovered open port 12347/tcp on 45.33.117.213
Discovered open port 15913/tcp on 45.33.117.213
Discovered open port 14447/tcp on 45.33.117.213
Discovered open port 13597/tcp on 45.33.117.213
Discovered open port 11214/tcp on 45.33.117.213
Discovered open port 10187/tcp on 45.33.117.213
Discovered open port 11607/tcp on 45.33.117.213
Discovered open port 12187/tcp on 45.33.117.213
Discovered open port 11782/tcp on 45.33.117.213
Discovered open port 10568/tcp on 45.33.117.213
Discovered open port 12652/tcp on 45.33.117.213
Discovered open port 11496/tcp on 45.33.117.213
Discovered open port 12237/tcp on 45.33.117.213
Discovered open port 12914/tcp on 45.33.117.213
Discovered open port 10162/tcp on 45.33.117.213
Discovered open port 10156/tcp on 45.33.117.213
Discovered open port 10015/tcp on 45.33.117.213
Discovered open port 13081/tcp on 45.33.117.213
Discovered open port 13592/tcp on 45.33.117.213
Discovered open port 16305/tcp on 45.33.117.213
Discovered open port 13630/tcp on 45.33.117.213
Discovered open port 12504/tcp on 45.33.117.213
Discovered open port 11985/tcp on 45.33.117.213
Discovered open port 10698/tcp on 45.33.117.213
Discovered open port 10242/tcp on 45.33.117.213
Discovered open port 11921/tcp on 45.33.117.213
Discovered open port 12145/tcp on 45.33.117.213
Discovered open port 15588/tcp on 45.33.117.213
Discovered open port 10575/tcp on 45.33.117.213
Discovered open port 16087/tcp on 45.33.117.213
Discovered open port 13664/tcp on 45.33.117.213
Discovered open port 15956/tcp on 45.33.117.213
Discovered open port 13351/tcp on 45.33.117.213
Discovered open port 10564/tcp on 45.33.117.213
Discovered open port 13713/tcp on 45.33.117.213
Discovered open port 12455/tcp on 45.33.117.213
Discovered open port 10980/tcp on 45.33.117.213
Discovered open port 16344/tcp on 45.33.117.213
Discovered open port 10225/tcp on 45.33.117.213
Discovered open port 15058/tcp on 45.33.117.213
Discovered open port 16511/tcp on 45.33.117.213
Discovered open port 11310/tcp on 45.33.117.213
Discovered open port 14872/tcp on 45.33.117.213
Discovered open port 14713/tcp on 45.33.117.213
Discovered open port 12632/tcp on 45.33.117.213
Discovered open port 11951/tcp on 45.33.117.213
Discovered open port 11160/tcp on 45.33.117.213
Discovered open port 15038/tcp on 45.33.117.213
Discovered open port 10814/tcp on 45.33.117.213
Discovered open port 11463/tcp on 45.33.117.213
Discovered open port 12300/tcp on 45.33.117.213
Discovered open port 11511/tcp on 45.33.117.213
Discovered open port 14381/tcp on 45.33.117.213
Discovered open port 11895/tcp on 45.33.117.213
Discovered open port 16908/tcp on 45.33.117.213
Discovered open port 16302/tcp on 45.33.117.213
Discovered open port 11229/tcp on 45.33.117.213
Discovered open port 14317/tcp on 45.33.117.213
Discovered open port 15486/tcp on 45.33.117.213
Discovered open port 12593/tcp on 45.33.117.213
Discovered open port 12857/tcp on 45.33.117.213
Discovered open port 16358/tcp on 45.33.117.213
Discovered open port 16782/tcp on 45.33.117.213
Discovered open port 11777/tcp on 45.33.117.213
Discovered open port 15730/tcp on 45.33.117.213
Discovered open port 14203/tcp on 45.33.117.213
Discovered open port 12070/tcp on 45.33.117.213
Discovered open port 10949/tcp on 45.33.117.213
Discovered open port 10398/tcp on 45.33.117.213
Discovered open port 13605/tcp on 45.33.117.213
Discovered open port 15801/tcp on 45.33.117.213
Discovered open port 11581/tcp on 45.33.117.213
Discovered open port 12933/tcp on 45.33.117.213
Discovered open port 11980/tcp on 45.33.117.213
Discovered open port 16131/tcp on 45.33.117.213
Discovered open port 16017/tcp on 45.33.117.213
Discovered open port 10786/tcp on 45.33.117.213
Discovered open port 12429/tcp on 45.33.117.213
Discovered open port 12276/tcp on 45.33.117.213
Discovered open port 15732/tcp on 45.33.117.213
Discovered open port 14883/tcp on 45.33.117.213
Discovered open port 11794/tcp on 45.33.117.213
Discovered open port 13135/tcp on 45.33.117.213
Discovered open port 13452/tcp on 45.33.117.213
Discovered open port 10924/tcp on 45.33.117.213
Discovered open port 14681/tcp on 45.33.117.213
Discovered open port 15350/tcp on 45.33.117.213
Discovered open port 14081/tcp on 45.33.117.213



Discovered open port 14081/tcp on 45.33.117.213
Discovered open port 15754/tcp on 45.33.117.213
Discovered open port 13056/tcp on 45.33.117.213
Discovered open port 16240/tcp on 45.33.117.213
Discovered open port 10643/tcp on 45.33.117.213
Discovered open port 10843/tcp on 45.33.117.213
Discovered open port 12808/tcp on 45.33.117.213
Discovered open port 10243/tcp on 45.33.117.213
Discovered open port 10020/tcp on 45.33.117.213
Discovered open port 11597/tcp on 45.33.117.213
Discovered open port 15500/tcp on 45.33.117.213
Discovered open port 11528/tcp on 45.33.117.213
Discovered open port 12362/tcp on 45.33.117.213
Discovered open port 12630/tcp on 45.33.117.213
Discovered open port 15877/tcp on 45.33.117.213
Discovered open port 15566/tcp on 45.33.117.213
Discovered open port 11630/tcp on 45.33.117.213
Discovered open port 15420/tcp on 45.33.117.213
Discovered open port 14917/tcp on 45.33.117.213
Discovered open port 14106/tcp on 45.33.117.213
Discovered open port 15746/tcp on 45.33.117.213
Discovered open port 16111/tcp on 45.33.117.213
Discovered open port 16607/tcp on 45.33.117.213
Discovered open port 10559/tcp on 45.33.117.213
Discovered open port 13511/tcp on 45.33.117.213
Discovered open port 10488/tcp on 45.33.117.213
Discovered open port 11462/tcp on 45.33.117.213
Discovered open port 13823/tcp on 45.33.117.213
Discovered open port 14487/tcp on 45.33.117.213
Discovered open port 15720/tcp on 45.33.117.213
Discovered open port 14266/tcp on 45.33.117.213
Discovered open port 15237/tcp on 45.33.117.213
Discovered open port 13474/tcp on 45.33.117.213
Discovered open port 15861/tcp on 45.33.117.213
Discovered open port 15847/tcp on 45.33.117.213
Discovered open port 16223/tcp on 45.33.117.213
Discovered open port 15344/tcp on 45.33.117.213
Discovered open port 12759/tcp on 45.33.117.213
Discovered open port 16340/tcp on 45.33.117.213
Discovered open port 11689/tcp on 45.33.117.213
Discovered open port 16867/tcp on 45.33.117.213
Discovered open port 11526/tcp on 45.33.117.213
Discovered open port 15490/tcp on 45.33.117.213
Discovered open port 11572/tcp on 45.33.117.213
Discovered open port 16882/tcp on 45.33.117.213
Discovered open port 13745/tcp on 45.33.117.213
Discovered open port 10691/tcp on 45.33.117.213
Discovered open port 11772/tcp on 45.33.117.213
Discovered open port 12780/tcp on 45.33.117.213
Discovered open port 12301/tcp on 45.33.117.213
Discovered open port 15148/tcp on 45.33.117.213
Discovered open port 15872/tcp on 45.33.117.213
Discovered open port 15668/tcp on 45.33.117.213
Discovered open port 11256/tcp on 45.33.117.213
Discovered open port 11961/tcp on 45.33.117.213
Discovered open port 10344/tcp on 45.33.117.213
Discovered open port 13589/tcp on 45.33.117.213
Discovered open port 10736/tcp on 45.33.117.213
Discovered open port 15603/tcp on 45.33.117.213
Discovered open port 10221/tcp on 45.33.117.213
Completed SYN Stealth Scan at 16:47, 36.93s elapsed (7001 total ports)
Initiating Service scan at 16:47
Scanning 448 services on 0.tcp.ngrok.io (45.33.117.213)
Service scan Timing: About 29.02% done; ETC: 16:49 (0:01:16 remaining)
Service scan Timing: About 63.84% done; ETC: 16:50 (0:00:59 remaining)
Service scan Timing: About 79.69% done; ETC: 16:50 (0:00:34 remaining)
Completed Service scan at 16:51, 248.12s elapsed (448 services on 1 host)
NSE: Script scanning 45.33.117.213.
Initiating NSE at 16:51
Completed NSE at 16:52, 60.81s elapsed

[+] Nmap scan report for 0.tcp.ngrok.io (45.33.117.213)

Host is up (0.12s latency).
Not shown: 6553 closed ports

PORT      STATE SERVICE       VERSION

10015/tcp open  ssh           (protocol 2.0)
10020/tcp open  ssh           (protocol 2.0)
10053/tcp open  ms-wbt-server Microsoft Terminal Service
10062/tcp open  ssh           (protocol 2.0)
10082/tcp open  ssh           (protocol 2.0)
10091/tcp open  ssh           (protocol 2.0)
10139/tcp open  ssh           OpenSSH 5.3 (protocol 2.0)
10156/tcp open  ssh           (protocol 2.0)
10162/tcp open  vnc           Apple remote desktop vnc
10187/tcp open  ssh           OpenSSH 5.9p1 Debian 5ubuntu1.7 (protocol 2.0)
10190/tcp open  tcpwrapped
10205/tcp open  ssh           (protocol 2.0)
10221/tcp open  ssh           (protocol 2.0)
10225/tcp open  unknown
10242/tcp open  ssh           (protocol 2.0)
10243/tcp open  ssh           (protocol 2.0)
10269/tcp open  ssh           (protocol 2.0)
10275/tcp open  http          Apache httpd 2.2.22
10277/tcp open  tcpwrapped
10327/tcp open  ssh           (protocol 2.0)
10344/tcp open  ssh           OpenSSH 6.7p1 Debian 5+deb8u2 (protocol 2.0)
10346/tcp open  ssh           OpenSSH 6.7p1 Debian 5+deb8u3 (protocol 2.0)
10358/tcp open  unknown
10381/tcp open  ssh           (protocol 2.0)
10382/tcp open  vnc           (protocol 5)
10398/tcp open  ssh           (protocol 2.0)
10410/tcp open  ssh           (protocol 2.0)
10419/tcp open  ssh           (protocol 2.0)
10440/tcp open  unknown
10443/tcp open  ssh           (protocol 2.0)
10472/tcp open  ssh           (protocol 2.0)
10479/tcp open  oracle-tns    Oracle TNS Listener
10488/tcp open  ssh           (protocol 2.0)
10542/tcp open  ssh           (protocol 2.0)
10543/tcp open  ssh           OpenSSH 7.3 (protocol 2.0)
10544/tcp open  ssh           OpenSSH 6.0p1 Debian 4+deb7u2 (protocol 2.0)
10555/tcp open  ssh           OpenSSH 7.2 (protocol 2.0)
10559/tcp open  ssh           (protocol 2.0)
10563/tcp open  ssh           Dropbear sshd 2014.65 (protocol 2.0)
10564/tcp open  ssh           (protocol 2.0)
10565/tcp open  ssh           (protocol 2.0)
10568/tcp open  unknown
10575/tcp open  ssh           (protocol 2.0)
10577/tcp open  ssh           OpenSSH 6.0p1 Debian 4+deb7u2 (protocol 2.0)
10585/tcp open  ssh           (protocol 2.0)
10611/tcp open  vnc           Apple remote desktop vnc
10630/tcp open  ssh           OpenSSH 6.9 (protocol 2.0)
10643/tcp open  ssh           (protocol 2.0)
10654/tcp open  ssh           OpenSSH 6.7p1 Debian 5+deb8u2 (protocol 2.0)
10673/tcp open  oracle-tns    Oracle TNS Listener
10691/tcp open  ms-wbt-server xrdp
10694/tcp open  ssh           (protocol 2.0)
10697/tcp open  unknown
10698/tcp open  ssh           (protocol 2.0)
10732/tcp open  ssh           (protocol 2.0)
10736/tcp open  ssh           (protocol 2.0)
10783/tcp open  ssh           OpenSSH 6.0p1 Debian 4+deb7u6 (protocol 2.0)
10786/tcp open  ssh           OpenSSH 6.9 (protocol 2.0)
10799/tcp open  ssh           OpenSSH 6.6.1 (protocol 2.0)
10814/tcp open  ssh           OpenSSH 6.0p1 Debian 4+deb7u2 (protocol 2.0)
10843/tcp open  ssh           (protocol 2.0)
10858/tcp open  ssh           OpenSSH 6.6.1 (protocol 2.0)
10869/tcp open  ssh           (protocol 2.0)



10870/tcp open  http          Werkzeug httpd 0.10.4 (Python 2.7.6)
10888/tcp open  unknown
10893/tcp open  ssh           (protocol 2.0)
10924/tcp open  ssh           (protocol 2.0)
10938/tcp open  ssh           (protocol 2.0)
10949/tcp open  ssh           (protocol 2.0)
10980/tcp open  ssh           (protocol 2.0)
11001/tcp open  vnc           VNC (protocol 3.8)
11007/tcp open  vnc           (protocol 5)
11014/tcp open  http          Werkzeug httpd 0.11.10 (Python 2.7.12)
11017/tcp open  ssh           (protocol 2.0)
11034/tcp open  ssh           (protocol 2.0)
11049/tcp open  ssh           OpenSSH 6.7p1 Debian 5+deb8u3 (protocol 2.0)
11055/tcp open  ssh           (protocol 2.0)
11064/tcp open  ssh           (protocol 2.0)
11079/tcp open  ssh           (protocol 2.0)
11120/tcp open  unknown
11160/tcp open  ssh           OpenSSH 6.7p1 Debian 5+deb8u3 (protocol 2.0)
11168/tcp open  ssh           (protocol 2.0)
11173/tcp open  ssh           OpenSSH 6.0p1 Debian 4+deb7u4 (protocol 2.0)
11188/tcp open  vnc           Apple remote desktop vnc
11193/tcp open  ssh           (protocol 2.0)
11207/tcp open  ssh           OpenSSH 6.0p1 Debian 4+deb7u2 (protocol 2.0)
11214/tcp open  ssh           (protocol 2.0)
11229/tcp open  ssh           OpenSSH 6.9 (protocol 2.0)
11230/tcp open  ssh           OpenSSH 7.2 (protocol 2.0)
11251/tcp open  ssh           (protocol 2.0)
11255/tcp open  unknown
11256/tcp open  ssh           (protocol 2.0)
11268/tcp open  ssh           (protocol 2.0)
11269/tcp open  ssh           (protocol 2.0)
11289/tcp open  ssh           OpenSSH 7.2 (protocol 2.0)
11310/tcp open  ssh           OpenSSH 6.2 (protocol 2.0)
11311/tcp open  http          Apache httpd
11340/tcp open  unknown
11382/tcp open  ssh           (protocol 2.0)
11410/tcp open  tcpwrapped
11418/tcp open  unknown
11462/tcp open  ssh           OpenSSH 4.3 (protocol 2.0)
11463/tcp open  ssh           (protocol 2.0)
11473/tcp open  http          Transmission BitTorrent management httpd (unauthorized)
11488/tcp open  ssh           (protocol 2.0)
11496/tcp open  ssh           OpenSSH 6.0p1 Debian 4 (protocol 2.0)
11511/tcp open  ssh           OpenSSH 6.9 (protocol 2.0)
11524/tcp open  ssh           (protocol 2.0)
11526/tcp open  ssh           (protocol 2.0)
11528/tcp open  tcpwrapped
11545/tcp open  ssh           OpenSSH 6.9 (protocol 2.0)
11564/tcp open  ssh           (protocol 2.0)
11569/tcp open  ssh           OpenSSH 6.0p1 Debian 4+deb7u2 (protocol 2.0)
11572/tcp open  unknown
11579/tcp open  unknown
11581/tcp open  ssh           (protocol 2.0)
11597/tcp open  tcpwrapped
11602/tcp open  ssh           (protocol 2.0)
11607/tcp open  ssh           OpenSSH 5.3 (protocol 2.0)
11630/tcp open  ssh           (protocol 2.0)
11636/tcp open  ssh           (protocol 2.0)
11662/tcp open  unknown
11678/tcp open  ssh           (protocol 2.0)
11685/tcp open  ssh           OpenSSH 6.0p1 Debian 4+deb7u4 (protocol 2.0)
11689/tcp open  ssh           (protocol 2.0)
11726/tcp open  ssh           OpenSSH 6.7p1 Debian 5+deb8u3 (protocol 2.0)
11729/tcp open  ssh           (protocol 2.0)
11746/tcp open  tcpwrapped
11749/tcp open  ssh           OpenSSH 6.0p1 Debian 4+deb7u2 (protocol 2.0)
11772/tcp open  vnc           Apple remote desktop vnc
11777/tcp open  redis         Redis key-value store
11782/tcp open  ssh           (protocol 2.0)
11791/tcp open  ssh           OpenSSH 6.6.1 (protocol 2.0)
11794/tcp open  ssh           (protocol 2.0)
11862/tcp open  ssh           (protocol 2.0)
11895/tcp open  unknown
11903/tcp open  ssh           OpenSSH 6.6.1 (protocol 2.0)
11921/tcp open  ssh           (protocol 2.0)
11943/tcp open  ssh           (protocol 2.0)
11951/tcp open  unknown
11961/tcp open  svnserve      Subversion
11970/tcp open  ms-wbt-server Microsoft Terminal Service
11973/tcp open  http          Jetty 7.x.y-SNAPSHOT
11977/tcp open  tcpwrapped
11980/tcp open  ssh           (protocol 2.0)
11985/tcp open  tcpwrapped
12070/tcp open  ssh           OpenSSH 6.7p1 Debian 5+deb8u2 (protocol 2.0)
12077/tcp open  vnc           Apple remote desktop vnc
12095/tcp open  vnc           Apple remote desktop vnc
12120/tcp open  ssh           OpenSSH 6.9 (protocol 2.0)
12122/tcp open  ssh           OpenSSH 7.2 (protocol 2.0)
12145/tcp open  ms-wbt-server Microsoft Terminal Service
12149/tcp open  vnc           VNC (protocol 3.8)
12151/tcp open  ssh           (protocol 2.0)
12187/tcp open  unknown
12194/tcp open  ssh           (protocol 2.0)
12198/tcp open  ssh           (protocol 2.0)
12201/tcp open  ssh           (protocol 2.0)
12237/tcp open  ssh           (protocol 2.0)
12240/tcp open  ssh           (protocol 2.0)
12241/tcp open  ssh           (protocol 2.0)
12245/tcp open  ssh           OpenSSH 5.3 (protocol 2.0)
12276/tcp open  unknown
12291/tcp open  smtp
12300/tcp open  ssh           OpenSSH 6.7p1 Debian 5 (protocol 2.0)
12301/tcp open  ssh           OpenSSH 4.3 (protocol 2.0)
12313/tcp open  unknown
12314/tcp open  unknown
12319/tcp open  ssh           (protocol 2.0)
12343/tcp open  vnc           Apple remote desktop vnc
12347/tcp open  jdwp          Java Debug Wire Protocol (Reference Implementation) version 1.6 1.7.0_101
12362/tcp open  ssh           OpenSSH 5.3 (protocol 2.0)
12395/tcp open  tcpwrapped
12407/tcp open  ssh           OpenSSH 5.2 (protocol 2.0)
12429/tcp open  ssh           OpenSSH 6.7p1 Debian 5+deb8u1 (protocol 2.0)
12455/tcp open  ssh           (protocol 2.0)
12490/tcp open  ssh           OpenSSH 6.6.1 (protocol 2.0)
12498/tcp open  vnc           VNC (protocol 3.8)
12504/tcp open  ssh           (protocol 2.0)
12505/tcp open  unknown
12527/tcp open  mysql         MySQL 5.7.14-log
12530/tcp open  ssh           OpenSSH 6.7p1 Debian 5+deb8u1 (protocol 2.0)
12547/tcp open  ssh           (protocol 2.0)
12556/tcp open  ssh           OpenSSH 6.0p1 Debian 4+deb7u2 (protocol 2.0)
12583/tcp open  ssh           OpenSSH 6.7p1 Debian 5+deb8u3 (protocol 2.0)
12587/tcp open  ssh           OpenSSH 6.7p1 Debian 5+deb8u3 (protocol 2.0)
12593/tcp open  ssh           OpenSSH 6.6.1p1 Debian 4~bpo70+1 (protocol 2.0)
12616/tcp open  ssh           (protocol 2.0)
12630/tcp open  ms-wbt-server Microsoft Terminal Service
12632/tcp open  ssh           (protocol 2.0)
12636/tcp open  vnc           Apple remote desktop vnc
12652/tcp open  vnc           Apple remote desktop vnc
12656/tcp open  ssh           (protocol 2.0)
12675/tcp open  ssh           (protocol 2.0)
12692/tcp open  ssh           (protocol 2.0)
12759/tcp open  unknown
12780/tcp open  unknown
12781/tcp open  ms-wbt-server Microsoft Terminal Service
12805/tcp open  ssh           OpenSSH 5.3 (protocol 2.0)
12808/tcp open  ms-wbt-server Microsoft Terminal Service
12815/tcp open  ssh           OpenSSH 6.7p1 Debian 5+deb8u3 (protocol 2.0)
12856/tcp open  ssh           (protocol 2.0)
12857/tcp open  ssh           OpenSSH 6.9 (protocol 2.0)
12863/tcp open  ssh           (protocol 2.0)



12863/tcp open  ssh           (protocol 2.0)
12914/tcp open  ssh           (protocol 2.0)
12929/tcp open  ssh           (protocol 2.0)
12933/tcp open  ssh           (protocol 2.0)
12946/tcp open  ssh           OpenSSH 6.9 (protocol 2.0)
12950/tcp open  vnc           (protocol 5)
12953/tcp open  ssh           (protocol 2.0)
12954/tcp open  tcpwrapped
12965/tcp open  ssh           OpenSSH 6.7p1 Debian 5+deb8u3 (protocol 2.0)
12976/tcp open  ms-wbt-server Microsoft Terminal Service
12979/tcp open  ssh           (protocol 2.0)
12989/tcp open  ssh           (protocol 2.0)
13023/tcp open  vnc           (protocol 5)
13025/tcp open  unknown
13033/tcp open  unknown
13056/tcp open  mysql         MySQL 5.7.14-log
13073/tcp open  ssh           (protocol 2.0)
13081/tcp open  ssh           (protocol 2.0)
13115/tcp open  tcpwrapped
13132/tcp open  ssh           OpenSSH 5.9 (protocol 2.0)
13135/tcp open  unknown
13137/tcp open  tcpwrapped
13139/tcp open  unknown
13205/tcp open  unknown
13212/tcp open  vnc           VNC (protocol 3.8)
13239/tcp open  ssh           (protocol 2.0)
13267/tcp open  ssh           (protocol 2.0)
13286/tcp open  ssh           OpenSSH 6.0p1 Debian 4+deb7u2 (protocol 2.0)
13327/tcp open  ssh           (protocol 2.0)
13343/tcp open  unknown
13351/tcp open  ssh           OpenSSH 6.0p1 Debian 4+deb7u2 (protocol 2.0)
13402/tcp open  ssh           OpenSSH 6.6.1 (protocol 2.0)
13441/tcp open  tcpwrapped
13452/tcp open  ssh           (protocol 2.0)
13454/tcp open  ssh           (protocol 2.0)
13471/tcp open  ssh           (protocol 2.0)
13474/tcp open  unknown
13478/tcp open  tcpwrapped
13493/tcp open  ssh           (protocol 2.0)
13511/tcp open  ssh           OpenSSH 6.7p1 Debian 5+deb8u1 (protocol 2.0)
13517/tcp open  ssh           OpenSSH 6.6.1 (protocol 2.0)
13539/tcp open  ssh           (protocol 2.0)
13589/tcp open  tcpwrapped
13592/tcp open  ssh           OpenSSH 6.7p1 Debian 5 (protocol 2.0)
13597/tcp open  tcpwrapped
13605/tcp open  ssh           (protocol 2.0)
13630/tcp open  ssh           (protocol 2.0)
13650/tcp open  ssh           (protocol 2.0)
13654/tcp open  ssh           (protocol 2.0)
13663/tcp open  ssh           (protocol 2.0)
13664/tcp open  ssh           OpenSSH 6.0p1 Debian 4+deb7u2 (protocol 2.0)
13713/tcp open  ssh           OpenSSH 6.7p1 Debian 5+deb8u2 (protocol 2.0)
13745/tcp open  ssh           (protocol 2.0)
13765/tcp open  vnc           Apple remote desktop vnc
13784/tcp open  ms-wbt-server Microsoft Terminal Service
13790/tcp open  ms-wbt-server Microsoft Terminal Service
13823/tcp open  ssh           (protocol 2.0)
13841/tcp open  ssh           OpenSSH 6.0p1 Debian 4+deb7u2 (protocol 2.0)
13846/tcp open  ssh           OpenSSH 6.6 (protocol 2.0)
13859/tcp open  unknown
13887/tcp open  ssh           (protocol 2.0)
13906/tcp open  ssh           (protocol 2.0)
13913/tcp open  unknown
13940/tcp open  ssh           OpenSSH 6.7p1 Debian 5+deb8u3 (protocol 2.0)
13959/tcp open  ssh           OpenSSH 6.2 (protocol 2.0)
13971/tcp open  postgresql    PostgreSQL DB
13989/tcp open  ssh           (protocol 2.0)
14047/tcp open  ssh           OpenSSH 6.1 (protocol 2.0)
14056/tcp open  ssh           OpenSSH 7.3 (protocol 2.0)
14069/tcp open  ssh           (protocol 2.0)
14081/tcp open  vnc           (protocol 5)
14106/tcp open  ssh           OpenSSH 6.0p1 Debian 4+deb7u2 (protocol 2.0)
14112/tcp open  ssh           (protocol 2.0)
14122/tcp open  unknown
14157/tcp open  ssh           OpenSSH 6.0p1 Debian 4+deb7u2 (protocol 2.0)
14158/tcp open  ms-wbt-server Microsoft Terminal Service
14194/tcp open  ssh           OpenSSH 6.0p1 Debian 4+deb7u2 (protocol 2.0)
14203/tcp open  ssh           (protocol 2.0)
14266/tcp open  ssh           (protocol 2.0)
14290/tcp open  http-proxy    Squid http proxy 3.1.20
14315/tcp open  ssh           (protocol 2.0)
14317/tcp open  ssh           (protocol 2.0)
14360/tcp open  ssh           (protocol 2.0)
14377/tcp open  ssh           (protocol 2.0)
14381/tcp open  ssh           (protocol 2.0)
14385/tcp open  ssh           (protocol 2.0)
14393/tcp open  ssh           OpenSSH 6.7p1 (protocol 2.0)
14447/tcp open  tcpwrapped
14449/tcp open  ssh           OpenSSH 6.7p1 Debian 5+deb8u3 (protocol 2.0)
14487/tcp open  ssh           (protocol 2.0)
14492/tcp open  unknown
14500/tcp open  ssh           (protocol 2.0)
14510/tcp open  ssh           OpenSSH 6.0p1 Debian 4+deb7u2 (protocol 2.0)
14517/tcp open  ssh           (protocol 2.0)
14550/tcp open  ssh           (protocol 2.0)
14555/tcp open  ssh           OpenSSH 5.4p1_hpn13v11 (FreeBSD 20100308; protocol 2.0)
14560/tcp open  tcpwrapped
14578/tcp open  vnc           Apple remote desktop vnc
14579/tcp open  ssh           OpenSSH 5.3 (protocol 2.0)
14643/tcp open  mpd           Music Player Daemon 0.19.0
14681/tcp open  tcpwrapped
14683/tcp open  ssh           OpenSSH 6.7p1 Debian 5+deb8u2 (protocol 2.0)
14693/tcp open  ssh           OpenSSH 6.0p1 Debian 4+deb7u2 (protocol 2.0)
14705/tcp open  ssh           (protocol 2.0)
14713/tcp open  tcpwrapped
14720/tcp open  ssh           (protocol 2.0)
14762/tcp open  ssh           OpenSSH 6.0p1 Debian 4+deb7u2 (protocol 2.0)
14763/tcp open  ssh           OpenSSH 5.3 (protocol 2.0)
14765/tcp open  ssh           OpenSSH 6.2 (protocol 2.0)
14770/tcp open  ms-wbt-server Microsoft Terminal Service
14786/tcp open  unknown
14806/tcp open  ssh           (protocol 2.0)
14832/tcp open  ssh           OpenSSH 6.9 (protocol 2.0)
14866/tcp open  ssh           (protocol 2.0)
14872/tcp open  ssh           (protocol 2.0)
14883/tcp open  ssh           (protocol 2.0)
14886/tcp open  vnc           VNC (protocol 3.6)
14894/tcp open  http          Microsoft IIS httpd 5.0
14911/tcp open  ms-wbt-server Microsoft Terminal Service
14917/tcp open  unknown
14955/tcp open  vnc           (protocol 5)
14964/tcp open  unknown
14965/tcp open  http          nginx 1.8.0
14969/tcp open  ssh           OpenSSH 6.0p1 Debian 4+deb7u2 (protocol 2.0)
15007/tcp open  unknown
15038/tcp open  ssh           (protocol 2.0)
15058/tcp open  ssh           (protocol 2.0)
15092/tcp open  ssh           (protocol 2.0)
15112/tcp open  ssh           OpenSSH 6.0p1 Debian 4+deb7u2 (protocol 2.0)
15126/tcp open  ssh           (protocol 2.0)
15148/tcp open  ssh           OpenSSH 6.0p1 Debian 4+deb7u3 (protocol 2.0)
15163/tcp open  ssh           OpenSSH 6.0p1 Debian 4+deb7u2 (protocol 2.0)
15237/tcp open  tcpwrapped
15238/tcp open  ssh           (protocol 2.0)
15260/tcp open  ssh           (protocol 2.0)
15275/tcp open  ssh           (protocol 2.0)
15276/tcp open  vnc           Apple remote desktop vnc
15295/tcp open  tcpwrapped
15324/tcp open  unknown
15336/tcp open  tcpwrapped
15338/tcp open  ssh           OpenSSH 6.6.1 (protocol 2.0)



15338/tcp open  ssh           OpenSSH 6.6.1 (protocol 2.0)
15344/tcp open  ssh           OpenSSH 6.7p1 Debian 5+deb8u2 (protocol 2.0)
15350/tcp open  tcpwrapped
15351/tcp open  ssh           OpenSSH 5.9p1 Debian 5ubuntu1.8 (protocol 2.0)
15390/tcp open  ssh           OpenSSH 7.2 (protocol 2.0)
15411/tcp open  tcpwrapped
15420/tcp open  ssh           OpenSSH 6.9 (protocol 2.0)
15426/tcp open  ssh           OpenSSH 6.0p1 Debian 4+deb7u2 (protocol 2.0)
15463/tcp open  ssh           (protocol 2.0)
15486/tcp open  ssh           OpenSSH 6.0p1 Debian 4+deb7u3 (protocol 2.0)
15488/tcp open  ssh           OpenSSH 6.0p1 Debian 4+deb7u2 (protocol 2.0)
15490/tcp open  ssh           (protocol 2.0)
15500/tcp open  ssh           (protocol 2.0)
15511/tcp open  ssh           (protocol 2.0)
15543/tcp open  ssh           (protocol 2.0)
15554/tcp open  ssh           (protocol 2.0)
15564/tcp open  http          Apache httpd 2.2.2 ((Fedora))
15566/tcp open  ssh           (protocol 2.0)
15578/tcp open  vnc           Apple remote desktop vnc
15588/tcp open  ssh           OpenSSH 6.0p1 Debian 4+deb7u2 (protocol 2.0)
15603/tcp open  ssh           OpenSSH 6.0p1 Debian 4+deb7u6 (protocol 2.0)
15634/tcp open  ssh           OpenSSH 5.3 (protocol 2.0)
15662/tcp open  ssh           (protocol 2.0)
15668/tcp open  ssl/upnp      Microsoft Windows UPnP
15675/tcp open  ssh           (protocol 2.0)
15694/tcp open  ssh           OpenSSH 6.0p1 Debian 4+deb7u4 (protocol 2.0)
15720/tcp open  ssh           (protocol 2.0)
15730/tcp open  vnc           (protocol 5)
15732/tcp open  sip           (SIP end point; Status: 404 Not Found)
15739/tcp open  ssh           (protocol 2.0)
15746/tcp open  ssh           OpenSSH 7.1 (protocol 2.0)
15754/tcp open  ssh           (protocol 2.0)
15759/tcp open  ssh           OpenSSH 6.0p1 Debian 4+deb7u2 (protocol 2.0)
15767/tcp open  ssh           (protocol 2.0)
15778/tcp open  unknown
15797/tcp open  unknown
15801/tcp open  postgresql    PostgreSQL DB
15817/tcp open  ssh           (protocol 2.0)
15826/tcp open  ssh           (protocol 2.0)
15843/tcp open  ssh           (protocol 2.0)
15847/tcp open  ssh           (protocol 2.0)
15861/tcp open  ssh           (protocol 2.0)
15872/tcp open  ssh           OpenSSH 6.7p1 Debian 5+deb8u2 (protocol 2.0)
15877/tcp open  ssh           OpenSSH 6.7p1 Debian 5+deb8u3 (protocol 2.0)
15882/tcp open  ssh           (protocol 2.0)
15913/tcp open  http          Werkzeug httpd 0.11.10 (Python 2.7.12)
15923/tcp open  tcpwrapped
15935/tcp open  ms-wbt-server Microsoft Terminal Service
15956/tcp open  ssh           OpenSSH 6.0p1 Debian 4+deb7u2 (protocol 2.0)
15980/tcp open  mysql         MySQL 5.5.44-0ubuntu0.14.04.1
15993/tcp open  ssh           (protocol 2.0)
16017/tcp open  tcpwrapped
16029/tcp open  ssh           (protocol 2.0)
16031/tcp open  ssh           OpenSSH 6.6.1 (protocol 2.0)
16087/tcp open  vnc           Apple remote desktop vnc
16111/tcp open  ssh           OpenSSH 7.1p1 Debian 5 (protocol 2.0)
16131/tcp open  ssh           (protocol 2.0)
16141/tcp open  ssh           OpenSSH 5.3 (protocol 2.0)
16166/tcp open  ssh           OpenSSH 6.6.1 (protocol 2.0)
16223/tcp open  ssh           (protocol 2.0)
16238/tcp open  ssh           (protocol 2.0)
16240/tcp open  unknown
16268/tcp open  tcpwrapped
16300/tcp open  vnc           Apple remote desktop vnc
16302/tcp open  tcpwrapped
16305/tcp open  mysql         MySQL 5.5.44-0ubuntu0.14.04.1
16317/tcp open  ssh           (protocol 2.0)
16340/tcp open  ssh           (protocol 2.0)
16344/tcp open  ssh           (protocol 2.0)
16358/tcp open  ssh           OpenSSH 6.4p1 Debian 1 (protocol 2.0)
16408/tcp open  vnc           VNC (protocol 3.7)
16424/tcp open  ssh           (protocol 2.0)
16452/tcp open  ssh           (protocol 2.0)
16471/tcp open  ssh           (protocol 2.0)
16479/tcp open  ssh           OpenSSH 6.6.1 (protocol 2.0)
16511/tcp open  ssh           OpenSSH 5.3 (protocol 2.0)
16522/tcp open  unknown
16548/tcp open  ssh           OpenSSH 6.1 (protocol 2.0)
16569/tcp open  ssh           OpenSSH 6.4 (protocol 2.0)
16585/tcp open  ssh           OpenSSH 6.7p1 Debian 5 (protocol 2.0)
16599/tcp open  unknown
16607/tcp open  ms-wbt-server Microsoft Terminal Service
16625/tcp open  ssh           OpenSSH 6.0p1 Debian 4+deb7u2 (protocol 2.0)
16627/tcp open  vnc           Apple remote desktop vnc
16629/tcp open  ssh           OpenSSH 6.0p1 Debian 4+deb7u4 (protocol 2.0)
16630/tcp open  ssh           OpenSSH 6.9 (protocol 2.0)
16664/tcp open  ssh           OpenSSH 7.2 (protocol 2.0)
16666/tcp open  ssh           OpenSSH 6.9 (protocol 2.0)
16680/tcp open  ms-wbt-server Microsoft Terminal Service
16685/tcp open  tcpwrapped
16686/tcp open  ssh           (protocol 2.0)
16709/tcp open  unknown
16720/tcp open  ssh           (protocol 2.0)
16744/tcp open  mysql         MySQL 5.7.11-log
16782/tcp open  unknown
16792/tcp open  ssh           (protocol 2.0)
16825/tcp open  ssh           (protocol 2.0)
16867/tcp open  tcpwrapped
16868/tcp open  ssh           (protocol 2.0)
16882/tcp open  ssh           OpenSSH 7.2 (protocol 2.0)
16908/tcp open  ssh           (protocol 2.0)
16930/tcp open  vnc           Apple remote desktop vnc
16979/tcp open  ssh           (protocol 2.0)
16997/tcp open  unknown
16998/tcp open  ssh           (protocol 2.0)

9 services unrecognized despite returning data. If you know the service/version, please submit the following fingerprints at http://www.insecure.org/cgi-bin/servicefp-submit.cgi :

==============NEXT SERVICE FINGERPRINT (SUBMIT INDIVIDUALLY)==============
SF-Port10015-TCP:V=6.00%I=7%D=9/7%Time=57D01A7D%P=x86_64-unknown-linux-gnu
SF:%r(NULL,29,"SSH-2\.0-OpenSSH_6\.7p1\x20Raspbian-5\+deb8u2\r\n");
==============NEXT SERVICE FINGERPRINT (SUBMIT INDIVIDUALLY)==============
SF-Port10020-TCP:V=6.00%I=7%D=9/7%Time=57D01A7D%P=x86_64-unknown-linux-gnu
SF:%r(NULL,29,"SSH-2\.0-OpenSSH_6\.7p1\x20Raspbian-5\+deb8u3\r\n");
==============NEXT SERVICE FINGERPRINT (SUBMIT INDIVIDUALLY)==============
SF-Port10062-TCP:V=6.00%I=7%D=9/7%Time=57D01A7D%P=x86_64-unknown-linux-gnu
SF:%r(NULL,29,"SSH-2\.0-OpenSSH_6\.6\.1p1\x20Ubuntu-2ubuntu2\r\n");
==============NEXT SERVICE FINGERPRINT (SUBMIT INDIVIDUALLY)==============
SF-Port10082-TCP:V=6.00%I=7%D=9/7%Time=57D01A7D%P=x86_64-unknown-linux-gnu
SF:%r(NULL,27,"SSH-2\.0-OpenSSH_6\.6p1\x20Ubuntu-2ubuntu1\r\n");
==============NEXT SERVICE FINGERPRINT (SUBMIT INDIVIDUALLY)==============
SF-Port10091-TCP:V=6.00%I=7%D=9/7%Time=57D01A7D%P=x86_64-unknown-linux-gnu
SF:%r(NULL,22,"SSH-2\.0-OpenSSH_6\.7p1\x20Raspbian-5\r\n");
==============NEXT SERVICE FINGERPRINT (SUBMIT INDIVIDUALLY)==============
SF-Port10156-TCP:V=6.00%I=7%D=9/7%Time=57D01A7D%P=x86_64-unknown-linux-gnu
SF:%r(NULL,2B,"SSH-2\.0-OpenSSH_6\.6\.1p1\x20Ubuntu-2ubuntu2\.3\r\n");
==============NEXT SERVICE FINGERPRINT (SUBMIT INDIVIDUALLY)==============
SF-Port10205-TCP:V=6.00%I=7%D=9/7%Time=57D01A7D%P=x86_64-unknown-linux-gnu
SF:%r(NULL,29,"SSH-2\.0-OpenSSH_6\.6\.1p1\x20Ubuntu-2ubuntu2\r\n");
==============NEXT SERVICE FINGERPRINT (SUBMIT INDIVIDUALLY)==============
SF-Port10221-TCP:V=6.00%I=7%D=9/7%Time=57D01A7D%P=x86_64-unknown-linux-gnu
SF:%r(NULL,29,"SSH-2\.0-OpenSSH_6\.9p1\x20Ubuntu-2ubuntu0\.2\r\n");
==============NEXT SERVICE FINGERPRINT (SUBMIT INDIVIDUALLY)==============
SF-Port10225-TCP:V=6.00%I=7%D=9/7%Time=57D01A82%P=x86_64-unknown-linux-gnu
SF:%r(GetRequest,A8,"HTTP/1\.0\x20200\x20OK\r\nConnection:\x20close\r\nCon
SF:tent-Type:\x20text/plain\r\nContent-Length:\x2084\r\n\r\nIt\x20looks\x2
SF:0like\x20you\x20are\x20trying\x20to\x20access\x20MongoDB\x20over\x20HTT
SF:P\x20on\x20the\x20native\x20driver\x20port\.\n")%r(FourOhFourRequest,A8
SF:,"HTTP/1\.0\x20200\x20OK\r\nConnection:\x20close\r\nContent-Type:\x20te
SF:xt/plain\r\nContent-Length:\x2084\r\n\r\nIt\x20looks\x20like\x20you\x20
SF:are\x20trying\x20to\x20access\x20MongoDB\x20over\x20HTTP\x20on\x20the\x



SF:are\x20trying\x20to\x20access\x20MongoDB\x20over\x20HTTP\x20on\x20the\x
SF:20native\x20driver\x20port\.\n");
Service Info: Host: sampi; OSs: Windows, Mac OS X, Linux, FreeBSD; CPE: cpe:/o:apple:mac_os_x, cpe:/o:linux:kernel, cpe:/o:freebsd:freebsd, cpe:/o:microsoft:windows

Service detection performed. Please report any incorrect results at http://nmap.org/submit/ .

Nmap done: 1 IP address (1 host up) scanned in 347.37 seconds

           Raw packets sent: 7243 (318.668KB) | Rcvd: 7294 (296.568KB)


